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MopepoBaHue 3alUINEHHBIX 0ecIPoBOHbIX ceTel Wi-Fi
Simulation of secure Wi-Fi wireless networks

B OaHHOlU cmambe paccmMampuearomcsi CcoepemeHHble Nnooxo0bl K MOOeAupoeaHuUio
3aujuwéHHbix 6ecnpogooHbix cemeli Wi-Fi, ¢ akyeHmom Ha memoobl obecneueHusi 6e3onacHocmu
nepedauu OAHHBIX U 3dWUumbl OM HECAHKYUOHUPOBAHHO20 docmynd. B pabome npedcmasneHbi
pe3y/ibmambl MOOeAUpO8aHuUsi pas/auuHbiX CyeHapuee ucnonbzosaHuss Wi-Fi cemeli, umo no3eosnsem
oyeHUmMb 3¢ eKmusHOCMb NpeosoNHCeHHbIX pelleHull, makdyce ocoboe HUMAHuUe yoe/nsemcs
8HEOpEeHUI0 COBPeMEHHbIX NPOMOK0/108 WuUpposaHus U aymeHmugukayuu.

This article discusses modern approaches to modeling secure wireless Wi-Fi networks, with an
emphasis on methods for ensuring data transmission security and protection against unauthorized
access. The paper presents the results of modeling various scenarios for using Wi-Fi networks, which
makes it possible to evaluate the effectiveness of the proposed solutions, and special attention is paid
to the implementation of modern encryption and authentication protocols.

Kntouesble cnosa: becnposodHble cemu, Wi-Fi, modeauposaHue, 6e3onacHocmb, wugposaHue,
aymeHmucukayus, ysi3eumocmu, 3aujuma 0aHHbIX, cemegol mpachux.

Keywords: wireless networks, Wi-Fi, modeling, security, encryption, authentication,
vulnerabilities, data protection, network trdffic.

Wi-Fi (Wireless Fidelity) — 3To TexHosiorusi 0GecrnipoBOAHOI CBsI3M, OCHOBaHHasi Ha
cranpaprax [EEE 802.11 [1-6]. C MmomeHTa cBoero nosieiieHusi B 1997 rogy Wi-Fi nipoiuén HecKonbKo
3TalloB Pa3BUTHUs, BK/touasi craHgapthl 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac u 802.11ax.
Kaxkapiii U3 3TUX CTaHJapTOB IpejjiaraeT pa3/ilyHble CKOPOCTU Mepe/iauk JaHHbIX, AUara30Hbl YaCTOT
Y BO3MOKHOCTH MOJK/TFOUYEeHMUS.

802.11b: PaboraeT Ha uactote 2.4 I'T'1| 1 obecrieurBaeT CKOpOCTh 10 11 Mb6wut/c.

802.11g: Taxxe ucronb3yet 2.4 I'T'11, HO MOAeP/KHUBAET CKOPOCTh /10 54 Mbut/c.

802.11n: PaGoraer Ha 2.4 u 5 I'Tm, obecreurBass ckKopocTh g0 600 MoOwuT/c Garozapst
texHonoru MIMO (Multiple Input Multiple Output).

802.11ac: Mcnosne3syet Tonbko 5 ' u mogaeps>kuBaeT ckopoctu Ao 1.3 I'éut/c.

802.11ax: HoBrii CTaHZapT, KOTOPBIM y/yulaeT [IPOM3BOAUTEIBHOCTD B
MHOTOTI0JTh30BaTeIbCKHUX Cpefiax U obecrieuriBaeT O0siee BBICOKYHO CKOPOCTD Tiepe/iaudl JJaHHbIX.

BecripoBogHbie cetu Wi-Fi, ocHoBaHHble Ha cra”gaptax IEEE 802.11, obecrieunBatoT
BBICOKOCKODOCTHYIO Tlepefiauy JIaHHBIX 0e3 MPOBO/IOB, HO 00/1a/Iat0T PSZIOM YSI3BUMOCTEH, TaKUX Kak
OrpaHWYeHHasi 30Ha TIOKDBITHS, TOJBEP>KEHHOCTh TIOMeXaM M PUCKK KrubOepOe30macHOCTH, BK/IIOYAst
niepexBaT Tpaduka. [{is 3alUThl AAHHBIX UCMOAbL3YHOTCS npoTokonbl WEP, WPA 1 WPA2/WPA3,



npuuém WEP, ncnonb3yromuii caboe RC4-umdpoBanne, cunTaeTcss YCTapeBIIMM U HeHaJ&KHbBIM,
torga Kak WPA2 ¢ AES-midpoBaHueM obecrieurBaeT BbICOKHI YpoBeHb Oe30macHocTH [7-9].

PaccmoTpum BapuaHT MofenvpoBaHust B cpefe smyssiguu Cisco Packet Tracer, kKoTopbiii
TI03BOJIsieT HAaCTPOUTH TMapaMeTphbl 3allliThl, BK/IOYasi BbIOOp pexkuma 6esomacHoctu (WEP, WPA,
WPA?2), tun mmdpoanus (TKIP, AES) u cinoHble Mapo/u, YTO TIOATBEPXKJaeT HeoOXOAMMOCTb
VICTIO/Tb30BaHUsl COBPEMEHHBIX TPOTOKOJIOB /JIi MWHMMH3AlLlMM PUCKOB B3/10Ma. B gaHHOUN cpefe
NIPOEKTUPOBAHUA MOXKHO CO3[aThb BUPTYa/IbHYIO JOMALLHIOW ceTb ¢ Wi-Fi-poyTepom, BK/IFOUarOLLYIO
MapIIpyTH3aTop TIpOBai/ilepa W K/JIMEHTCKWe YCTPOWMCTBA, HarpuMep, TakKhe KakK HOYTOyK U
NepCOHa/IbHBIN KOMITbIOTEp (puc.1).
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Puc. 1 — Cetb c WiFi-ycTpoiictBamu

[Tocre HaCTpOWKM TapamMeTpPOB [JOMAIllHEH CeTh, MOXKHO OyJeT HaCTPOWUTh pa3/IdyHbIe
TIPOTOKOJIBI 3aIUThI OECTIPOBOAHOTO COe/JMHEeHHSI.

PaccMoTpuM HaCTpOMKY IPOTOKOJIA 3alMILEHHOU nepefaund — WEP. [1s 3TOoro Ha fomaiiHeM
poyTtepe Boiiaute B pa3gen GUI — Wereless — Wireless Security. Beibepete ipotokon WEP u 3azatite
cratrueckuu Kmou: 1234567890, 3aTem coxpaHuTe HACTPOMKH, HaXKaB BHU3Y KHOIIKY COXPaHeHUSI.

[Tocne 3TOro He3alMIIEHHOe OeCrpOBOJHOe COe/IMHEHWe MeXXAy TOUKOM U HOYTOYKOM
pa3phiBaeTcsi. JTO CBSI3aHO C TeM, UTo 3aidpoBaHHbINA TpahUK He MPUHUMAETCSI HOYTOYKOM, U TOYKA
JI0CTyTIa He BUAUT HOYTOYK. [lanee, HacTpoiite npotokos WEP 1 Ha HOyTOyKe ¥ MOAK/IIOUMTE €ro K
TOouke goctyma. [nst 3Toro 3aiigute Ha paboumii cTos HOYTOyKa M TIepelfuTe B TIPUIOKEHHe
6ecripoBofHOM ceTeBoii KapThl: Desktop — PC Wireless, 3atem B pa3zaen Connect (Puc.2).

B Moii noyTyx - O X

Physical Config Deskiop  Programming  Afinibutes

Connect

Below is a list of available wireless networks. To search for more wireless networks, click 5
the Refresh button. To view more information about a network, select the wireless network [543 F 7y -
name. To connect to that network, click the Connect button below. Lta o
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Puc. 2 — IlpunokeHre 6ecripoBOAHOTO afanTepa



O6partiTe BHHUMaHHe, TPUIO)KEHWe HAILIO TOYKY AOCTyma — Sirius Ha 3M Kanane. [lanee,
MOAKMIOUMTECh K 3TOM Touke goctyrna (Connect) W mnepelijuTe B MeHIO HACTPOMKU COeWHEHUs
(Puc.3).

B Moii noyrByk — O X

Physical Config Deskiop  Programming  Aftributes

WEP Key Needed for Connection

This wireless network has WEP encryption enabled. To connect to this network, select the level of WEP
encryption. Enter the required passphrase or WEP key in the appropriate field below. Then click the
Connect. LZ

m WEP | Please select the wireless security method used by your

existing wireless network.
[ we AL < | To use WEP encryption, select 64-bit or 128-5it
m—| The Passphrase is case-sensitive and should be no more
than 16 ch, in length.
When entering this manually, it should be 10 characters for
1234567890' 64-bit encryption or 26 for 128-bit encryption.
Valid hexadecimal characters are “A” through “F” and
numbers “0" through “9".

| cancel | commeet ..

Y F

N Notebook Adapter Wireless Network Monitor v1.0 weei o, WPGI0ON
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Puc. 3 — Hactpoiika noaxkmouenuss WEP

Bribepete niporokon nmogkmoueruss WEP u BBegute WEP-kmtou Touku gocrymna: 1234567890.
O6paTuTe BHUMaHHe UYTO K/IFOUM [JO/DKHBI ObITh MIeHTHYHBI Ha ycTpolicTBa. [Tocsie 3Toro BhIiuUTe U3
TIPUIOXKEHUSI ¥ IOCMOTpUTe cTaTtyc coefrHeHus (Puc.4). [Ipu Bcex HaCTpoMKax, yKa3aHHBIX BbIIIE He
3abbIBaliTe COXpaHATh U3MEHEHHSI.

' Moii Hoybyx - [m] X

Physical Config Deskiop  Programming  Affributes
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Puc. 4 — YcraHoBKa coefuHeHus 110 npotokony WEP u craryc cetu

Cnepnyroium 3tarioM OyzieT HacTpoiiKa nmpoTokosa 6e3omacHoctd WPA mexxay WiFi-Toukoii u
HOyTOyKOM. Kak 1 B mpesipiiyIiieM paszesne, CHayaaa HeoOX0AUMO HaCTPOUTh TOUKY [JOCTYTIA U 33/1aTh
napoJib 6e3oracHocTH. [1st 3TOr0 Ha Touke AocTyna nepeigute B pa3gen GUI — Wereless — Wireless
Security. Beibepete pexxum nepcoHanbHbii WPA (WPA Personal) u metop mmdpoBanus AES, 3atem



3aaiiTe cekpeTHyto ¢pasy: 1234567890 u He 3abyapre coxpaHuTh usMenenws (Puc.5). [anee,
niepeiiguTe Ha pabouuii cTon HOyTOYKa, B TIpU/IoyKeHHe OecrpoBo/[HOM ceTeBoi KapThl: Desktop — PC
Wireless, B pa3znen Connect [10].

B Moii noytéyk - ] X

Physical Config Deskiop  Programming  Aftributes

WPA-Personal Needed for Connection

This wireless network has WPA-Personal, also know as Pre-Shared Key, enabled. To connect to this
network, select the encryption type. Enter the required Pre-Shared Key in the appropriate field below. =
Then click the Connect, L£,

B \VPA-Personal | Please select the wirsless sacurity metho used by your

existing wireless network.

m AES .| Please select an encryption type used to protect your

wireless data transmissions,

Please enter a Pre-shared Key that Is 8 to 63 characters ?

In length.

cancel | Connect
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Puc. 5 — Hacrpoiika npotokona WPA Ha HOyTOyKe

[MogxmounTech K TOouke Sirius u BbIOepeTe HacTpoiku WPA. Beeaute KiroueByro (pasy:
1234567890 u nocne 3TOro rNpoBepbTe YCTaHOBKY COe/IMHEHUs U CTaTyC noAxkmodenus (Puc.6).
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Puc. 6 — YcraHoBka coeguHeHus 110 npotokosy WPA u cTaTyc cetu

CoepuHenve ycriemmiHO ycTaHoBieHO (Puc. 6). Ob6paTtuTe BHHMaHWe TIPH 3TOM MeTO[ie
ucrosb3yer OnouHoe 1mmdpoBanne AES, KOTOpoe Ha CerofHSIIHUN [€Hb SIB/SETCS OYeHb
PaCIpOCTPaHEHHBIM M KPUITTOCOMKUM anroput™MoM [11,12] v He 6GbI7I0 He OIHOTO W3BECTHOTO CiTydast
B3J/I0OMa /IaHHOT O LIH(pa.

[anee, mepeHacTpoiiTe GecripoBoHOE TOAK/IOYeHHe TI0 TPoToKoay WPA2. AHamornuHo, Kak
Y B IIpeJbIAYLLMX [IBYX pa3feax, CHayaja HaCTPOWTe TOUKY JOCTYIa U COXpPaHUTE HACTPOMKH.

W Tak >ke TmepeHACTPOWTe TMpUIOKeHHe OecripoBOJHON KapThl. Pe3ynbTaThl HAaCTPONKHU
IIpe/j0CTaB/IeHO Ha PUCYHKe 7.



B Moii HoyTByk - O X

Physical Config Deskiop  Programming  Afiributes

WPA2-Personal Needed for Connection

This wireless network has WPA2-Personal enabled. To connect 1o this network, enter the required
passphrase in the appropriate field below. Then click the Connect button.

m WPA2-Person: ~ Please select the wireless security method used by your

existing wireless network.

Pl Pri- Ke t
] 1234567590 Inc::::;?m a Pre-shared Key that is 8 to 63 characters

| cancel | connect atve
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Puc. 7 — Hactpoiika WPA2 B npuio)keHre 6eCripoBOJHOM KapThl

O6partvTe BHUMaHUe COeJMHeHHe TI0 MPOToKoabl WPA?2 ycrtaHoB/ieHO. B 3TOM pexkume Takke
cyuiectByet mr¢poBanue AES.

B o moyiye a x

Physical  Config p  Programming  Altnbutes

L

|
184 . (%]
Poyrep nposaligepa ~Laptop-PT
\\\\\\\ Maii HOYTEYK
o Lk Inforrration
\\\\\
\\\\\\\\ it DG
‘\\\\\\ You hawe successilly connected by e access point -
\\
\\\\\\\
\ 2
by g O% (b
E_#
WRT300N & PC-PT
i iFi - OMaLWLHNA KOME
AomauHui WiFi - poyTep e

O Top

Puc. 8 — YcraHoBKa coeJjiHeHHUs U CTaTyC CETU

[Toce Toro kKorga 3aUjMILIEHHOE COeJVHEHWEe YCTaHOBJIEHO, MeXJy TOUYKOM JocCTyna H
HOYTOYKOM [IO/DKHO OCYILeCTBJISITBCS Tepejjaua AaHHBIX. [Ijii TIPOBEPKH COeAMHEHWs] MOXXHO C
HOyTOyKa TOZAaTh KOMaH[y ping Ha TOYKY /JOCTyla W €C/Ud TIPHIe] OTBEeT, TO 3alUIEHHOe
CoeJlMHEHNe YCIIeIIHO YCTaHOBJ/IEHO.

B pgaHHOM cTaThe pacCMOTpPeHbl OCHOBHBIE AaCHeKTbl MO/eTUPOBAHUs  3alUIEHHBIX
6ecripoBogHBIX ceTelt Wi-Fi. IIpoTtokosbl 6e3omacHocTH, Takue kKak WEP, WPA u WPA?2, urpator
K/FOUEeBYIO pOJib B 00eCrieueHWH 3alllUThl JAHHBIX W TPeJOTBPAILEHUM HECAHKIIMOHUPOBAHHOTO
Joctyra. MogenvpoBaHue C WCIIO/Ib30BaHWEeM TiporpaMMHOro obecrnieueHust Cisco T03BOJsIeT
BH3ya/IU3UPOBaTh W TECTUPOBATh Pa3/IMUHbIE ClIEHAPWUH, UTO CIIOCOOCTBYET JIydllleMy MOHHMaHHIO
TIPUHLIATIOB PabOThI M 3aIUTHI OECTIPOBOIHBIX CEeTEH, a TaKKe MOXKeT OBbITh MCITO/Ib30BAaHO B yueOHOM



npotiecce. B paborax [13-16] mpencraBieHbl pe3y/bTaThl, WCIIO/Ib3yeMble B y4eOHOM Iporjecce C
1]eJIbI0 TIOBBIILIEHUS] KOMIIETeHI[M 00yuaromxcs.
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