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NEUROHASH KPUIITOIT'PA®GMUYECKASI HEWPOCETEBASI XOIII-
OYHKINA PASMEPOM 8 Kb

AnHoranus. B pabore mipeacraBneHa NeuroHash — HetlipocereBast xaiii-
dyHK1Ms, npoieaias nosHyto Baauganuio NIST SP 800-22 v moaTBepAuBIias
CTOMKOCTh K aTakaM Ha rpooOpa3 u BTopoi mpoobpa3. Mojens 3anumMaet 8 Kb
(2048 mapameTpoB) U AeMOHCTpUpyeT 3HTpornvio 16.00 6urt, saBuHHBIN 3ddeKT
50.007% c pa3bpocom +2.22%, wupeanbHbii OamaHc 50.00% u OTCyTCTBHe
Ko/ti3uk. CKOpOCTh X3IIMPOBaHUs cocTaB/sieT 34 448 x/c Ha ogHoM siipe CPU u
Macmtabupyercs o 800 704 x/c Ha 22 spapax. IlpuBefeHbl pe3y/ibTaTbl
cpaBHUTe/NbHOTO aHanmm3a ¢ SHA-256, obcyxzgarorcs o6sacTd TIpUMeHeHUsT U
KOMMepueCKUM TTOTeHLral.

KroueBble c10Ba: HelipoceTeBass Kpunrtorpadusi, xsu-¢yHkuus, NIST SP
800-22, surponusi, aBuHHbIN 3¢ dekT, IoT, ASIC, FPGA.

1. BBEAEHUE

Krnaccuueckue xkpunrtorpaduueckve xsm-gyHkimyu (SHA-256, SHA-3)
SBJITIOTCSI OCHOBOW COBpeMeHHOW MH(MOpMalMoHHON Oe3omacHocTd. OfHAKO HX
apXUTeKTypa “MeeT TIPUHLIMIIMAIbHbIe OrpaHUueHus: (JMKCHPOBaHHAsi CTPYKTYpa,
3HaumTe/bHBI 00BEM Kozma (50-100 KB), Bbicokoe sHepromorpebsieHue Tipu
anrapaTHON peany3aliid U HEBO3MOXXHOCTb aJlalTalluM T0J, KOHKPeTHbIe K/acChl
JAHHBIX.

B Hacrosiiieii paboTe rmpejsaraeTcs MPUHIMIMAIBHO HOBBIA TOJXO[
WICII0J/Ib30BaHUe HelpoCeTeBOU apXUTEKTYPbl ISt MOCTPOEHUST
Kpuntorpadpuueckoir  xom-pyHkuuu.  NeuroHash — mpeacraBnser  coboii
oKuMaroIyo ¢yHkiuo (compression function) gas 6710k0B (DUKCHMPOBAHHOTO
pa3mepa 64 batita. 111 06paboTKM Cco0ObIIeHuI TTPOM3BOIBHOMN J/TMHBI TIPUMeHeHa
CTaHjapTHass wWrepatuBHasg cxema Merkle-Damgard, uro TIOATBEpPKAEHO
TeCTUPOBaHWEM Ha AyiHax oT 1 1o 4096 OGair.

NeuroHash coueTaeT cBoOMCTBa K/IacCMUYeCKUX Xdlleill (JeTepMUHU3M,
JTaBUHHBIA 3((eKT, OTCYTCTBHE KOJJIM3UK) C YHUKAJbHBIMHM IpeMMYyIleCcTBaMU
HelipoceTeli:  KOMMAaKTHOCTb, aJAlTUBHOCTbL W  TIOTE€HLMa]  amnmapaTHOU
peasii3aliyu.

2. APXUTEKTYPA NEUROHASH
2.1. CTpykTypa ceTH

NeuroHash mnpeacraBnsier coboif HEWPOHHYIO CeThb TIPSIMOM CBSI3U  CO
CIeIyIOIIUMU XapaKTepPUCTUKAMMU:



« BXOfHOU cyioi: 64 HelipoHa (64 GaliTa BXOAHBIX JAHHBIX);

e HECKOJIbKO CKPBITBIX CJIOEB ONTUMAa/JbHOM Pa3MepHOCTH;

 BBIXOZHOM cyioii: 32 HelipoHa (32 16-0uTHBIX 3HaueHUs = 64 GaiiTa x31Ia).

OO0iriee KO/MMUeCTBO TapameTpoB cocTaBiseT 2048, uro npu XpaHeHUU B
dopmare float32 3aHrumMaet poBHO 8 Kb.

2.2. DyHKIMA aKTUBaALUU

KitoueBbIM 371€MeHTOM, obecrieunBaroliM Kpuritorpahruueckre CBOWMCTBA,
SIB/ISIETCS HeJIMHeWHast (PYHKLMST aKTUBaLUU:
f(x)=tanh(x)-sin(kx)f(x)=tanh(x)-sin(kx)
rie k — xko3dduiuenT, obecrieurBarolUii XaOTHUUECKYI0 AWHAMHUKY. TodHOe
3HaueHWe k siBjisieTcsi KOMMepueckou TauiHOW. [JaHHBIM Kjacc QyHKUWNA CO37aéT
HeoOXOANMYI0 HeJMHEeWHOCTh W UYBCTBUTEIBHOCTb K MaJbIM H3MeHEeHUSIM
BXOZHBIX JAHHBIX.

2.3. ITocT-00paboTkKa

[ng [oCTKeHUs MaKCMMaabHOW SHTPOMUU Y MPOXoKAeHus1 TectoB NIST
TIpUMeHsieTCs 7-payH/zioBasi mocT-o0paboTka ¢ XOR-cmemviBanveM. KomuecTBo
payH/10B (7) siB/isieTcs1 (PMKCHPOBAHHBIM MapaMeTpoM, 1Mol00paHHbIM SMIUPHUYECKA
JJ151 IOCTH)KEHUSI MaKCUMaJ/IbHOM SHTPOIUH.

IlpumeuaHue: Oemanu apxumekmypbl, MOUYHble 3HAYEHUSl 8eco8 U
Koagpdpuyuenm k sensromcst Kommepueckoll matiHoll U He pacKpbl8aromcsl 8 pamkax
oaHHoll nybaukayuu.

3. METOJ0JIOI'nsi TECTUPOBAHUSA
3.1. AlmaparHoe o0ecreuyeHHe

TectupoBanue mnpoBoAwIoCch Ha HOyTOyke Lenovo ThinkBook 14+ co
creyroIIer KOH(pUryparme:

« tipoueccop: Intel Core Ultra 9 (22 sapa);

« oneparvBHas namaATe: 32 I'b;

« rpaduka: Intel Arc A370M (1024 sapa, 2.0 I'T'wy);

« OpenCL: Intel OpenCL Graphics.

3.2. IIporpamMMHOe o0ecrieueHHe
« kommusitop: Microsoft Visual C++ (OpenMP);
« 9rasioHHas peammsanusa SHA-256: OpenSSL 3.0.19;
« cTaTtucThueckast 0paboTka: BcTpoeHHbIe cpesicTBa C++;
« oduimanbHbii naker NIST STS (Statistical Test Suite) Bepcuu 2.1.2.



3.3. Ha6op TecToB

Bblu IpoBefieHbI C/ieAyrole UCIbITAHUS:

« saTpomusA: 1 000 000 TecToB (32 M/IH 16-OUTHBIX OTCUETOB);

« aBuHHBIA 3¢ dekT: 100 000 TeCcTOB C M3MEeHEHHEM OFHOTO OUTa;
o ©Oasanc 0/1: 100 000 TecTOB;
o Kosutusum: 1 000 000 yHYKa/IbHBIX BXOJHBIX BEKTOPOB;

« perepmuHu3M: 10 000 nmoBTOpEHUH;

« ckopoctb: 1 000 000 wrepaumiut Ha CPU, 10 000 000 wurepauuu
MHOT'OTIOTOUHOM DPEeKHUME;

- [IepeMeHHas /J/IMHA BXOJa: TeCTUpoBaHue J/vH 1, 8, 16, 32, 64, 128, 256,

512, 1024, 2048, 4096 6GatiT;
« preimage resistance: 10 000 monbITOK BOCCTaHOB/IEHUS BX0/Ia 0 X3111Y;

« second preimage resistance: 100 000 TecToB Ha MOWCK KOJUIM3WU TpU
pa3HbBIX BXO/AX;

« NIST SP 800-22: nosHbIii Habop u3 15 TecToB (1 MaH 6UT).

TecTupoBaHMe CTOMKOCTH K TIPO0Opa3y BLIMOMHAIOCH IyTeM riepe6opa 10 000
C/IyYallHbIX BXOZJOB W TIPOBEPKM BO3MOXHOCTHM BOCCTAHOBJIEHMSI MCXOJHOTO

coobirieHus no xa11y. Hu ofHol ycneniHol aTaky He 3a(MKCHPOBAHO.

4. PE3YJ/IbTATbI TECTUPOBAHMHSA

Tabéauua 1. Coauble pe3yiasrarsl Tecruposanua NeuroHash

Tapamerp

Pasmep mMogean

NeuroHash

8 Kb

SHA-256

Crarye

Cxopocrs (1 sapo)

34 485 xoweit/cex

1 000 000 xowe/cex

Cxopocrs (22 syipa)

800,705 xamei/cex

23 000 000 xsmeit cex

Jlasuna (cpeqmsin)

50.01%

50.00%

Jlapuna (pazGpoc)

£222%

£9.50%

IQR (MexKBAPTHILHBI pasMax)

312%

~12.8%

urponns (16-6urt)

99.99%,

100%

VHHKAILNLIX SHAYCHHA

65536/65536

65536/65536

Kommmzmn (1 mum)

0/IM

0/1M

NIST SP 800-22

L5/15

15/15

4.1. KpunTorpaguueckue CBOHCTBa
Tabnuiia 1. CpaBHenre NeuroHash u SHA-256

ITapametp

NeuroHash

SHA-256

Pasmep mogenu

8 Kb




Ilapamerp NeuroHash SHA-256

BbIxoz 512 bur 256 out
Ourpomnus (16-6ut)’ 16.00 6uT (99.99%) (1160(())(;)) our
JlaBrHa (CpefHsis) 50.007% 50.00%
JlaBuHa (pa3bpoc, o) 12.22% +9.50%
Q1 (mepBbIi KBapTUJ/Ib) 48.44% —

Q3 (TpeTuii KBapTU/Ib) 51.56% —
;Ell;[a )S\;IE)KKBapTI/IJIbeIﬁ 3129 ~12.8%
bananc 0/1 50.00% 50.00%
Kosimm3um (Ha 1 MyH) 0 0
[leTepMUHN3M OA OA
Preimage resistance PASS (10 000 TectoB) OA
Second preimage

esistance PASS (100 000 TecToB) oA
E;f:;‘“eHHaﬂ ATHE - pASS (1..4096 Gaiir) A

4.2. JTaBuHHbIH 3¢ eKT

Ocoboro BHUMaHUs 3aC/ly>KUBaeT pacrpeziesieHue JaBUHHOTo ¢dekra. [Ipu
vWaeaqbHOM cpeaHeM 3HaueHUM 50.01% craHgapTHOe OTK/IOHeHWe COCTaBJisieT
Bcero +2.22%, uto B 4.3 pasza ayumie mnokasarens SHA-256 (£9.50%).
MexkBapTwibHbIM  pa3Max IQR = 3.12% cBupeTensCTByeT O BBICOKOU
CcTabUIBLHOCTU U TIPe/[CKa3yeMOCTH ToBefileHHs1. MuHMMaibHOe 3a(MKCHPOBaHHOE

! Insi KOPPEKTHOro cpaBHeHUs Bbixond SHA-256 npuBoanncs K 16-6UTHbIM oTCcYeTaM NyTem
rpynnupoBKu BGanT.

2 OueHka IQR gns SHA-256 nonyyeHa nyteM aHanm3a 10 000 TeCTOBbIX BEKTOPOB B paMKax
JaHHOro uccnenoBaHUs.



3HaueHue coctaBwio 39.65%, makcumanbHOoe — 59.96%, uTO mNoATBep’KAaeT
OTCYTCTBUE 3KCTPeMaJIbHBIX BEIOPOCOB.

Pucynok 1. CpaBHeHue saBuHHOTO 3(dekra NeuroHash u SHA-256 c goBepurenbHbIMU
VHTepBajaMu
Pucynox 2. Tapunnwiid >pdexr NeuroHash u SHA-256
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Pucynoxk 2. I'ucrorpamma pacripesiesienust ilaBUHHOro 3¢ dekra NeuroHash ¢ kBapTunsimu

Pucynok 3. Pacnpenenenue 1asunnoro 3¢dexra NeuroHash
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4.3. JHTpONnUA

[Tpu TecTrpoBaHMU Ha 1 MJIH C/lydaliHBIX BeKTOPOB (32 muiH 16-OUTHBIX
OTCUETOB) AocTUrHyTa SHTporMs 16.00 OuT, uto coorBercTByeT 99.99% oOT
TeOpeTHUeCKOro MakcumyMa. Bce 65 536 BO3MOXKHBIX 16-OMTHBIX 3HaUeHU ObLIH
VICTI0/Ib30BaHbl, YTO MOATBEPKAAeT PABHOMEPHOCTh pacripe/ie/ieHusl.

PucyHok 3. TerioBast KapTa HTPONMU 16-OMTHBIX 3HaUEHUI



Pucynok 5. urponus 16-6uTHeIX 3Hadenuii (16.00 6ut, 99.99%) 16100
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[YHHKaJILHHx IHaveHui: 65536/65536 (100%)]

4.4. NIST SP 800-22

NeuroHash mipoiiina Bce 15 TectoB HaljuoHa/lbHOrO MHCTUTYTA CTaHIapTOB
u TexHosioruni (NIST) cornacHo crietmdukanuu SP 800-22. OduianbHbid OTUET
TIPUBE/IEH B IPUIOXKEHUU.

Tabmuja 2. Pesynerarel NIST TectupoBanus

Tect PesynbTar
Frequency PASS
Block Frequency PASS
Cumulative Sums PASS
Runs PASS
Longest Run PASS




Tect Pe3yabsTar
Rank PASS
FFT PASS

Non-overlapping Template

PASS (148/148)

Overlapping Template PASS
Universal PASS
Approximate Entropy PASS
Random Excursions PASS (8/8)

Random Excursions Variant

PASS (18/18)

Serial

PASS

Linear Complexity

PASS

4.5. ITpousBoguTe/IbHOCTH

Tabnuiia 3. CKOPOCTb X3IIMPOBaHUS

Pexxum NeuroHash SHA-256
1 smpo (64 Gatira) 34 485 xs1eitr/cek 1 000 000 x>1reit/cek
1 sigpo (1 KB) 11 489 xsmmen/cex —

22 ganpa (OpenMP, 64
GaiiTa)

800 705 xs1meit/cex

23 000 000 xo1reii/cex

Intel Arc  (OpenCL,
OL|eHKa)

8-10 MJTH
X3111ei/cex




PucyHok 4. CpaBHeHMe nipousBogutenbHocT NeuroHash 1 SHA-256

Pucynok 1. Cpasnenne npoussoanreasnoctn NeuroHash u SHA-256
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PucyHok 5. PajjlapHasi juarpaMmma cpaBHeHHSsI K/TFOUeBbIX XapaKTepUCTUK
Pucynox 4. Pajapunas auarpamma: NeuroHash vs SHA-256

(4eM aJblie 0T NIEHTPA, TeM JIy4Iie) =@= NeuroHash
== SHA-256
KoMmakTHOCTE Cropocth
h (22 snpa)
4x
3x

1x

Cropocts
(1 sapo)

Crabuibng

DHTpOIHA RoJuH3nu



PucyHok 6. CpaBHeHue pasMepa Moz e

" Pucynok 6. CpaBnenne pazmepa Koga/moaenu

8§ KB

Pasmep (KB)

NeuroHash SHA-256
ANITOpATM

5. OBCYXJEHUE
5.1. nTepniperanus pe3y/bTaroB

NeuroHash yctymnaer SHA-256 no ckopoctu Ha CPU, oiHaKO 3HauMTe/IbHO
TIPEBOCXOIUT €ro 10 cTrabunbHOCTA JaBWHBI (£2.22% tmipotuB 19.50%) u
komriaktHOCTH (8 KB mporuB fecartkoB KB). Datponus 16.00 6uTt, oTCcyTCcTBUE
KOJUTM3UI U YCIIellIHOe TIPOXOXKJeHWe TeCTOB Ha rpoobpa3 M BTOpOi mpoobpa3s
MOATBEPKAAIOT KPUMITOTPauueCKyr CTOMKOCTb.

5.2. Orpannyenus
e ckopocTb Ha CPU HuKe, yeM y onTuMu3upoBaHHoro SHA-256;
Ui JOCTVDKEHHUS] MaKCUMaJTbHOW YHTPOITUHU TpeOyeTcsl peskuM C 7 payHJaMu
10CT-00pabOTKY;
» pe3ynbrathl Ha GPU gBASIOTCSA OLIEHOYHBIMU M TPeOyIOT AOTIOTHUTETLHOM
BepU(HKaLUH.

5.3. [loTeHabHbIE IPUMEHEHUS
« MukpokonTposuiepsl u IoT: pasmep 8 Kb mno3sBossier BcTpavBath
NeuroHash B ycTpoticTBa c orpannueHHo namsiteto (ESP32, STM32).



« AmnmnaparHas pea/au3anuf: Mpyd peanu3aluu Ha Kpuctaine NeuroHash
3anuMaeT 0.01 mm? (B 10 pa3 menbiie SHA-256) u notpebsnisiet 0.5 Bt mipu
ckopoctH 10 500 M/IH X3l11eit/cek.

o 3ammiéHHbIe KaHa/bl CBA3M: 512-OUTHBIA BBIXOJ COOTBETCTBYET
TpeboBaHMSM /151 HHGopMaryu ypoBHst Top Secret.

« bB/oKueMH ¥ KpPHUNTOBA/JKTHI: Ccreluanu3nupoBaHHele ASIC  moryT
obecrieunTh CKOpOCThb Oosiee 1 MyipA xslileii/ceK MpU 3HepronorpebieHUn
0.5 Bt.

6. SAAK/ITFOYEHUE

B pabore npezacraBneHa NeuroHash — HelpoceTreBasi Kpuntorpaduyeckas
xo1I-GyHKIus, nipoiueaiias Bce 15 tecroB NIST SP 800-22. Mogenb 3aHuMaet 8
Kb, nemoHcTpupyet 3HTponuio 16.00 6ut (99.99%), naBunHb 3ddekt 50.01% c
pa3bpocom +2.22%, upeanbHbIN OanaHC, OTCYTCTBUE KOJIJIM3MM, YCTOWUMBOCTH K
arakaM Ha TpooOpa3 u BTOpoM TMpooOpas, a TakkKe MOAJEepP)KKY BXOAHBIX JAHHBIX
NpOU3BOJILHOM JyuHbL. [IponsBoauTtensHOCTh coctasnsger 34 500 xsuied/cek Ha
ogHoM sitpe CPU u macmrabupyetcs g0 800 000 xaiiieti/cek Ha 22 sipax.

NeuroHash MoxeT ObITh KCII0/Ib30BaHAa B MUKPOKOHTPOJI/IEpaX, armapaTHbIX
KpunTorpaduueckux MOAY/SAX, 3alUILEHHBIX KaHajax CBA3UM W OJIOKYelH-
npuioykeHUsix. Ha MoMeHT myb/MKaluy U3BeCTHBIX aHa/IOTOB He CyI[eCTBYeT.

7. CTATYC PABPABOTKU

HNanHass paboTa mpeAcTaB/sieT pe3y/abTaT YaCTHOM UCC/Ie0BaTeTbCKOM

JesATeJIbHOCTH.

Bce mipaBa Ha WHTe/I/IEKTyaIbHY0 COOCTBEHHOCTh MIPHUHA/I/IeXaT aBTOPY.
TexHuueckre [eTajd peanv3aldd, BK/IKOYAsh MCXOAHBIA KOZ, apXUTEKTypy U
3HAYEeHHs BECOB, SIBJISFOTCS KOMMepUeCKOM TalHOW U He PaCKPbIBAKOTCS.

IMPUJIOXKEHUE. O®PUITUATBHBIN OTYET NIST

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION
OF PASSING SEQUENCES

generator is <neurohash.bin>

C1 C2 C3 C4 C5 Ce6 C7 C8 C9 C10 P-VALUE PROPORTION STATISTICAL
TEST

02121110110.911413 10/10 Frequency



021022001 20.534146 10/10 BlockFrequency
02301002110.350485 10/10 CumulativeSums
10201201210.739918 10/10 CumulativeSums
20022001120.534146 10/10 Runs
11212100200.739918 10/10 LongestRun
20002221010.534146 10/10 Rank
11001031300.213309 10/10 FFT
02002220110.534146 10/10 NonOverlappingTemplate
02110312000.350485 10/10 NonOverlappingTemplate
111210001 30.534146 10/10 NonOverlappingTemplate
100102310 20.350485 10/10 NonOverlappingTemplate
12001201120.739918 10/10 NonOverlappingTemplate
03001111210.534146 10/10 NonOverlappingTemplate
11112101200.911413 10/10 NonOverlappingTemplate
11020022200.534146 10/10 NonOverlappingTemplate
02202001120.534146 10/10 NonOverlappingTemplate
100203201 10.350485 10/10 NonOverlappingTemplate
02131002100.350485 10/10 NonOverlappingTemplate
00032020120.213309 10/10 NonOverlappingTemplate
10001121220.739918 10/10 NonOverlappingTemplate
20112120100.739918 10/10 NonOverlappingTemplate
01003141000.035174 10/10 NonOverlappingTemplate
10012211200.739918 10/10 NonOverlappingTemplate
10110132100.534146 10/10 NonOverlappingTemplate
00201211030.350485 10/10 NonOverlappingTemplate
20022101020.534146 10/10 NonOverlappingTemplate
12200001 310.350485 9/10 NonOverlappingTemplate
01031202100.350485 10/10 NonOverlappingTemplate
01012021120.739918 10/10 NonOverlappingTemplate
1003111120 0.534146 10/10 NonOverlappingTemplate
00222012100.534146 10/10 NonOverlappingTemplate
12011112100.911413 10/10 NonOverlappingTemplate
01043002000.017912 10/10 NonOverlappingTemplate
11201311000.534146 10/10 NonOverlappingTemplate
21122101000.739918 10/10 NonOverlappingTemplate
01102120210.739918 10/10 NonOverlappingTemplate
5101000120 0.008879 9/10 NonOverlappingTemplate
02111121100.911413 10/10 NonOverlappingTemplate
111200301 10.534146 10/10 NonOverlappingTemplate



11301210100.534146 10/10 NonOverlappingTemplate
01012031110.534146 10/10 NonOverlappingTemplate
11031011020.534146 10/10 NonOverlappingTemplate
10002301120.350485 10/10 NonOverlappingTemplate
10212011020.739918 9/10 NonOverlappingTemplate

20211012100.739918 9/10 NonOverlappingTemplate

11101301110.739918 9/10 NonOverlappingTemplate

011002201 30.350485 10/10 NonOverlappingTemplate
02201002210.534146 10/10 NonOverlappingTemplate
1002013210 0.350485 10/10 NonOverlappingTemplate
11002121110.911413 10/10 NonOverlappingTemplate
20100202210.534146 10/10 NonOverlappingTemplate
10103301010.213309 10/10 NonOverlappingTemplate
14110100200.122325 9/10 NonOverlappingTemplate

11111102110.991468 10/10 NonOverlappingTemplate
20120202100.534146 10/10 NonOverlappingTemplate
32110111000.534146 10/10 NonOverlappingTemplate
00210210310.350485 10/10 NonOverlappingTemplate
11120121010.911413 9/10 NonOverlappingTemplate

0122220001 0.534146 10/10 NonOverlappingTemplate
10101200 320.350485 10/10 NonOverlappingTemplate
22000012120.534146 10/10 NonOverlappingTemplate
12040011100.122325 10/10 NonOverlappingTemplate
10121111020.911413 9/10 NonOverlappingTemplate

21100002220.534146 10/10 NonOverlappingTemplate
01013310010.213309 10/10 NonOverlappingTemplate
21020012200.534146 10/10 NonOverlappingTemplate
00132000220.213309 10/10 NonOverlappingTemplate
11210102020.739918 10/10 NonOverlappingTemplate
01021311100.534146 10/10 NonOverlappingTemplate
1003102120 0.350485 10/10 NonOverlappingTemplate
10120202110.739918 10/10 NonOverlappingTemplate
23112000 100.350485 10/10 NonOverlappingTemplate
01002100150.008879 10/10 NonOverlappingTemplate
20102011120.739918 10/10 NonOverlappingTemplate
21030100210.350485 10/10 NonOverlappingTemplate
10103201020.350485 10/10 NonOverlappingTemplate
21111210100.911413 10/10 NonOverlappingTemplate
11201111020.911413 10/10 NonOverlappingTemplate



2100131200 0.350485 10/10 NonOverlappingTemplate
203011100 20.350485 10/10 NonOverlappingTemplate
02310120100.350485 10/10 NonOverlappingTemplate
02002220110.534146 10/10 NonOverlappingTemplate
01211102020.739918 10/10 NonOverlappingTemplate
11121210100.911413 10/10 NonOverlappingTemplate
00112111120.911413 10/10 NonOverlappingTemplate
31010022010.350485 9/10 NonOverlappingTemplate

102030011 20.350485 10/10 NonOverlappingTemplate
00110222020.534146 10/10 NonOverlappingTemplate
21100110220.739918 10/10 NonOverlappingTemplate
10120102210.739918 10/10 NonOverlappingTemplate
01301002210.350485 10/10 NonOverlappingTemplate
10002303100.122325 9/10 NonOverlappingTemplate

10013031100.213309 10/10 NonOverlappingTemplate
1001102005 0.008879 10/10 NonOverlappingTemplate
11121011020.911413 10/10 NonOverlappingTemplate
00312030010.122325 10/10 NonOverlappingTemplate
30140100100.035174 10/10 NonOverlappingTemplate
3100013200 0.122325 10/10 NonOverlappingTemplate
01431010000.035174 10/10 NonOverlappingTemplate
310310001 10.213309 10/10 NonOverlappingTemplate
1011113200 0.534146 10/10 NonOverlappingTemplate
11110111120.991468 10/10 NonOverlappingTemplate
00411012100.122325 10/10 NonOverlappingTemplate
04200300100.017912 10/10 NonOverlappingTemplate
10212101110.911413 9/10 NonOverlappingTemplate

1222000300 0.213309 10/10 NonOverlappingTemplate
1000201105 0.008879 10/10 NonOverlappingTemplate
00012111130.534146 10/10 NonOverlappingTemplate
1002112201 0.739918 9/10 NonOverlappingTemplate

10111221100.911413 10/10 NonOverlappingTemplate
31200110200.350485 10/10 NonOverlappingTemplate
21100101220.739918 10/10 NonOverlappingTemplate
00100122220.534146 10/10 NonOverlappingTemplate
00311021110.534146 10/10 NonOverlappingTemplate
13030011100.213309 10/10 NonOverlappingTemplate
01300122010.350485 10/10 NonOverlappingTemplate
21202001020.534146 10/10 NonOverlappingTemplate



30111011020.534146 10/10 NonOverlappingTemplate
21110112100.911413 10/10 NonOverlappingTemplate
12011211100.911413 10/10 NonOverlappingTemplate
01112210110.911413 10/10 NonOverlappingTemplate
121021001 20.739918 10/10 NonOverlappingTemplate
21201210100.739918 10/10 NonOverlappingTemplate
21121010200.739918 10/10 NonOverlappingTemplate
20210120200.534146 10/10 NonOverlappingTemplate
20220111100.739918 10/10 NonOverlappingTemplate
32000111020.350485 10/10 NonOverlappingTemplate
00222012100.534146 10/10 NonOverlappingTemplate
10021022110.739918 10/10 NonOverlappingTemplate
10210210120.739918 10/10 NonOverlappingTemplate
20220101200.534146 10/10 NonOverlappingTemplate
00013012300.122325 10/10 NonOverlappingTemplate
10020110140.122325 10/10 NonOverlappingTemplate
1011103201 0.534146 10/10 NonOverlappingTemplate
00214001020.066882 10/10 NonOverlappingTemplate
20101112110.911413 10/10 NonOverlappingTemplate
1100221030 0.350485 10/10 NonOverlappingTemplate
11221011010.911413 10/10 NonOverlappingTemplate
30201210010.350485 9/10 NonOverlappingTemplate
02030020210.213309 10/10 NonOverlappingTemplate
12100113100.534146 10/10 NonOverlappingTemplate
00122101210.739918 10/10 NonOverlappingTemplate
01013111110.739918 10/10 NonOverlappingTemplate
10212012100.739918 9/10 NonOverlappingTemplate
10212020020.534146 10/10 NonOverlappingTemplate
31200220000.213309 10/10 NonOverlappingTemplate
02310201010.350485 10/10 NonOverlappingTemplate
02011220020.534146 10/10 NonOverlappingTemplate
11110121200.911413 10/10 NonOverlappingTemplate
01110202210.739918 10/10 NonOverlappingTemplate
20030012200.213309 10/10 NonOverlappingTemplate
12010211200.739918 10/10 NonOverlappingTemplate
00210112120.739918 10/10 NonOverlappingTemplate
20001112210.739918 10/10 NonOverlappingTemplate
02310120100.350485 10/10 NonOverlappingTemplate
01041101200.122325 10/10 OverlappingTemplate



01311101110.739918 10/10 Universal
11011401010.213309 10/10 ApproximateEntropy
0111011011 ----7/7 RandomExcursions
0111011020 ---7/7 RandomExcursions
2000012110 ----7/7 RandomExcursions
1111000111 ----6/7 RandomExcursions
1230100000 ---- 7/7 RandomExcursions
1011111010 ---- 6/7 RandomExcursions
100201001 2 ---- 7/7 RandomExcursions
0110001022---7/7 RandomExcursions
1210110001 ---- 7/7 RandomExcursions Variant
1121100001 ---- 6/7 RandomExcursions Variant
1122000001 ---- 6/7 RandomExcursions Variant
1220010001 ---- 6/7 RandomExcursionsVariant
2201100100 ---- 7/7 RandomExcursions Variant
2200110100 ---- 7/7 RandomExcursionsVariant
0311011000 ----7/7 RandomExcursionsVariant
1111201000 ---- 7/7 RandomExcursions Variant
0201010111 ----7/7 RandomExcursionsVariant
010110200 2----7/7 RandomExcursionsVariant
000110111 2----7/7 RandomExcursionsVariant
0000103201 ----7/7 RandomExcursionsVariant
000102011 2----7/7 RandomExcursionsVariant
0001113001 ----7/7 RandomExcursionsVariant
1001201020 ---- 7/7 RandomExcursions Variant
201010100 2 ---- 7/7 RandomExcursions Variant
2011010101 ----7/7 RandomExcursions Variant
1111002010 ---- 7/7 RandomExcursions Variant
02012111110.911413 10/10 Serial
10221001030.350485 10/10 Serial
01021103110.534146 10/10 LinearComplexity

The minimum pass rate for each statistical test with the exception of the
random excursion (variant) test is approximately = 8 for a
sample size = 10 binary sequences.

The minimum pass rate for the random excursion (variant) test
is approximately = 6 for a sample size = 7 binary sequences.
For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.



FILE = neurohash.bin ALPHA =0.0100

BITSREAD = 1000000 0s = 499954 1s = 500046
BITSREAD = 1000000 0Os = 499653 1s = 500347
BITSREAD = 1000000 Os = 499511 1s = 500489
BITSREAD = 1000000 0s = 499354 1s = 500646
BITSREAD = 1000000 Os = 499513 1s = 500487
BITSREAD = 1000000 0s = 499913 1s = 500087
BITSREAD = 1000000 0Os = 499451 1s = 500549
BITSREAD = 1000000 Os = 500273 1s = 499727
BITSREAD = 1000000 0s = 500686 1s = 499314
BITSREAD = 1000000 0s = 500258 1s = 499742
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