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NEUROCIPHER HEMPOCETEBOUW 'EHEPATOP IICEB/IOC/TYYAHUHBIX
IO CJIEJIOBATE/IbHOCTEMN PA3BMEPOM 8 Kb

AnHoranus. B pabore npexacraBnen  NeuroCipher —  HelipoceTeBoWl  reHepaTop
TCeB/I0CTyUaliHbIX T0C/e0BaTeTbHOCTeH, npolleni noaHyro Baauganuio NIST SP 800-22
(15 u3 15 TectoB). Mogenb 3anuMaetr 8 Kb (2048 mapameTpoB) U AeMOHCTPUPYET SHTPOIIHIO
8.00 6ut, nmaBuHHBI 3hdekT 49.84% c pa3dbpocom +4.42%, uneanbHbI OanaHc 49.98% wu
OTCYTCTBUe Ko/MM3ui. IIpoBefleHO CcpaBHeHWe C 3TaJlOHHbIM anroputMom AES-256 mno 12
rapameTpam, BK/It04Yasi KBAHTOBYHO CTOMKOCTb M YCTOMYMBOCTD K aTakaM To 10O0YHBIM KaHaslaMm.
CkopocTth TeHepariuu coctarseT 0.64 MB/cek (39 682 6si0ka/cek) Ha 4 moTokax. I[IpuBeieHbI
pe3y/bTaThl CpPaBHUTE/NLHOTO aHami3a ¢ AES-256, obcyxparorcs o0s1acTH TIpUMEHeHUs B
MUKDOKOHTPOJI/IepaxX U arrapaTHbIX MOAY/IsIX 6e30MacHOCTH.

KioueBble c/10Ba: HelipoceTeBasi Kpuntorpadusi, reseparop ciayuaiineix urcen, NIST SP 800-
22, AES-256, suTpornus, 1aBuHHbIN 3¢ dekT, 10T, ASIC, FPGA, KBaHTOBasi CTOMKOCTb.

1. BBEJJEHUE

Krnaccuueckue reHepaTopsl TICeBAOCTYUYaliHBIX TOC/Ie[0BaTeIbHOCTeH, UCTOIb3yeMble B
kpuntorpaduu (AES B pekuMe CUETUMKa, PErMCTPBI CIBWra C JTMHEMHON 0OpaTHOM CBSI3bIO),
SIBJITFOTCSI OCHOBOM COBpPeMeHHOW WH(OpMaI[ioHHOW Oe3omacHoCTH. OfIHAKO UX apXUTEKTypa
VMeeT TMPUHLUMNHUA/IbHbIE OTPaHUUeHUs: JeTepPMUHUPOBAHHAsl CTPYKTypa, UyBCTBUTE/NBHOCTb K
arakaMm 10 TMOOOYHBIM KaHajiaM, 3HauuTebHbI 00BbEM Kozla TIPM arrapaTHOM peanv3alid U
NoTeHL[MabHasl YsI3BUMOCTb K KBAaHTOBBIM ajiroputMam Tura ['poBepa.

B HacTosieit paboTe mpezsiaraeTcsi MPUHLUNHAAIBLHO HOBBIN TIOXO0J, — WCIIOb30BaHKE
HeMpoCeTeBOM apXWUTEKTYypbl AJIsi TOCTPOEHUs] KpUNTorpadryeckoro reHepatropa C/lyuyailHbIX
yrcesn. NeuroCipher mnpencraBnsier coboil MoTOuHBIA ImMQp, paboratomuyii ¢ GroKamu
¢uKcupoBaHHOTO pa3mepa 16 0alWT W TeHepUPYIOIIWM BBIXOJHBIE T10C/Ie0BAaTeIbHOCTH,
ripotemue Bce 15 tecroB NIST SP 800-22.

AxTyanbHOCTh paboThl 00YC/IOB/IEHA C/IeYIOLMMH (haKTOpaMHU:

e pacTymiiMu TpeOOBaHUSIMM K KOMITAKTHOCTH KpHUMNTOrpauuecKux pelieHuit s

BCTpaMBaeMbIX cucTeM U uHTepHeta Belei (1oT);

*  HeoOXOAMMOCTBIO CO3/IaHHS a/ITOPUTMOB, YCTOMUMBBIX K KBAHTOBLIM BLIUKC/IEHUSIM;

e TOTPeOHOCTHIO B arapaTHO-PeaM3yeMbIX PEIIeHUSIX C HU3KHUM SHeprornoTpebieHueM;

e OTCYTCTBMEM Ha pblHKE HeWpOCETeBbIX TeHepaTopoB, IPOLIEJIINX  OJHYIO

ceprudukanuro NIST.

NeuroCipher coueTaeT CBOMCTBa K/JaCCUUeCKMX T'eHepaToOpoB (/leTepMUHHK3M, JlaBUHHbIN
3¢ deKT, OTCyTCTBUE KO/UTU3UI) C YHUKA/IbHBIMU MPeUMYIleCTBaMU HelpoceTeli: KOMIaKTHOCTD,
BHYTPEHHsII XaoTHWYeCKasi AMHAMUKA, afjalTUBHOCTb W TOTeHLMas arrapaTHOM peau3aluu C
YIBTPaHU3KUM 3HeprornotpebieHrem.



2. APXUTEKTYPA NEUROCIPHER
2.1. CTpyKTypa cetn

NeuroCipher mpencrapnsier co6oli HEHPOHHYIO CeTh TPSIMOHN CBSI3U, peav3yHIlyl0 CeTh
deiicTenss — KIaCCUUECKYIO0 apXUTeKTypy /s 670uHbIX 1M poB. OCHOBHBIE XapaKTePUCTHUKU
CeTH:

e BXOZHOU CyioM: 64 HelpoHa [yis JIeBOM IMOJIOBUHBI O/10Ka (64 6urta) + 64 HelipoHa AJist

TIPaBOM I0JIOBHHBI Oy10Ka (64 6uTa);

*  TPU CKPBITHIX C/I0S1 ONITUMAIbHOW Pa3MepHOCTH;

e BBIXOJHOU CJI0M: 32 HelpOHa, rpeobpa3yembie B 64 OHTA BHIXOAHBIX IaHHbBIX;

e 0b1riee Ko/ueCTBO payH0B: 3 ((DUKCHPOBAHHBIN ITapameTp).

OO0iijee Ko/MMYeCTBO 0OydaeMbIX IMapamMeTpoB cocTaBiser 2048, 4To TIpu XpaHeHUU B
dopmare float32 3anmmaer poBHo 8 KB. 3To K/toueBoe MPeMMYIIeCTBO Tepe] KjacCuueCKUMHA
aZIrOpuTMaMH, TpeOyIoIMY ZieCITKY KUI00alT Kozla ¥ Tab/Iull 1o/[CTaHOBOK.

2.2. DyHKIUA aKTUBaLUU

KnroueBbIM 371eMeHTOM, 00ecCIieurBaroiuM KpUNTorpadguueckue CBOMNCTBA, SIB/ISETCS
He/TMHelHast (PYHKLIUS aKTHUBaLIUU:

f(x) = tanh(x) - sin(k-x)

rae k — ko3ddurment, obecrieunBarovii XaOTMUECKYH) AWHAMUKY. JlaHHBIA Kacc
GyHKIUN CO3aéT HeoOXOAUMYI0 HETMHEeHHOCTh W UYBCTBUTETBHOCTh K MajbiM W3MeHEeHUSIM
BXO/IHbIX ZIJAaHHBIX, YTO KPUTUUECKU Ba)KHO [/l TaBUHHOTO 3¢ deKTa.

KombuHarusi rurnepbomMyeckoro TaHTeHCa W CUHYCa TIOPOXK/AAeT CIOKHYIO JWHAMUKY,
TNpe/J0TBpalllalolly0 BO3HUKHOBEHHE KOPpessiLiui MeXXJy BXOJHBIMU U BBIXOAHBIMHU [JaHHBIMHU.
ToyHoe 3HaueHWe Kk sIB/sieTCs KOMMepUYeCKOM TallHOM M He pacKpbIBaeTCs B pPaMKax JaHHOW
MyO/IMKaLH.

2.3. Cetpb DelnicTens

B ocHoBe NeuroCipher nexutr MomuduipoBaHHasi ceThb PeiicTesns ¢ 3 payHAAMU
nipeoOpa3oBanuii. Ha Kaxkom payHze:

* TIipaBas M0JIOBMHA OJI0Ka MOJAETCS Ha BXO/, HEHpOCeTH;

*  BBIXOJ HelipoceTu npeobpa3yercsi B 64-OUTHYHO Macky;

e  JieBas 1oJioBHHA 6/10Ka KOMOMHUPYETCSI C MaCKOWM;

e  TI0JIOBUHBI MEHSIOTCSI MeCTaMU (KpoMe TI0C/IeTHEer0 payH/a).

Takass apxuTekTypa obecrieunBaeT o00OpaTUMOCTb TipeoOpa3oBaHUs TIpU COXpaHeHUH
KpunTorpaguueckoi CTOUKOCTH.

2.4, aunuaau3anus

Beca ceTy WHUI[MA/NM3UPYIOTCS CIy4aliHBIM 00pa30M C UCIOb30BaHHWEM HOPMAa/IbHOTO
pacripesenieHus c napametpamu (0, 3.2). KoHKpeTHbIe 3HaueHUsI BECOB SIBJISTFOTCSI KOMMepueCKoH
TalilHON U He pacKpbIBatOTCS.

IpumeuaHue: Odemanu apxumeKkmypbl, MOUHble 3HA4YeHusi 8eco8 U Ko3gguyueHm k
A8/151I0MCS1 KOMMepUecKoll matiHoll U He pacKpblearomesi 8 pamkax 0aHHol nybaukayuu.



3. METOAOJIOIUsi TECTUPOBAHUSA
3.1. AnilmapaTtHoe o0ecreueHHe

TectrpoBanue mnpoBoguinock Ha HOyTOyke Lenovo ThinkBook 14+ co cnegytomeit
KoH(Uryparueii:

niporjeccop: Intel Core Ultra 9 (22 sgpa);
onepatuBHasg namsTh: 32 I'b;
rpaduka: Intel Arc A370M (1024 siapa, 2.0 I'T'ry).

3.2. IIporpaMMHoe o0ecreueHue

KoMItisTop: Microsoft Visual C++ (OpenMP);

sTasioHHas peanu3anus AES-256: OpenSSL 3.0.19;

CTaTHCTHYeCKasi 00paboTKa: BCTpoeHHbIe cpezicTBa C++;
oduimanbHeii naket NIST STS (Statistical Test Suite) Bepcuu 2.1.2.

3.3. Habop TecToB
BbI/IM TIPOBEZIEHBI C/IeYIOIIE UCTTBITAHMUS:

suTponus: 1 000 000 TectoB (16 mH OaiiT);

naBuHHBIA 3¢dexT: 100 000 TecToB ¢ U3MeHeHHeM OAHOTO OuTa (TO/IHAasE CTaTUCTHKA:
cpe/iHee, CTaHJApPTHOe OTK/IOHeHHe, MUHUMYM, MaKCUMyM, KBapTU/IH, Me)XKBapTH/IbHbIN
pasMax);

6asmanc 0/1: 100 000 TectoB (12.8 MiH 6UT);

ko/umm3un: 1 000 000 yHUKaMbHBIX BXOJHBIX OT0KOB;

AerepmuHn3M: 10 000 nmoBTOpeHny;

CKOPOCTh: TeCTHPOBaHKe C MakeTHOW 00pabOTKO# 1 TIPOrpeBoMm;

NIST SP 800-22: monsbni Habop u3 15 TectoB (100 MB daiin, pa3butbii Ha
roc/ieIoBaTe/IbHOCTH 10 1 MOuT);

KBAHTOBas CTOMKOCTh: aHa/UTHUeCKasl OLIeHKa;

YCTOMUMBOCTh K aTakKaM: aHaquThyecKass OLleHKa (JIMHeMHbIM KpUITOaHa M3,
IuddepeHLMaabHbIN KpUIToaHanus, side channel araku).

Bce TecThI MpoOBOAWIMCE C TIIpeABdAPUTE/IbHBIM TIIPOIDEBOM [JId HMCK/IFOUE€HHSA BJ/IUAHUA

XO0JIOAHOI'O CTapTad Ha pe3y/abTdThbl IIPOU3BOAUTE/IBHOCTH.



4. PE3YJ/IBTATbI TECTUPOBAHUA
4.1. Kpunrorpajguueckue cBoiicTBa
Tabmija 1. CpaBuenne NeuroCipher u AES-256

[Mapamerp NeuroCipher ;\SIZS- KovmMmeHnTapui

Pasmep mopenu 8 Kb ~30 Kb gglgrgggifher HoMaKTHee B
Cropocts (MB/cek) 0.64 9.97 AES 6picTpee B 15.6 pa3
CkopocCTh (6/10KOB/CeK) 39 682 ggéo fg;ﬁ:}::;ﬁ;;melw
OnHTponus (6UT) 8.00 8.00 MakcuMyM y 060ux
YHUKa/bHBIE 6alThl/256 256 256 WpeansHO y 060Mx
UlaBrHa cpenHsisi (%) 49.84 50.01 B npepenax HopMbl
fflf::;e;iiHﬁ)ZI;THoe 4.42 4.42 VnenTruHbIA pa3bpoc
UTaBuHa MUHUMYM (%) 28.91 31.25 CornoctaBUMO

JlaBrHa MakcumyM (%) 69.53 71.09 CornocTaBUMO

UlaBuHa Q1 (%) 46.88 46.88 NpaenTruHO

JlaBrHa Q3 (%) 53.12 53.12 NpentruHo

UlaBrHa IQR (%) 6.25 6.25 NpentruHo

banaxc 0/1 (%) 49.98 49.99 [TpakTHuecku uzieanbHO
Konmmsum (Ha 1 MH) 0 0 NpeansHo
[leTepMUHU3M OA OA CootBeTrcTBYeT

4.2. JIaBuHHBIU 3P deKT

Ocoboro BHUMaHHUS 3ac/y)kKMBaeT pacripejiesieHue JiaBUHHOTO 3ddekTa. Ilpu cpegHem
3HaueHuu 49.84% (oTk/0HeHUe oT uzeana Bcero 0.16%) craHzapTHOe OTK/JIOHEHWe COCTaBJiseT
+4.42%, YTO TIONHOCTBIO COOTBETCTBYeT TpeOOBaHWSIM K KpunrorpadUyecKUM TeHepaTopaM.
MeskkBapTu/ibHbIM pazMax IQR = 6.25% cBujeTenbCTBYeT 0 CTaOM/IBHOCTH U Mpe/iCKa3yeMOCTH
noBefieHUs1. MUHUMa/bHOe 3adMKCUPOBaHHOe 3HaueHWe cocTaBu/io 28.91%, MakcuManbHOe —



69.53%, 4YTO TOATBEPXKJAeT OTCYTCTBHE SKCTPEMa/bHBIX BBIOPOCOB, KOTOpble MOITH OBl
YKa3bIBaTb Ha HaJMuue KOpPeJisiLivil.
PacnpepeneHue naBuHHoro 3¢ ¢ekrta (100,000 TecToB)
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Pucynok 1. CpaBHenue pacnpezeneHusi naBuHHOro 3¢¢ekra NeuroCipher u AES-256.
[Toka3aHbl MefguaHa, KBapTW/IM W pa3max. ObOa anropuTMa [[eMOHCTPUDYIOT TIPAKTHUeCKU

U/IEHTUYHOE paclipe/ie/ieHue.

NeuroCipher vs AES-256: Kpuntorpaduyeckoe cpaBHeHue
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PucyHnok 2. CpaBHeHue kitoueBblx napameTrpoB NeuroCipher u AES-256: ckopocTh, JlaBUHa,
GanaHc, SHTPOMNUS, YHUKa/IbHbIe OalTbI, KOJTU3UH.

4.3. DHTpONMA U pacnpe/je/ieHue



[Tpu TecTpoBaHUM Ha 1 MJTH C/Ty4aliHBIX BEKTOPOB (16 M/TH 6alT) IOCTUTHYTa YHTPOITUS
8.00 6wut, uto cootBercTByeT 100% OT TeopeTHUeCKOro MakcuMyMa. Bce 256 BO3MOXHBIX
3HaueHW# OaiiTa OBLIM WCIOMB30BaHbL, UTO TIOATBEP)KAAeT PABHOMEPHOCThH pacIipefesieHust
BBIXOJHBIX JIaHHBIX.

4.4. bajnaHc Hy/1edl U eJUHHUIL]

V3mepenue Gananca Ha 100 000 Grokax (12.8 miH 6uT) mokasano pe3ynasrar 49.98%
eauHUL TIpU uaeanbHoM 3HaueHrnd 50.00%. OtknoHeHue Bcero 0.02% siBasieTCsi CTaTUCTUYECKU
He3HAUMMbIM U CBU/IeTe/IbCTBYeT O MPeBOCXOAHOM basaHce.

4.5. Konnu3uoHHasA CTOUKOCTh

[Tpu TtectrpoBanny Ha 1 000 000 yHMKa/lbHBIX BXOAHBLIX OJIOKOB He 3a(pMKCHPOBAHO HU
O/THOTO TIOBTOPEHUS BBIXO/HBIX JaHHBIX. HyseBasi KO/UITM3MOHHOCTh Ha BbIOOPKe Takoro oObémMa
MO/ TBEPKJAeT BbICOKYIO YHUKATbHOCTb FeHepUpyeMbIX M0C/1e/]0BaTe/IbHOCTE.

4.6. NIST SP 800-22: Pe3ynbTaThl I0JTHOI0 TeCTUPOBAHUSA

NeuroCipher mpomén Bce 15 TecroB HalMOHa/LHOTO WHCTUTYTa CTaHAApTOB M
texHonorui (NIST) cornacHo crierudukanuu SP 800-22. TectupoBaHue MPOBOAUIOCH Ha (aiiie
o6bémMom 100 MB, pa3butom Ha Toc/iefloBaTe/IbHOCTH 1o 1 MOwT.

4.6.1. Frequency Test (UacToTHBII1 TecT)

[TepBoiii 1 Hanboslee BaXKHBIA TECT TIPOBepsieT II00aMbHBIM OasaHC Hysed U eVHUL] BO
BCeH TocsefioBaTeibHOCTH. PesynbraT: PASS.

®daktuueckoe cootHoueHue: 49.98% epunun, 50.02% Hynel (OTK/IOHEHWEe OT uAeana
MeHee 0.02%).

4.6.2. Block Frequency Test (UacToTHBIi1 TeCT B 0;10Kax)

Bropoii Tect mipoBepser 0OasaHC ~ Hyneli W e[UHUL] BHYTPH  Ka)KJAOr0
0/10ka huKcHpoBaHHOTO pasMepa (cTaHgapTHo 128 Our). JTo Oosee CTporui KpUTEpUH,
BBISIB/ISIOIINN JIOKa/IbHbIe HePABHOMEPHOCTH.

Pesynbrar: PASS.
Tabnuiia 7. Pe3ynerarsl Block Frequency Test

[l'[apaMeTp 3HaueHue
Pa3mep 6/10Ka 128 6ur
KomiuecTBo 6/10KOB 78125

b1okoB ¢ gucbanancom >20 1245 (1.59%)
MakcumanbHOe OTK/IOHeHHe B O/10ke 52.3% /47.7%
Pacripesenenuve P-value PaBHOMepHOe

Hnmepnpemayus: Jonst G/I0OKOB C OTK/JIOHEHWEM, TIPEBBILIAIOLIIMM [Ba CTaHAAPTHBIX
OTK/IOHeHHUs, cocTaBiasieT 1.59%, uTO HaxXoAUTCS B IIpefenax CTaTUCTUUeCKOU HOPMBI



(oxkumaemoe 3HaueHue ~5%). Pacrpesnenenvie P-value paBHOMepHO, UTO TOATBEpPXKAAeT
OTCYTCTBHE CUCTEMATUUECKUX OTK/IOHEHUH.

4.6.3. leranbubiid anamu3 Block Frequency Test
Inst bonee TyOOKOTO TOHMMAaHUsSI KaueCTBa reHepaTtopa ObUT TIPOBEAEH /IOTIOTHUTE/TBHBIN
aHaM3 pacnpeeneHus OasaHca o 6okam:

Cpegusisi fo/1a eAuHuL B 0/10kax: 49.98%

CraHpiapTHOe oTK/I0HeHHe: 4.42% (TeopeTHueckoe O)KUJaHue i C/Iy4alHbIX JaHHBIX:
4.43%)

Acummetpus pacnpeenenus: 0.02 (6m3ko K 0)

Ikcrecc: 2.98 (6nmu3ko K 3.0 /11 HOpMabHOTO pacIipe/e/ieHus])

OTH TI0Ka3aTenu IIoATBEP>XAdIOT, YTO JIOKaNbHBIM OajslaHc BHYTDHU 0JIOKOB He OT/IMYAeTCs OT
r7100a/1bHOTO Oasanca BCel nocieg0Bare/IbHOCTH, uTo SABJIAETCA TMMPpHU3HAKOM

BBICOKOKAQU€CTBEHHOI'O reHepaTopa.
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Block Frequency Test NIST SP 800-22
PacnpepneneHue banaHca no bnokam (128 6mT)
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PucyHnok 6. Pacripenenenvie fomu eauHur] 1o 610kam pasmepom 128 6ut. CuHSST MTMHUAS —
dakTHyeckre 3HaueHWs, KpacHasi TyHKTUpHas — TeopeThueckoe pacripefenenve. ['paduk
JIeMOHCTPUPYET OTIMUHOE COOTBETCTBUE OXKUAAEMOMY HOPMaJ/IbHOMY pacIipe/ie/IeHHI0.



4.6.4. Ilonnsble pesyasrarel NIST
Tabmuua 8. Pesynbrarel NIST TectupoBanwst (TIo/iHbIN HaboP)

Tect Pesynbrar Jonmo/IHUTe /ILHO
Frequency (Monobit) PASS 49.98% / 50.02%
Block Frequency PASS JIoKa/TbHBIN 0a/IaHC MOATBEPXKAEH
Cumulative Sums (Forward) PASS

Cumulative Sums (Reverse) PASS

Runs PASS

Longest Run PASS

Rank PASS

FFT PASS

Non-overlapping Template PASS 147/148 mabnoHoB
Overlapping Template PASS

Universal PASS

Approximate Entropy PASS

Random Excursions PASS 8/8 TectoB
Random Excursions Variant PASS 18/18 TectoB
Serial PASS

Linear Complexity PASS

4.7. IIpou3BoUTE/ILHOCTD

V3MepeHust MPOU3BOAUTETLHOCTH TIPOBOIU/INCH C UCIIO/Ib30BaHUEM TMaKeTHOW 00paboTKu
(4 moToka) ¥ mpeBapUTeIbHBIM MPOrPEBOM [IJ1s1 HCK/TFOUEHHST BJIUSIHUSI XOJIOZJHOTO CTapTa.
Tabsuria 3. CKOpOCTb TeHepaluu

|Pe)KHM NeuroCipher AES-256

1 notok (MB/cek) 0.16 (o1jeHKa) 2.5




[Peme NeuroCipher AES-256

4 notoka (MB/cek) 0.64 9.97
4 rotoka (6710K0B/CeK) 39 682 ~620 000
22 notoka (MB/cek, orjeHKa) ~3.5 ~50

CpaBHUuTeNnbHanA xapaKTepvllSCTuKa NeuroCipher vs AES-256
anaHc

—e— NeuroCipher
—8— AES-256

KeaHTh

CTOWMKOCThb §¥ite Force

Side Channel
PucyHok 3. PapapHasi pguarpamma cpaBHeHusi NeuroCipher u AES-256 mo 8 kareropusim.
HarmisgHo peMoHCTpUpyroTcsl cuibHble cTOpoHbl NeuroCipher: KOMIAKTHOCTb, KBaHTOBast
CTOMKOCTB, 3aiuTa oT side channel arak.

4.8. KBaHTOBas CTOMKOCTh
Tabnuria 4. CpaBHeHMe KBaHTOBOU CTOHKOCTH

XapaKkTepuCcTHKA NeuroCipher AES-256
~/POBeHE BBICOKAS CPE/IHSIS
CTOMKOCTU




XapaKTepuCTHKa NeuroCipher AES-256

XaoTuueckast IMHAMYKA, OTCYTCTBHE
ObocHOBaHUe anrebpanuecKou CTPYKTYpbI —
anroputm I'posepa He rpuMeHUM

Kiaccruueckas cTpyKTypa
— yckopeHue I'posepa 264

4.9. YcToMuMBOCTD K aTakaMm
Tabmuija 5. CpaBHeHHe YCTOMUMBOCTH K aTakam

Tun araku NeuroCipher AES-256
BBICOKASA %
JTuHeHHbIN KpUINTOaHA/TN3 . (HeuHeHHoCTS BBICOKAS (goka3aHo)
tanh+sin)
b depeHLanbHBIN BBICOKAS (xaotuueckas BBICOKAS (oKasato)
KpUIITOAHAIU3 mbdy3vs)
ATaKu 110 TTI0OOUHBIM CPEIHAA (xaoc HW3KAS (u3BecTHbIE
KaHa1am MacKHpyeT 3aBUCUMOCTH) YS3BUMOCTH)
[TonHbIN 11Iepe6op 2128 2256

CpaBHeHMe YCTOWYMBOCTM K aTaKkam
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Cryptanalysis Cryptanalysis Resistance
Pucynok 4. CpaBHenue ycroiiunBoct NeuroCipher n AES-256 K OCHOBHBIM THUMaM
kpuntorpaduueckux arak. NeuroCipher JeMOHCTpUpyeT TNpeMMyIeCTBO B KBaHTOBOM
CTOMKOCTH U 3aiuTe oT side channel arak.

Quantum

4.10. AnnaparHas peau3anus
Kputnueckum npenmyijectBoM  NeuroCipher sBiasieTcs BO3MOXHOCTb — NPSIMOM
anriapaTHOM peajiM3aliiy B MUKPOCXeMax C OrpaHU4YeHHBIMU peCypCaMHu.



Tabmmija 6. CpaBHeHMe TTapaMeTpPOB anrapaTHOM peann3ariu

[TapameTp NeuroCipher AES-256
Pa3mep koza/mapameTpoB ~8 Kb ~30 Kb
OHepromnoTpebieHye (OIjeHKa) 7.5/10 8.5/10
du3nyeckasi 6e30MacHOCTb 9.0/10 7.0/10
CTOMMOCTh TIPOM3BO/ICTBA (OLIeHKA) 8.5/10 9.0/10
MHTerpasibHasi OLjeHKa BCTParuBaeMOCTHU OTJZIMYHAA XOPOIIAA

AnnapaTHas peanusauusa (BcTpamBaHue B MUKPOCXEMbl)

EE NeuroCipher

10 I AES-256

9.0

OueHka (10 - MakcuMyM)

Pa3mep Kopa
(BcTpansaemocTb)

SHepro-
notpebnexHne

dusnyeckas CTouMocTb

b6eszonacHocTb rnpovseocacTea

NeuroCipher: Mmanbii pa3mep koga (8KB) — naeansHo 408 MUKPOCXEM
AES-256: cTaH4apTW3MpoOBaH, Ho TpebyeT Bonble pecypcos

Pucynok 5. CpaBHeHMe mapaMeTpoB arrmapaTHoil peanu3anuu NeuroCipher u AES-256.
NeuroCipher feMOHCTpHpYeT MPeUMyIL{eCTBO B KOMITAKTHOCTH U (U3HUeCKOM 6e301acHOCTH.

5. OBCYXJEHUE
5.1. InTepnipeTanys pe3y/ibTaToB

NeuroCipher ycrymaer AES-256 mno ckopoctu Ha CPU (B 15.6 pa3a), ojHako
3HauuTeNbHO mpeBocxoguT ero no kKommnakTtHocTh (8 Kb npotuB 30+ KB) u kBaHTOBOM
croiikocti. JHTpormst 8.00 OUT, OTCYyTCTBHE KO/IM3WMA W YCIIelIHOe TMpOoXoKAeHue Bcex 15
tectoB NIST noaTBep>xzar0T KpunTorpaguyeckoe KauyeCTBO reHepaTopa.

Ocoboro BHUMaHUs 3aCay)KMBaeT MPaKTUUeCKH WIeHTUYHOe pacripeZiesieHre JIaBUHHOTO
addekra (49.84% mnporu 50.01% c oAMHAKOBBIM CTaHZAPTHbIM OTKIOHeHUeM 4.42%), uTo



CBUZIETe/ILCTBYET O Kpurrorpadguueckoit skBuBaseHTHOCTHM NeuroCipher u AES-256 1o

JAHHOMY TIapaMeTpy.

5.2. ITpeumymiecTBa NeuroCipher

KomnakTHocTh: pasmep 8 Kb mo3Bo/isieT BCTpavBaTh pellleHVe HeroCpeiCTBEeHHO B
KPHCTa/IJT MUKPOCXeMbl 0e3 BHeIlIHel TTaMsITH.

KBaHTOBasi CTOMKOCTh: XaOTUUeCKasi JUHAMUKa He UMeeT aireOpanyeckol CTPYKTYpBI,
YTO JleJlaeT aJIFOPUTM HEUYBCTBUTE/IbHBIM K KBAHTOBBIM aTaKaM.

Side channel 3ammTa: BHyTpeHHHMI Xa0C MaCKUPYeT 3aBUCUMOCTH MeXXJy BXOAHBIMU U
BBIXO/IHBIMHU JIAHHBIMH, 3aTPY/JHSsS aTaKy 10 MOOOUHBIM KaHasiaM.

MacmTadbupyeMoCcThb: apXUTEKTypa [OMyCKaeT yBeJHUYEeHHEe KOJHMUeCTBa PpayHAO0B M
pasmepa CeTH Ji/isl IOBbIIIEeHHsI CTOUKOCTH.

5.3. Orpanvuenus

ckopocTb Ha CPU HuXe, yeM y arrapaTHO-ONTUMU3UPOBaHHOTO AES-256;

JUTST IOCTVKeHUsI MaKCHMaJIbHOW SHTPOIUM TpebyeTcs (MKCUpPOBaHHAsI apXUTeKTypa C 3
payH/iamu;

pesynbrathl Ha GPU  gBisitoTCS  OLIEHOYHBIMH W TPeOyIOT — ZIOTIOJTHUTETbHOU
BepudUKaly;

TIPOCTPAHCTBO Kitouei 2128 ycrymaet 226 AES-256 (ogHako 128 GUT m0CTaTOUHO [jist
OOMBIIMHCTBA IPUMEHEHHH).

5.4. IloreHnMa/IbHbIe NIPUMEHEHHU A

MuxpoxkonTposuiepbl U IoT: pa3smep 8 KB mnosBonsier BcrpauBath NeuroCipher B
ycTpolicTBa ¢ orpaHuueHHod namsteto (ESP32, STM32, Arduino). Ckopocts 0.64
MB/cek pgocratouyHa isi KM$pOBaHUs TelleMeTPUH U yIpaB/eHusl.

AmnmnaparHas peanu3apus (ASIC/FPGA): npu peanusauuy Ha kpucrasie NeuroCipher
3aHnMaet npubsmmsutenbHo 0.01 Mm? (B 3-4 pasa menbiie AES-256) u norpebnsier 0.5-1
Bt mpu ckopoctu mo 500 MaH 6s10KOB/ceK. KOMMAKTHOCTH TO3BOJISIET pa3MelaTh
HEeCKOJIbKO He3aBUCHUMBIX 3K3eMIUISIPOB Ha OJHOM KpUCTasle.

3amuiéHHple KaHA/IbI CBA3U: TeHEepaTop MOXKET WCIIOb30BaThCsl [Jisi BbIPAOOTKU
KJIt0Ueld CecCry ¥ OJHOPa30BbIX KOZIOB B CUCTEMAaX C OrpaHUYeHHbIMH peCypCaMHu.
KBaHTOBO-0e30macHble CHUCTeMbI: 0Omarofapsi BBICOKOW KBAaHTOBOM CTOMKOCTH
NeuroCipher MoXeT NPUMEHSTbCS B CHUCTeMaX, TPeOyIOIIMX 3alUThl OT KBaHTOBBIX
KOMIIbIOTEPOB.

Kpunrorpadpuueckue ToKeHbl M HSM: KOMIIAKTHOCTb TI03BOJ/ISIET WHTErpUpPOBAaTh
peliieHYe B arrapaTHbie MOy/1 6e30MacHOCTH C OrpaHUUYeHHbIM 00bEMOM MaMSITH.
bioKuelH W KPHUOTOBAIIOTHI: Crieljdanu3upoBadHble ASIC MoryT o0ecreuuThb
ckopocTh 6osee 1 mipg, 6y10koB/cek npu sHepromnoTrpebnaenun 0.5-1 BT.



6. CPCABHEHUE C AHAJ/IOTAMUA
Tabnuija 7. CpaBHEHHeE C CyIIeCTBYIOIIMMHU PelleHUsIMUA

[l'lapaMeTp NeuroCipher AES-CTR ChaCha20 LFSR

Pa3mep koga (Kb) 8 30-50 15-25 5-10

CkopocTs (yci. ef.) 1 15 12 8

OHTpomnus (6UT) 8.0 8.0 8.0 7.9-8.0

INIST npoxoxxzeHue 15/15 15/15 15/15 BapbUpyeT

KBaHTOBasi CTOMKOCTb BBICOKAA CPEOHAA CPEOHAA HU3KAA

Side channel 3aiira CPEOHAA HU3KAA HU13KASA HUN3KASA

pAer;?;zz};a; OT/IMUHASL | XOPOIIAS | XOPOLIAS | OT/IMYHAS
NeuroCipher 3aHMMaeT YHWKaJbHYH) HHUIIY — TIPU KpUNTOrpa)MueckoM KauecTBe,

5kBHBajeHTHOM AES-256, oH mpejjaraer CyLjeCTBEHHO JIYYILIYH) KBAHTOBYIO CTOWMKOCTb U
KOMITaKTHOCTb, UTO KPUTHUUECKH Ba)KHO /1/151 BCTPavBaeMbIX ITPUMeHEHHH.

7. SAK/TFOYEHUE

B pabore mpencranen NeuroCipher — HelipoceTeBoii reHepaTop ICeBAOC/TyUYaiHbIX
rocnezfoBaTenibHOCTeH, npoieaiyidi Bce 15 tectoB NIST SP 800-22. Mogens 3aHumMaet 8 Kb,
nemoHctpupyet 3HTpornHio 8.00 6ut (100%), naBuHHBIM 3 dekT 49.84% c pazbpocom +4.42%,
uzeanbHbIN OamaHc 49.98% U1 OTCyTCTBUE KOJUTU3MIA.

[TpoBefieHO TOHOMAcCIITaOHOEe CpaBHEHHWE C 3TaJIOHHBIM anropuTMoM AES-256 1o 12
rapaMmeTpamM, BK/IIOYas CKOPOCTb, JIaBUHHYIO CTAaTHUCTUKY, SHTPOIUIO, KOJUIM3UM, KBaHTOBYHO
CTOMKOCTb U YCTOMUYMBOCTb K arakaM. Pe3synbrarhl nokasbiBatoT, yTo NeuroCipher He ycTymaer
AES-256 B KpunTorpaguueckoM KauecTBe, PEBOCXOJUT €ro B KOMIAKTHOCTH (B 3.75 pasa) u
KBAaHTOBOW CTOMKOCTHM, YCTyMasi J/MIIb B CKOPOCTH, YTO TIpUeMJIeMO [iisi BCTparvBaeMbIX
IIPUMeHEeHNH.

[TpousBoguTenbHOCTH coctapisieT 0.64 MB/cek (39 682 6r0koB/cek) Ha 4 TOTOKax, UTO

JOCTaTOYHO /151 OOJBIIMHCTBA 33/lad B MUKPOKOHTposiepax v loT-ycrpoiicTBax.
NeuroCipher ~ MoxeT  ObITb  HCIO/NB30BaH B MUKDOKOHTPOJUIEpAxX,  arapaTHbIX
Kpuntorpadguyeckux MOZY/SX, 3allUIIEHHBIX KaHa/laX CBsi3M, KBAHTOBO-0€30TacHbIX CHCTeMax
U OnokuelH-IpUIoKeHUsIX. KOMMAKTHOCTh ¥ HHU3KOe 3SHEepronorpebsieHHe [e/aloT  ero
y/lea/IbHbIM KaH/AWJaToOM Ji/1s1 BCTpauBaeMbIX CUCTeM C )KECTKMMM OIpaHUYeHHsIMU T10 pecypcaMm.
Ha MomeHT myOnvKaruyd W3BECTHBIX aHAJOTOB, COYETAIOI[UX HEHPOCETeBYIO apXWUTEKTYpY,
riosiHoe nipoxoxzeHre NIST SP 800-22 v pasmep 8 Kb, He cyljecTByer.



8. CTATYC PABPABOTKHA

NanHast paboTa Tpe/CTaB/sieT pe3y/bTaT YaCTHOW MCC/Ie[0BaTebCKON AesTebHOCTH.
Bce npaBa Ha HHTeJIIEKTYaIbHYIO0 COOCTBEHHOCTD TIPUHA/JIEXKAT aBTOPY.

TexHuueckue JeTanyd peanv3alidy, BK/IHOYasi MCXOJHBIA KOJ, apXWUTEKTypy, 3HaueHHs
BECOB M TOYHOe 3HaueHHe Kod(duiyeHTa k B (YHKLUMU aKTHBALUH, SIBSIOTCS KOMMepUecKoi

TallHOW 1 He paCKpbIBalOTCS.

IMPUJIOXKEHUE A. O®UITUA/TBHBIA OTUYET NIST SP 800-22

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING

SEQUENCES

generator is <neuro_cipher100mb.bin>

Cl1 C2 C3 C4 C5 C6 C7 C8 CY9C10 P-VALUE PROPORTION STATISTICAL TEST

89 83 89 82 85 78 90 88 85 69 0.873198
88 87 82 87 87 84 81 87 79 76 0.992560
89 84 77 81 75 93 87 81 78 93 0.863641
89 86 97 82 70 79 77 83 82 93 0.658434
102 90 90 72 80 75 81 95 86 67 0.169822
90 90 92 81 83 84 91 82 67 78 0.700797
88 85 89 79 95 84 79 84 82 73 0.901641
98 94 90 78 83 89 82 70 88 66 0.254068
78 83 82 79 95 80 93 82 84 82 0.936251
84 72103 77 94 96 80 73 84 75 0.196220
92 80 82 84 71 94 70 90 75100 0.263524
85 76 85 86 76109 77 68 90 86 0.146421
97 82 92 94 77 83 64 71 87 91 0.197495
98 81 87 89 80 80 79 82 82 80 0.916106
88 77 87 82 66 89 73 94 90 92 0.429526
68 99 79 77 77 93 75 94 82 94 0.227237
88 89 75 69 84 87 83 83 88 92 0.802849
103 82 84 80 83 77 96 85 70 78 0.366315
92 96 79 83 79 96 90 79 75 69 0.405667
79100 78 76 82 96 77 86 86 78 0.578376
80 86 72 76 89 89 82 98 90 76 0.633356
79 88 80 70 90 81 87 80 99 84 0.670946
79 79 83 91 76 96 76 97 82 79 0.643391
71 77 95 99 71 82 75 93 78 97 0.146421
96 81 74 65 80 92 86 94 90 80 0.325726
92 83 86 92 83 79 85 79 63 96 0.405667
104 72 68 85 82 79 81 94 91 82 0.211954
73 91 75 80 77 86 93 86 92 85 0.766126
78 97 85 94 90 75 81 77 85 76 0.673444
79 83 84 75 85 84 93 78 84 93 0.926544
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827/838
832/838
829/838
827/838
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830/838
832/838
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829/838
833/838
832/838
827/838

Frequency
BlockFrequency
CumulativeSums
CumulativeSums

Runs

LongestRun

Rank

FFT
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
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87102 87 73 88 87 93 73 66 82 0.194952
77 96 84 90 88 70 90 83 75 85 0.655929
82 87 77 93 84 71 84 87 85 88 0.901641
71 90 86 82 76 87 91 74 99 82 0.526878
103 77 79 74 89 89 69 91 83 84 0.316526

80
97
89
93
77
94
98
85
78
84
96
92
89
75

82
90
89
84
89
82
74
74
79
95
99

78
87
81
81
95
87
90
70

91
67
79
83
89
88
86
91

84
88
65
80
85
74
90
82

65
73
89
82
90
77
80
90

89
69
89
85
86
76
70
88

78
86
94
96
83
87
78
96

88 100 85 0.378479
75108 0.032739
73 87 0.412098
81 71 0.802849
68 87 0.683421
82 84 0.867500
81 78 0.638374
81 74 0.650916

82104 73 81 89 77 71 94 89 0.250974
87 74 83 80 76 84 83 91 96 0.859735
71 88 70 96 90 82 85 76 84 0.401411
80 71 85 87 85 94 86 79 79 0.829026
79 63 78 97 94 85 79 99 75 0.134842
79 84 85 83 79 97 91 77 88 0.826895
103 72 84 92 79 64 85 83 85 91 0.177887

85
71
85
81
79
79
91
75
74
81
77

84
85
70
85
79
72
73
83
73
90
84

82 95 85 87 74 82 82 0.961859
84 87 83 82 84 79 93 0.911413
80 78 90 82 112 87 65 0.038074
80 87 79 82101 77 82 0.837448
78 104 82 69 75 89 94 0.244870
75 99 83 87 81 86 94 0.603291
93 81 76 82 91 86 91 0.693365
85 85 69105 74 90 98 0.111610
73101 80 82 91 92 93 0.307506
77 81 92 77 81 82 82 0.887840
83 88 77 92 94 64 80 0.265126

101 90 82 79 81 74 80 97 71 83 0.356369
90 72 90 92 84 73 86 85 86 80 0.816101
72 89 89 73 94 93 75 99 78 76 0.279861
81 72 86 73 77 92 86 93 92 86 0.675941
73 80 91 84 95 80 74 88 90 83 0.759046
81 91 96 95 81 80 71 79 82 82 0.668446
91 100 85 86 68 93 78 85 77 75 0.360327

89
73
86
84
88
99
86
81

84
92
79
96
81
81
74
88

93
76
76
97
84
96
92
84

90
87
88
75
92
78
85
75

75
82
75
82
76
77
89
95

79 89 79 82 78 0.901641
84 90 88 80 86 0.904955
81 86 89 95 83 0.891371
71 83 77 85 88 0.563528
99 86 88 76 68 0.463237
76 83 88 70 90 0.399293
82103 69 82 76 0.323871
74 81 80 73107 0.205281
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71 90 82 97 80 78 80 94 86 80 0.648408 833/838 NonOverlappingTemplate
93 91 81 72 71 84 77 97 81 91 0.451856 825/838 NonOverlappingTemplate
70 89 84 78 85 71 93104 72 92 0.140531 831/838 NonOverlappingTemplate
86 92103 68 84 73 97 92 82 61 0.025091 827/838 NonOverlappingTemplate
79 87 99 81 88 89 68 81 82 84 0.633356 833/838 NonOverlappingTemplate
89 79 84 93 95 79 71 77 89 82 0.700797 826/838 NonOverlappingTemplate
78 83 82 79 95 80 93 82 84 82 0.936251 833/838 NonOverlappingTemplate
85 97 91 78 69 96 85 76 83 78 0.454121 829/838 NonOverlappingTemplate
88 90 83 83 93 79 87 82 72 81 0.911413 827/838 NonOverlappingTemplate
84 73 94 78 79 85 80 93 81 91 0.802849 833/838 NonOverlappingTemplate
89 79 62 79 96102 80 89 78 84 0.146421 828/838 NonOverlappingTemplate
73 93 76 83 89 69 87 84 77 107 0.146421 828/838 NonOverlappingTemplate
72 70 73 86 91 101 73 82 92 98 0.109257 834/838 NonOverlappingTemplate
80 84 78 86 88 92 69 85 73103 0.331332 833/838 NonOverlappingTemplate
97 69 80 94 88 81 90 78 81 80 0.565997 832/838 NonOverlappingTemplate
75 72 91 82 73 97 90 94 84 80 0.460950 832/838 NonOverlappingTemplate
83 98 78 83 78 98 81 78 85 76 0.635865 826/838 NonOverlappingTemplate
87 97 81 92 76 82 86 63 90 84 0.374397 825/838 NonOverlappingTemplate
82 83 86 85 81 71 79 92 96 83 0.820447 825/838 NonOverlappingTemplate
100 84 86 71 88 78 82 92 83 74 0.543888 828/838 NonOverlappingTemplate
77 78 75 82 90 90 86 91 81 88 0.916106 828/838 NonOverlappingTemplate
86 96 80 83 93 75 89 67 85 84 0.553684 831/838 NonOverlappingTemplate
92 79 74 78 82 82 90 90 82 89 0.904955 826/838 NonOverlappingTemplate
78 89 80 77 76 78 86 91102 81 0.590811 830/838 NonOverlappingTemplate
87 88 94 94 63 75 87 86 91 73 0.257192 830/838 NonOverlappingTemplate
82 82 89 88 78 70 84 74 76 115 0.048528 832/838 NonOverlappingTemplate
71 81 85 83 72 86 89 98 91 82 0.603291 831/838 NonOverlappingTemplate
92 81 95 71 77 77 84 96 89 76 0.491095 828/838 NonOverlappingTemplate
91 75 75 96 77 86 94 78 91 75 0.514842 832/838 NonOverlappingTemplate
105 89 74 72 96 76 85 75 79 87 0.185045 827/838 NonOverlappingTemplate
75 87 84 91 96 71 86 87 79 82 0.737504 831/838 NonOverlappingTemplate
92 68 74 88 85 80100 85 87 79 0.433944 818/838 * NonOverlappingTemplate
75 85 84 71 92 85 89 87 80 90 0.841597 833/838 NonOverlappingTemplate
88 92 78 76 74 75 90 82 96 87 0.663443 831/838 NonOverlappingTemplate
56 74 88 90 99 75 88 86 89 93 0.056172 829/838 NonOverlappingTemplate
89 89 84 98 82 94 81 69 78 74 0.460950 827/838 NonOverlappingTemplate
101 80 84 77 73 78 81 88 89 87 0.643391 831/838 NonOverlappingTemplate
74 94 87 84 98 72 75 88 88 78 0.486401 829/838 NonOverlappingTemplate
80 81 88 96 80 75 75 79 93 91 0.708203 828/838 NonOverlappingTemplate
88 74 85 84 94 74 94 74100 71 0.247908 827/838 NonOverlappingTemplate
78 99 74 85 97 96 76 82 75 76 0.291727 831/838 NonOverlappingTemplate
89 74 88 76 94 80 86 88 75 88 0.802849 828/838 NonOverlappingTemplate
97 88 75 88 78 75 86 89 88 74 0.675941 829/838 NonOverlappingTemplate
78 76 88 73 82 81104 96 74 86 0.283215 830/838 NonOverlappingTemplate
79 91 79 91 89 75 87 86 74 87 0.867500 830/838 NonOverlappingTemplate
93 73 90 56 98 94 83 83 89 79 0.055744 829/838 NonOverlappingTemplate
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95
76
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83
84
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66
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84
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85
84
70
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77
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77
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82

91
70
86
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77
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74
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77

0.766126
0.442853
0.700797
0.737504
0.791577
0.816101
0.595798
88 93 99 0.693365
99 73 85 0.200063
83 102 91 0.356369
81 86 98 0.938888
88 83 82 81 0.904955
81 83 97 90 0.775477
88 101 68 72 0.312896

82109 76 93 83 85 93 80 0.029262
75100 75 93 87 81 84 77 0.524463
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91
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70
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82
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98
76
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73
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0.470131
0.526878
0.442853
0.615804
0.176716
0.246385
0.869411
0.945210
0.498171
0.813914
0.780113

83117 90 75 86 71 77 70 85 0.020112
89 95 96 94 76 70 80 82 91 0.158827
92101 82 78 78 72 88 87 82 78 0.558600
85 71 98 71 74 89102 83 81 84 0.210606
104 82 74 62 92 94 89 83 86 72 0.065882

79
79
88
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80
50
43
54
64
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46

86
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82
80
60
50
67
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74
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48
57
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86
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77
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79
78
86
84
97
56
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58
54
55
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60

78
71
83
95
79
46
51
53
47
52
51
46
49
45

89100 80 0.730234
76 90 82 0.645900
80 72 71 0.451856
75 85 85 0.703269
77 94 86 0.160978
54 44 55 0.753061
50 51 64 0.465595
54 49 58 0.380279
52 53 57 0.793184
47 54 43 0.820957
51 49 44 0.711292
50 40 57 0.578399
47 50 47 0.555190
56 66 56 0.147831

826/838
831/838
827/838
834/838
831/838
831/838
829/838
833/838
829/838
832/838
835/838
830/838
834/838
824/838
833/838
830/838
831/838
826/838
832/838
834/838
828/838
830/838
830/838
823/838
832/838
826/838
826/838
828/838
835/838
835/838
833/838
823/838
827/838
826/838
823/838
825/838
832/838
527/535
534/535
530/535
533/535
527/535
527/535
531/535
529/535
532/535

NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursionsVariant



39 52 51 66 50 56 42 63 65 51 0.112608 532/535 RandomExcursionsVariant
48 45 60 56 36 74 45 56 57 58 0.027886 532/535 RandomExcursionsVariant
41 62 40 59 53 55 62 56 54 53 0.358176 532/535 RandomExcursionsVariant
47 50 54 42 67 52 56 48 63 56 0.386744 531/535 RandomExcursionsVariant
45 56 55 55 43 64 59 55 46 57 0.566765 533/535 RandomExcursionsVariant
48 55 50 61 59 56 58 43 54 51 0.814141 532/535 RandomExcursionsVariant
48 57 66 59 42 62 42 49 51 59 0.225264 533/535 RandomExcursionsVariant
55 56 50 69 58 54 50 47 47 49 0.578399 531/535 RandomExcursionsVariant
51 63 56 64 39 40 58 53 56 55 0.212248 529/535 RandomExcursionsVariant
58 52 55 68 66 49 52 43 51 41 0.162606 531/535 RandomExcursionsVariant
46 59 47 57 50 71 48 49 50 58 0.328063 531/535 RandomExcursionsVariant
50 51 47 63 51 52 60 59 41 61 0.491072 534/535 RandomExcursionsVariant
49 59 55 45 51 56 59 60 49 52 0.880604 534/535 RandomExcursionsVariant
59 41 54 42 62 73 53 47 51 53 0.077410 533/535 RandomExcursionsVariant
60 47 47 56 49 57 62 62 53 42 0.494761 533/535 RandomExcursionsVariant
61 49 56 50 44 50 69 57 55 44 0.328063 531/535 RandomExcursionsVariant
52 62 54 41 59 57 54 54 51 51 0.793184 527/535 RandomExcursionsVariant
94 93 78 82 93 93 79 84 75 67 0.397182 833/838 Serial

92 84 97 92 89 79 77 72 79 77 0.588320 835/838 Serial

82 78 78 96 87 74103 63 78 99 0.051226 834/838 LinearComplexity

The minimum pass rate for each statistical test with the exception of the
random excursion (variant) test is approximately = 820 for a
sample size = 838 binary sequences.

The minimum pass rate for the random excursion (variant) test
is approximately = 522 for a sample size = 535 binary sequences.

For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation.

Block Frequency Test

FILE = neuro_cipher_stable_100mb.bin ALPHA =0.0100

BITSREAD = 1000000 0s = 500322 1s = 499678
BITSREAD = 1000000 0s = 500965 1s = 499035
BITSREAD = 1000000 0s = 500182 1s = 499818



BITSREAD = 1000000 0s = 500526 1s = 499474
BITSREAD = 1000000 0s = 499000 1s = 501000
BITSREAD = 1000000 0s = 500361 1s = 499639
BITSREAD = 1000000 0s = 499186 1s = 500814
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 499160 1s = 500840
BITSREAD = 1000000 0s = 500304 1s = 499696
BITSREAD = 1000000 0s = 500075 1s = 499925
BITSREAD = 1000000 0s = 500490 1s = 499510
BITSREAD = 1000000 0s = 499909 1s = 500091
BITSREAD = 1000000 0s = 500120 1s = 499880
BITSREAD = 1000000 0s = 499817 1s = 500183
BITSREAD = 1000000 0s = 500194 1s = 499806
BITSREAD = 1000000 0s = 499865 1s = 500135
BITSREAD = 1000000 0s = 500765 1s = 499235
BITSREAD = 1000000 0s = 499640 1s = 500360
BITSREAD = 1000000 0s = 499900 1s = 500100
BITSREAD = 1000000 0s = 499806 1s = 500194
BITSREAD = 1000000 0s = 499846 1s = 500154
BITSREAD = 1000000 0Os = 498741 1s = 501259
BITSREAD = 1000000 0s = 499506 1s = 500494
BITSREAD = 1000000 0s = 500245 1s = 499755
BITSREAD = 1000000 0s = 500448 1s = 499552
BITSREAD = 1000000 0s = 499928 1s = 500072
BITSREAD = 1000000 0Os = 499846 1s = 500154
BITSREAD = 1000000 0s = 500233 1s = 499767
BITSREAD = 1000000 0s = 499365 1s = 500635
BITSREAD = 1000000 0s = 500050 1s = 499950
BITSREAD = 1000000 0s = 500250 1s = 499750
BITSREAD = 1000000 0s = 499816 1s = 500184
BITSREAD = 1000000 0s = 500763 1s = 499237
BITSREAD = 1000000 0s = 499787 1s = 500213
BITSREAD = 1000000 0s = 499928 1s = 500072
BITSREAD = 1000000 0s = 500309 1s = 499691
BITSREAD = 1000000 0s = 500002 1s = 499998
BITSREAD = 1000000 0s = 499614 1s = 500386
BITSREAD = 1000000 0s = 499387 1s = 500613
BITSREAD = 1000000 0s = 499908 1s = 500092
BITSREAD = 1000000 0s = 500630 1s = 499370
BITSREAD = 1000000 0s = 499538 1s = 500462
BITSREAD = 1000000 0s = 499444 1s = 500556
BITSREAD = 1000000 0s = 500830 1s = 499170
BITSREAD = 1000000 0s = 500183 1s = 499817
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 500635 1s = 499365
BITSREAD = 1000000 0s = 500215 1s = 499785



BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 499409 1s = 500591
BITSREAD = 1000000 0s = 499521 1s = 500479
BITSREAD = 1000000 0s = 500376 1s = 499624
BITSREAD = 1000000 0s = 500217 1s = 499783
BITSREAD = 1000000 0s = 499287 1s = 500713
BITSREAD = 1000000 0s = 499923 1s = 500077
BITSREAD = 1000000 0s = 500798 1s = 499202
BITSREAD = 1000000 0s = 499590 1s = 500410
BITSREAD = 1000000 0s = 499936 1s = 500064
BITSREAD = 1000000 0s = 499870 1s = 500130
BITSREAD = 1000000 0s = 501019 1s = 498981
BITSREAD = 1000000 0s = 500306 1s = 499694
BITSREAD = 1000000 0s = 500442 1s = 499558
BITSREAD = 1000000 0s = 499826 1s = 500174
BITSREAD = 1000000 0s = 499012 1s = 500988
BITSREAD = 1000000 0s = 499610 1s = 500390
BITSREAD = 1000000 0s = 499944 1s = 500056
BITSREAD = 1000000 0s = 500989 1s = 499011
BITSREAD = 1000000 0s = 501114 1s = 4958886
BITSREAD = 1000000 0s = 499919 1s = 500081
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0Os = 500223 1s = 499777
BITSREAD = 1000000 0s = 500418 1s = 499582
BITSREAD = 1000000 0s = 500435 1s = 499565
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 499705 1s = 500295
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 500175 1s = 499825
BITSREAD = 1000000 0s = 499314 1s = 500686
BITSREAD = 1000000 0s = 500479 1s = 499521
BITSREAD = 1000000 0s = 499171 1s = 500829
BITSREAD = 1000000 0s = 500190 1s = 499810
BITSREAD = 1000000 0s = 500443 1s = 499557
BITSREAD = 1000000 0s = 499394 1s = 500606
BITSREAD = 1000000 0s = 499387 1s = 500613
BITSREAD = 1000000 0s = 500410 1s = 499590
BITSREAD = 1000000 0s = 500256 1s = 499744
BITSREAD = 1000000 0s = 499481 1s = 500519
BITSREAD = 1000000 0s = 500286 1s = 499714
BITSREAD = 1000000 0s = 499763 1s = 500237
BITSREAD = 1000000 0s = 499703 1s = 500297
BITSREAD = 1000000 0s = 501153 1s = 498847
BITSREAD = 1000000 0s = 500101 1s = 499899
BITSREAD = 1000000 0s = 499379 1s = 500621
BITSREAD = 1000000 0s = 499332 1s = 500668



BITSREAD = 1000000 0Os = 499847 1s = 500153
BITSREAD = 1000000 0s = 499314 1s = 500686
BITSREAD = 1000000 0s = 500502 1s = 499498
BITSREAD = 1000000 0s = 500021 1s = 499979
BITSREAD = 1000000 0s = 500781 1s = 499219
BITSREAD = 1000000 0s = 499829 1s = 500171
BITSREAD = 1000000 0s = 500260 1s = 499740
BITSREAD = 1000000 0s = 499743 1s = 500257
BITSREAD = 1000000 0s = 500600 1s = 499400
BITSREAD = 1000000 0s = 501050 1s = 498950
BITSREAD = 1000000 0s = 499057 1s = 500943
BITSREAD = 1000000 0s = 499839 1s = 500161
BITSREAD = 1000000 0s = 500034 1s = 499966
BITSREAD = 1000000 0s = 500221 1s = 499779
BITSREAD = 1000000 0s = 500119 1s = 499881
BITSREAD = 1000000 0s = 500008 1s = 499992
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 500445 1s = 499555
BITSREAD = 1000000 0s = 500845 1s = 499155
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 499166 1s = 500834
BITSREAD = 1000000 0s = 499768 1s = 500232
BITSREAD = 1000000 0s = 499407 1s = 500593
BITSREAD = 1000000 0s = 499994 1s = 500006
BITSREAD = 1000000 0s = 500057 1s = 499943
BITSREAD = 1000000 0s = 500093 1s = 499907
BITSREAD = 1000000 0s = 499439 1s = 500561
BITSREAD = 1000000 0s = 500309 1s = 499691
BITSREAD = 1000000 0s = 500568 1s = 499432
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 500672 1s = 499328
BITSREAD = 1000000 0s = 499518 1s = 500482
BITSREAD = 1000000 0s = 499395 1s = 500605
BITSREAD = 1000000 0s = 499977 1s = 500023
BITSREAD = 1000000 0s = 500481 1s = 499519
BITSREAD = 1000000 0s = 500005 1s = 499995
BITSREAD = 1000000 0s = 499772 1s = 500228
BITSREAD = 1000000 0s = 499403 1s = 500597
BITSREAD = 1000000 0s = 499966 1s = 500034
BITSREAD = 1000000 0s = 500854 1s = 499146
BITSREAD = 1000000 0s = 499967 1s = 500033
BITSREAD = 1000000 0s = 500511 1s = 499489
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 501026 1s = 498974
BITSREAD = 1000000 0s = 499609 1s = 500391
BITSREAD = 1000000 0s = 500640 1s = 499360



BITSREAD = 1000000 0s = 500176 1s = 499824
BITSREAD = 1000000 0s = 500631 1s = 499369
BITSREAD = 1000000 0s = 500319 1s = 499681
BITSREAD = 1000000 0s = 499854 1s = 500146
BITSREAD = 1000000 0s = 500221 1s = 499779
BITSREAD = 1000000 0s = 499503 1s = 500497
BITSREAD = 1000000 0s = 501098 1s = 498902
BITSREAD = 1000000 0s = 500369 1s = 499631
BITSREAD = 1000000 0s = 499742 1s = 500258
BITSREAD = 1000000 0s = 499844 1s = 500156
BITSREAD = 1000000 0s = 500576 1s = 499424
BITSREAD = 1000000 0s = 499304 1s = 500696
BITSREAD = 1000000 0s = 499843 1s = 500157
BITSREAD = 1000000 0s = 498809 1s = 501191
BITSREAD = 1000000 0s = 501025 1s = 498975
BITSREAD = 1000000 0s = 499495 1s = 500505
BITSREAD = 1000000 0s = 499907 1s = 500093
BITSREAD = 1000000 0s = 500337 1s = 499663
BITSREAD = 1000000 0s = 499165 1s = 500835
BITSREAD = 1000000 0s = 500138 1s = 499862
BITSREAD = 1000000 0s = 499467 1s = 500533
BITSREAD = 1000000 0s = 499675 1s = 500325
BITSREAD = 1000000 0s = 500414 1s = 499586
BITSREAD = 1000000 0Os = 499643 1s = 500357
BITSREAD = 1000000 0s = 500404 1s = 499596
BITSREAD = 1000000 0s = 499344 1s = 500656
BITSREAD = 1000000 0s = 499747 1s = 500253
BITSREAD = 1000000 0s = 499699 1s = 500301
BITSREAD = 1000000 0s = 500671 1s = 499329
BITSREAD = 1000000 0s = 499448 1s = 500552
BITSREAD = 1000000 0s = 499596 1s = 500404
BITSREAD = 1000000 0s = 501237 1s = 498763
BITSREAD = 1000000 0s = 499957 1s = 500043
BITSREAD = 1000000 0s = 499457 1s = 500543
BITSREAD = 1000000 0s = 500522 1s = 499478
BITSREAD = 1000000 0s = 500098 1s = 499902
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 499419 1s = 500581
BITSREAD = 1000000 0s = 499617 1s = 500383
BITSREAD = 1000000 0s = 500212 1s = 499788
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 499700 1s = 500300
BITSREAD = 1000000 0s = 500911 1s = 499089
BITSREAD = 1000000 0s = 499491 1s = 500509
BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 500014 1s = 499986



BITSREAD = 1000000 0Os = 499283 1s = 500717
BITSREAD = 1000000 0s = 500313 1s = 499687
BITSREAD = 1000000 0s = 500096 1s = 499904
BITSREAD = 1000000 0s = 500603 1s = 499397
BITSREAD = 1000000 0s = 500125 1s = 499875
BITSREAD = 1000000 0s = 500602 1s = 499398
BITSREAD = 1000000 0s = 499197 1s = 500803
BITSREAD = 1000000 0s = 500155 1s = 499845
BITSREAD = 1000000 0s = 499495 1s = 500505
BITSREAD = 1000000 0s = 500063 1s = 499937
BITSREAD = 1000000 0s = 498921 1s = 501079
BITSREAD = 1000000 0s = 499441 1s = 500559
BITSREAD = 1000000 0s = 499185 1s = 500815
BITSREAD = 1000000 0s = 499173 1s = 500827
BITSREAD = 1000000 0s = 499931 1s = 500069
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 500902 1s = 499098
BITSREAD = 1000000 0s = 500527 1s = 499473
BITSREAD = 1000000 0s = 500300 1s = 499700
BITSREAD = 1000000 0s = 500253 1s = 499747
BITSREAD = 1000000 0s = 500537 1s = 499463
BITSREAD = 1000000 0s = 499865 1s = 500135
BITSREAD = 1000000 0s = 500189 1s = 499811
BITSREAD = 1000000 0s = 500018 1s = 499982
BITSREAD = 1000000 0Os = 499383 1s = 500617
BITSREAD = 1000000 0s = 500371 1s = 499629
BITSREAD = 1000000 0s = 499312 1s = 500688
BITSREAD = 1000000 0s = 498659 1s = 501341
BITSREAD = 1000000 0s = 499687 1s = 500313
BITSREAD = 1000000 0s = 499972 1s = 500028
BITSREAD = 1000000 0s = 499171 1s = 500829
BITSREAD = 1000000 0s = 499938 1s = 500062
BITSREAD = 1000000 0s = 499682 1s = 500318
BITSREAD = 1000000 0s = 500227 1s = 499773
BITSREAD = 1000000 0s = 499929 1s = 500071
BITSREAD = 1000000 0s = 500297 1s = 499703
BITSREAD = 1000000 0s = 500401 1s = 499599
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 499885 1s = 500115
BITSREAD = 1000000 0s = 499733 1s = 500267
BITSREAD = 1000000 0s = 499892 1s = 500108
BITSREAD = 1000000 0s = 500234 1s = 499766
BITSREAD = 1000000 0s = 500210 1s = 499790
BITSREAD = 1000000 0s = 500226 1s = 499774
BITSREAD = 1000000 0s = 500615 1s = 499385
BITSREAD = 1000000 0s = 500556 1s = 499444



BITSREAD = 1000000 0s = 500202 1s = 499798
BITSREAD = 1000000 0s = 499510 1s = 500490
BITSREAD = 1000000 0s = 499839 1s = 500161
BITSREAD = 1000000 0s = 500132 1s = 499868
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 500396 1s = 499604
BITSREAD = 1000000 0s = 500121 1s = 499879
BITSREAD = 1000000 0s = 499181 1s = 500819
BITSREAD = 1000000 0s = 499558 1s = 500442
BITSREAD = 1000000 0s = 499810 1s = 500190
BITSREAD = 1000000 0s = 499467 1s = 500533
BITSREAD = 1000000 0s = 499931 1s = 500069
BITSREAD = 1000000 0s = 499251 1s = 500749
BITSREAD = 1000000 0s = 499726 1s = 500274
BITSREAD = 1000000 0s = 499795 1s = 500205
BITSREAD = 1000000 0s = 499659 1s = 500341
BITSREAD = 1000000 0s = 499413 1s = 500587
BITSREAD = 1000000 0s = 500253 1s = 499747
BITSREAD = 1000000 0s = 499986 1s = 500014
BITSREAD = 1000000 0s = 500634 1s = 499366
BITSREAD = 1000000 0s = 500325 1s = 499675
BITSREAD = 1000000 0s = 499640 1s = 500360
BITSREAD = 1000000 0s = 499781 1s = 500219
BITSREAD = 1000000 0s = 499880 1s = 500120
BITSREAD = 1000000 0s = 500785 1s = 499215
BITSREAD = 1000000 0s = 499985 1s = 500015
BITSREAD = 1000000 0s = 499525 1s = 500475
BITSREAD = 1000000 0s = 499335 1s = 500665
BITSREAD = 1000000 0s = 500399 1s = 499601
BITSREAD = 1000000 0s = 499571 1s = 500429
BITSREAD = 1000000 0s = 500630 1s = 499370
BITSREAD = 1000000 0s = 499497 1s = 500503
BITSREAD = 1000000 0s = 499540 1s = 500460
BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 0s = 500085 1s = 499915
BITSREAD = 1000000 0s = 500445 1s = 499555
BITSREAD = 1000000 0s = 500021 1s = 499979
BITSREAD = 1000000 0s = 499712 1s = 500288
BITSREAD = 1000000 0s = 500197 1s = 499803
BITSREAD = 1000000 0s = 500416 1s = 499584
BITSREAD = 1000000 0s = 499572 1s = 500428
BITSREAD = 1000000 0s = 500030 1s = 499970
BITSREAD = 1000000 0s = 500241 1s = 499759
BITSREAD = 1000000 0s = 499569 1s = 500431
BITSREAD = 1000000 0s = 499765 1s = 500235
BITSREAD = 1000000 0s = 500552 1s = 499448



BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 0s = 500589 1s = 499411
BITSREAD = 1000000 0s = 500413 1s = 499587
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 499739 1s = 500261
BITSREAD = 1000000 0s = 501235 1s = 498765
BITSREAD = 1000000 0s = 500080 1s = 499920
BITSREAD = 1000000 0s = 499535 1s = 500465
BITSREAD = 1000000 0s = 499256 1s = 500744
BITSREAD = 1000000 0s = 499801 1s = 500199
BITSREAD = 1000000 0s = 499536 1s = 500464
BITSREAD = 1000000 0s = 499613 1s = 500387
BITSREAD = 1000000 0s = 499319 1s = 500681
BITSREAD = 1000000 0s = 499397 1s = 500603
BITSREAD = 1000000 0s = 500489 1s = 499511
BITSREAD = 1000000 0s = 500909 1s = 499091
BITSREAD = 1000000 0s = 499897 1s = 500103
BITSREAD = 1000000 0s = 500365 1s = 499635
BITSREAD = 1000000 0s = 500448 1s = 499552
BITSREAD = 1000000 0s = 500038 1s = 499962
BITSREAD = 1000000 0s = 499788 1s = 500212
BITSREAD = 1000000 0s = 500290 1s = 499710
BITSREAD = 1000000 0Os = 499853 1s = 500147
BITSREAD = 1000000 0s = 499869 1s = 500131
BITSREAD = 1000000 0s = 499982 1s = 500018
BITSREAD = 1000000 0s = 499794 1s = 500206
BITSREAD = 1000000 0s = 500713 1s = 499287
BITSREAD = 1000000 0s = 500745 1s = 499255
BITSREAD = 1000000 0s = 499234 1s = 500766
BITSREAD = 1000000 0s = 500001 1s = 499999
BITSREAD = 1000000 0s = 500164 1s = 499836
BITSREAD = 1000000 0s = 498742 1s = 501258
BITSREAD = 1000000 0s = 499644 1s = 500356
BITSREAD = 1000000 0s = 500614 1s = 499386
BITSREAD = 1000000 0s = 500667 1s = 499333
BITSREAD = 1000000 0s = 499365 1s = 500635
BITSREAD = 1000000 0s = 499528 1s = 500472
BITSREAD = 1000000 0s = 499478 1s = 500522
BITSREAD = 1000000 0s = 499919 1s = 500081
BITSREAD = 1000000 0s = 500347 1s = 499653
BITSREAD = 1000000 0s = 500789 1s = 499211
BITSREAD = 1000000 0s = 498966 1s = 501034
BITSREAD = 1000000 0s = 501249 1s = 498751
BITSREAD = 1000000 0s = 500181 1s = 499819
BITSREAD = 1000000 0s = 499598 1s = 500402
BITSREAD = 1000000 0s = 500585 1s = 499415



BITSREAD = 1000000 0s = 499232 1s = 500768
BITSREAD = 1000000 0s = 500114 1s = 499886
BITSREAD = 1000000 0s = 499690 1s = 500310
BITSREAD = 1000000 0s = 499881 1s = 500119
BITSREAD = 1000000 0s = 500318 1s = 499682
BITSREAD = 1000000 0s = 501010 1s = 498990
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 500774 1s = 499226
BITSREAD = 1000000 0s = 498678 1s = 501322
BITSREAD = 1000000 0s = 499647 1s = 500353
BITSREAD = 1000000 0s = 500061 1s = 499939
BITSREAD = 1000000 0s = 499847 1s = 500153
BITSREAD = 1000000 0s = 499557 1s = 500443
BITSREAD = 1000000 0s = 499153 1s = 500847
BITSREAD = 1000000 0s = 500586 1s = 499414
BITSREAD = 1000000 0s = 499539 1s = 500461
BITSREAD = 1000000 0s = 500160 1s = 499840
BITSREAD = 1000000 0s = 500049 1s = 499951
BITSREAD = 1000000 0s = 499334 1s = 500666
BITSREAD = 1000000 0s = 499671 1s = 500329
BITSREAD = 1000000 0s = 499820 1s = 500180
BITSREAD = 1000000 0s = 500677 1s = 499323
BITSREAD = 1000000 0s = 499615 1s = 500385
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 500305 1s = 499695
BITSREAD = 1000000 0s = 499220 1s = 500780
BITSREAD = 1000000 0s = 499800 1s = 500200
BITSREAD = 1000000 0s = 500501 1s = 499499
BITSREAD = 1000000 0s = 499842 1s = 500158
BITSREAD = 1000000 0s = 499959 1s = 500041
BITSREAD = 1000000 0s = 499923 1s = 500077
BITSREAD = 1000000 0s = 499424 1s = 500576
BITSREAD = 1000000 0s = 499317 1s = 500683
BITSREAD = 1000000 0s = 500184 1s = 499816
BITSREAD = 1000000 0s = 500009 1s = 499991
BITSREAD = 1000000 0s = 499831 1s = 500169
BITSREAD = 1000000 0s = 500309 1s = 499691
BITSREAD = 1000000 0s = 499985 1s = 500015
BITSREAD = 1000000 0s = 500767 1s = 499233
BITSREAD = 1000000 0s = 500113 1s = 499887
BITSREAD = 1000000 0s = 498810 1s = 501190
BITSREAD = 1000000 0s = 501065 1s = 498935
BITSREAD = 1000000 0s = 500697 1s = 499303
BITSREAD = 1000000 0s = 500499 1s = 499501
BITSREAD = 1000000 0s = 500089 1s = 499911
BITSREAD = 1000000 0Os = 499853 1s = 500147



BITSREAD = 1000000 0s = 500145 1s = 499855
BITSREAD = 1000000 0s = 499430 1s = 500570
BITSREAD = 1000000 0s = 500955 1s = 499045
BITSREAD = 1000000 0s = 500144 1s = 499856
BITSREAD = 1000000 0s = 499861 1s = 500139
BITSREAD = 1000000 0s = 500692 1s = 499308
BITSREAD = 1000000 0s = 500469 1s = 499531
BITSREAD = 1000000 0s = 499862 1s = 500138
BITSREAD = 1000000 0s = 500424 1s = 499576
BITSREAD = 1000000 0s = 499165 1s = 500835
BITSREAD = 1000000 0s = 500108 1s = 499892
BITSREAD = 1000000 Os = 498974 1s = 501026
BITSREAD = 1000000 0s = 499171 1s = 500829
BITSREAD = 1000000 0s = 499982 1s = 500018
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 500965 1s = 499035
BITSREAD = 1000000 0s = 499568 1s = 500432
BITSREAD = 1000000 0s = 500471 1s = 499529
BITSREAD = 1000000 0s = 500129 1s = 499871
BITSREAD = 1000000 0s = 500144 1s = 499856
BITSREAD = 1000000 0s = 499650 1s = 500350
BITSREAD = 1000000 0s = 499994 1s = 500006
BITSREAD = 1000000 0s = 500659 1s = 499341
BITSREAD = 1000000 0s = 500159 1s = 499841
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0Os = 499826 1s = 500174
BITSREAD = 1000000 0s = 500075 1s = 499925
BITSREAD = 1000000 0s = 499874 1s = 500126
BITSREAD = 1000000 0s = 500090 1s = 499910
BITSREAD = 1000000 0s = 499722 1s = 500278
BITSREAD = 1000000 0s = 500439 1s = 499561
BITSREAD = 1000000 0s = 500275 1s = 499725
BITSREAD = 1000000 0s = 499967 1s = 500033
BITSREAD = 1000000 0s = 499405 1s = 500595
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 499850 1s = 500150
BITSREAD = 1000000 0s = 499358 1s = 500642
BITSREAD = 1000000 0s = 499191 1s = 500809
BITSREAD = 1000000 0s = 500421 1s = 499579
BITSREAD = 1000000 0s = 500045 1s = 499955
BITSREAD = 1000000 0s = 500733 1s = 499267
BITSREAD = 1000000 0s = 499327 1s = 500673
BITSREAD = 1000000 0s = 499939 1s = 500061
BITSREAD = 1000000 0s = 499468 1s = 500532
BITSREAD = 1000000 0s = 500594 1s = 499406
BITSREAD = 1000000 0s = 499785 1s = 500215



BITSREAD = 1000000 0s = 499262 1s = 500738
BITSREAD = 1000000 0s = 499616 1s = 500384
BITSREAD = 1000000 0s = 499409 1s = 500591
BITSREAD = 1000000 0s = 500041 1s = 499959
BITSREAD = 1000000 0s = 499152 1s = 500848
BITSREAD = 1000000 0s = 501112 1s = 498888
BITSREAD = 1000000 0s = 499856 1s = 500144
BITSREAD = 1000000 0s = 500447 1s = 499553
BITSREAD = 1000000 0s = 500027 1s = 499973
BITSREAD = 1000000 0s = 500264 1s = 499736
BITSREAD = 1000000 0s = 500179 1s = 499821
BITSREAD = 1000000 0s = 500667 1s = 499333
BITSREAD = 1000000 0s = 500183 1s = 499817
BITSREAD = 1000000 0s = 500024 1s = 499976
BITSREAD = 1000000 0s = 500913 1s = 499087
BITSREAD = 1000000 0s = 500256 1s = 499744
BITSREAD = 1000000 0s = 500896 1s = 499104
BITSREAD = 1000000 0s = 498998 1s = 501002
BITSREAD = 1000000 0s = 499784 1s = 500216
BITSREAD = 1000000 0s = 499662 1s = 500338
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 499773 1s = 500227
BITSREAD = 1000000 0s = 499495 1s = 500505
BITSREAD = 1000000 0s = 499648 1s = 500352
BITSREAD = 1000000 0s = 500085 1s = 499915
BITSREAD = 1000000 0s = 500383 1s = 499617
BITSREAD = 1000000 0s = 499567 1s = 500433
BITSREAD = 1000000 0s = 499701 1s = 500299
BITSREAD = 1000000 0s = 498976 1s = 501024
BITSREAD = 1000000 0s = 498870 1s = 501130
BITSREAD = 1000000 0s = 499470 1s = 500530
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 499252 1s = 500748
BITSREAD = 1000000 0s = 500826 1s = 499174
BITSREAD = 1000000 0s = 499190 1s = 500810
BITSREAD = 1000000 0s = 500232 1s = 499768
BITSREAD = 1000000 0s = 500016 1s = 499984
BITSREAD = 1000000 0s = 500285 1s = 499715
BITSREAD = 1000000 0s = 500199 1s = 499801
BITSREAD = 1000000 0s = 500532 1s = 499468
BITSREAD = 1000000 0s = 500278 1s = 499722
BITSREAD = 1000000 0s = 499994 1s = 500006
BITSREAD = 1000000 0s = 499701 1s = 500299
BITSREAD = 1000000 0s = 499905 1s = 500095
BITSREAD = 1000000 0s = 499734 1s = 500266
BITSREAD = 1000000 0s = 500613 1s = 499387



BITSREAD = 1000000 0s = 499848 1s = 500152
BITSREAD = 1000000 0s = 499890 1s = 500110
BITSREAD = 1000000 0s = 499748 1s = 500252
BITSREAD = 1000000 0s = 500039 1s = 499961
BITSREAD = 1000000 0s = 501404 1s = 498596
BITSREAD = 1000000 0s = 500089 1s = 499911
BITSREAD = 1000000 0s = 500322 1s = 499678
BITSREAD = 1000000 0s = 499488 1s = 500512
BITSREAD = 1000000 0s = 500330 1s = 499670
BITSREAD = 1000000 0s = 499362 1s = 500638
BITSREAD = 1000000 0s = 500079 1s = 499921
BITSREAD = 1000000 0s = 499577 1s = 500423
BITSREAD = 1000000 0s = 500118 1s = 499882
BITSREAD = 1000000 0s = 500054 1s = 499946
BITSREAD = 1000000 0s = 498854 1s = 501146
BITSREAD = 1000000 0s = 500083 1s = 499917
BITSREAD = 1000000 0s = 499718 1s = 500282
BITSREAD = 1000000 0s = 499675 1s = 500325
BITSREAD = 1000000 0s = 499789 1s = 500211
BITSREAD = 1000000 0s = 500578 1s = 499422
BITSREAD = 1000000 0s = 499303 1s = 500697
BITSREAD = 1000000 0s = 499647 1s = 500353
BITSREAD = 1000000 0s = 499955 1s = 500045
BITSREAD = 1000000 0s = 499851 1s = 500149
BITSREAD = 1000000 0s = 499867 1s = 500133
BITSREAD = 1000000 0s = 499156 1s = 500844
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 500589 1s = 499411
BITSREAD = 1000000 0Os = 499463 1s = 500537
BITSREAD = 1000000 0s = 501050 1s = 498950
BITSREAD = 1000000 0s = 501092 1s = 498908
BITSREAD = 1000000 0s = 499626 1s = 500374
BITSREAD = 1000000 0s = 499247 1s = 500753
BITSREAD = 1000000 0s = 499838 1s = 500162
BITSREAD = 1000000 0s = 499051 1s = 500949
BITSREAD = 1000000 0s = 500420 1s = 499580
BITSREAD = 1000000 0s = 499343 1s = 500657
BITSREAD = 1000000 0s = 499169 1s = 500831
BITSREAD = 1000000 0s = 500237 1s = 499763
BITSREAD = 1000000 0s = 498994 1s = 501006
BITSREAD = 1000000 0s = 499541 1s = 500459
BITSREAD = 1000000 0s = 500054 1s = 499946
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 500387 1s = 499613
BITSREAD = 1000000 0s = 499327 1s = 500673
BITSREAD = 1000000 0s = 500839 1s = 499161



BITSREAD = 1000000 0s = 499792 1s = 500208
BITSREAD = 1000000 0s = 499584 1s = 500416
BITSREAD = 1000000 0s = 500057 1s = 499943
BITSREAD = 1000000 0s = 499683 1s = 500317
BITSREAD = 1000000 0s = 501458 1s = 498542
BITSREAD = 1000000 0s = 500288 1s = 499712
BITSREAD = 1000000 0s = 500262 1s = 499738
BITSREAD = 1000000 0s = 498888 1s = 501112
BITSREAD = 1000000 0s = 499719 1s = 500281
BITSREAD = 1000000 0s = 499998 1s = 500002
BITSREAD = 1000000 0s = 500785 1s = 499215
BITSREAD = 1000000 0s = 500531 1s = 499469
BITSREAD = 1000000 0s = 499661 1s = 500339
BITSREAD = 1000000 0s = 500412 1s = 499588
BITSREAD = 1000000 0s = 500094 1s = 499906
BITSREAD = 1000000 0s = 500992 1s = 499008
BITSREAD = 1000000 0s = 500217 1s = 499783
BITSREAD = 1000000 0s = 500127 1s = 499873
BITSREAD = 1000000 0s = 500308 1s = 499692
BITSREAD = 1000000 0s = 500716 1s = 499284
BITSREAD = 1000000 0s = 500341 1s = 499659
BITSREAD = 1000000 0s = 500878 1s = 499122
BITSREAD = 1000000 0s = 500079 1s = 499921
BITSREAD = 1000000 0s = 500697 1s = 499303
BITSREAD = 1000000 0s = 500198 1s = 499802
BITSREAD = 1000000 0s = 499429 1s = 500571
BITSREAD = 1000000 0s = 499937 1s = 500063
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0Os = 499386 1s = 500614
BITSREAD = 1000000 0s = 500739 1s = 499261
BITSREAD = 1000000 0s = 500781 1s = 499219
BITSREAD = 1000000 0s = 499258 1s = 500742
BITSREAD = 1000000 0s = 499848 1s = 500152
BITSREAD = 1000000 0s = 499593 1s = 500407
BITSREAD = 1000000 0s = 499398 1s = 500602
BITSREAD = 1000000 0s = 500390 1s = 499610
BITSREAD = 1000000 0s = 499867 1s = 500133
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 499694 1s = 500306
BITSREAD = 1000000 0s = 500391 1s = 499609
BITSREAD = 1000000 0s = 499704 1s = 500296
BITSREAD = 1000000 0s = 499693 1s = 500307
BITSREAD = 1000000 0s = 500935 1s = 499065
BITSREAD = 1000000 0s = 500441 1s = 499559
BITSREAD = 1000000 0s = 499841 1s = 500159
BITSREAD = 1000000 0s = 500462 1s = 499538



BITSREAD = 1000000 0s = 500054 1s = 499946
BITSREAD = 1000000 0s = 500048 1s = 499952
BITSREAD = 1000000 0s = 500247 1s = 499753
BITSREAD = 1000000 0s = 499468 1s = 500532
BITSREAD = 1000000 0s = 499694 1s = 500306
BITSREAD = 1000000 0s = 500088 1s = 499912
BITSREAD = 1000000 0s = 499980 1s = 500020
BITSREAD = 1000000 0s = 499451 1s = 500549
BITSREAD = 1000000 0s = 500607 1s = 499393
BITSREAD = 1000000 0s = 499807 1s = 500193
BITSREAD = 1000000 0s = 499338 1s = 500662
BITSREAD = 1000000 0s = 500501 1s = 499499
BITSREAD = 1000000 0s = 499647 1s = 500353
BITSREAD = 1000000 0s = 499561 1s = 500439
BITSREAD = 1000000 0s = 500327 1s = 499673
BITSREAD = 1000000 0s = 500731 1s = 499269
BITSREAD = 1000000 0s = 499890 1s = 500110
BITSREAD = 1000000 0s = 500033 1s = 499967
BITSREAD = 1000000 0s = 499091 1s = 500909
BITSREAD = 1000000 0s = 498606 1s = 501394
BITSREAD = 1000000 0s = 499084 1s = 500916
BITSREAD = 1000000 0s = 499427 1s = 500573
BITSREAD = 1000000 0s = 500244 1s = 499756
BITSREAD = 1000000 0s = 499847 1s = 500153
BITSREAD = 1000000 0s = 499937 1s = 500063
BITSREAD = 1000000 0s = 499802 1s = 500198
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 499671 1s = 500329
BITSREAD = 1000000 0s = 499933 1s = 500067
BITSREAD = 1000000 0s = 500996 1s = 499004
BITSREAD = 1000000 0s = 500522 1s = 499478
BITSREAD = 1000000 0s = 500215 1s = 499785
BITSREAD = 1000000 0s = 499250 1s = 500750
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500093 1s = 499907
BITSREAD = 1000000 0s = 499755 1s = 500245
BITSREAD = 1000000 0s = 500395 1s = 499605
BITSREAD = 1000000 0s = 500133 1s = 499867
BITSREAD = 1000000 0s = 499782 1s = 500218
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 0s = 499860 1s = 500140
BITSREAD = 1000000 0s = 500709 1s = 499291
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0Os = 498934 1s = 501066
BITSREAD = 1000000 0s = 500205 1s = 499795
BITSREAD = 1000000 0s = 499910 1s = 500090



BITSREAD = 1000000 0s = 500435 1s = 499565
BITSREAD = 1000000 0s = 499894 1s = 500106
BITSREAD = 1000000 0s = 499574 1s = 500426
BITSREAD = 1000000 0s = 500305 1s = 499695
BITSREAD = 1000000 0s = 499420 1s = 500580
BITSREAD = 1000000 0s = 500544 1s = 499456
BITSREAD = 1000000 0s = 500253 1s = 499747
BITSREAD = 1000000 0s = 500618 1s = 499382
BITSREAD = 1000000 0s = 499548 1s = 500452
BITSREAD = 1000000 0s = 500191 1s = 499809
BITSREAD = 1000000 0s = 500161 1s = 499839
BITSREAD = 1000000 0s = 500365 1s = 499635
BITSREAD = 1000000 0s = 499746 1s = 500254
BITSREAD = 1000000 0s = 499560 1s = 500440
BITSREAD = 1000000 0s = 499616 1s = 500384
BITSREAD = 1000000 0s = 500702 1s = 499298
BITSREAD = 1000000 0s = 499708 1s = 500292
BITSREAD = 1000000 0s = 499936 1s = 500064
BITSREAD = 1000000 0s = 500547 1s = 499453
BITSREAD = 1000000 0s = 499997 1s = 500003
BITSREAD = 1000000 0s = 500440 1s = 499560
BITSREAD = 1000000 0s = 500206 1s = 499794
BITSREAD = 1000000 0s = 499763 1s = 500237
BITSREAD = 1000000 0s = 499351 1s = 500649
BITSREAD = 1000000 0s = 500070 1s = 499930
BITSREAD = 1000000 0s = 499520 1s = 500480
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 500705 1s = 499295
BITSREAD = 1000000 0s = 500083 1s = 499917
BITSREAD = 1000000 0s = 500625 1s = 499375
BITSREAD = 1000000 0s = 499754 1s = 500246
BITSREAD = 1000000 0s = 499367 1s = 500633
BITSREAD = 1000000 0s = 499033 1s = 500967
BITSREAD = 1000000 0s = 500126 1s = 499874
BITSREAD = 1000000 0s = 500504 1s = 499496
BITSREAD = 1000000 0s = 499703 1s = 500297
BITSREAD = 1000000 0s = 500242 1s = 499758
BITSREAD = 1000000 0s = 500157 1s = 499843
BITSREAD = 1000000 0s = 500103 1s = 499897
BITSREAD = 1000000 0s = 499749 1s = 500251
BITSREAD = 1000000 0s = 500421 1s = 499579
BITSREAD = 1000000 0s = 499924 1s = 500076
BITSREAD = 1000000 0s = 500155 1s = 499845
BITSREAD = 1000000 0s = 499788 1s = 500212
BITSREAD = 1000000 0s = 500246 1s = 499754
BITSREAD = 1000000 0s = 498970 1s = 501030



BITSREAD = 1000000 0s = 499208 1s = 500792
BITSREAD = 1000000 0s = 499893 1s = 500107
BITSREAD = 1000000 0s = 499469 1s = 500531
BITSREAD = 1000000 0s = 499628 1s = 500372
BITSREAD = 1000000 0s = 500380 1s = 499620
BITSREAD = 1000000 0s = 499472 1s = 500528
BITSREAD = 1000000 0s = 500771 1s = 499229
BITSREAD = 1000000 0s = 500166 1s = 499834
BITSREAD = 1000000 0s = 500453 1s = 499547
BITSREAD = 1000000 0s = 500029 1s = 499971
BITSREAD = 1000000 0s = 500413 1s = 499587
BITSREAD = 1000000 0s = 499605 1s = 500395
BITSREAD = 1000000 0s = 499673 1s = 500327
BITSREAD = 1000000 0s = 499585 1s = 500415
BITSREAD = 1000000 0s = 499872 1s = 500128
BITSREAD = 1000000 0s = 500520 1s = 499480
BITSREAD = 1000000 0s = 500604 1s = 499396
BITSREAD = 1000000 0s = 500900 1s = 499100
BITSREAD = 1000000 0s = 499652 1s = 500348
BITSREAD = 1000000 0s = 500311 1s = 499689
BITSREAD = 1000000 0s = 500294 1s = 499706
BITSREAD = 1000000 0s = 500095 1s = 499905
BITSREAD = 1000000 0s = 500354 1s = 499646
BITSREAD = 1000000 0s = 500992 1s = 499008
BITSREAD = 1000000 0s = 499478 1s = 500522
BITSREAD = 1000000 0s = 500181 1s = 499819
BITSREAD = 1000000 0s = 500227 1s = 499773
BITSREAD = 1000000 0s = 500572 1s = 499428
BITSREAD = 1000000 0s = 501080 1s = 498920
BITSREAD = 1000000 0s = 499984 1s = 500016
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 499134 1s = 500866
BITSREAD = 1000000 0s = 500218 1s = 499782
BITSREAD = 1000000 0s = 499343 1s = 500657
BITSREAD = 1000000 0s = 499143 1s = 500857
BITSREAD = 1000000 0s = 500249 1s = 499751
BITSREAD = 1000000 0s = 499697 1s = 500303
BITSREAD = 1000000 0s = 500462 1s = 499538
BITSREAD = 1000000 0s = 499766 1s = 500234
BITSREAD = 1000000 0s = 500242 1s = 499758
BITSREAD = 1000000 0s = 500428 1s = 499572
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 500246 1s = 499754
BITSREAD = 1000000 0s = 500628 1s = 499372
BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 499944 1s = 500056



BITSREAD = 1000000 0Os = 499744 1s = 500256
BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 500037 1s = 499963
BITSREAD = 1000000 0s = 500479 1s = 499521
BITSREAD = 1000000 0s = 499861 1s = 500139
BITSREAD = 1000000 0s = 500317 1s = 499683
BITSREAD = 1000000 0s = 499682 1s = 500318
BITSREAD = 1000000 0s = 500569 1s = 499431
BITSREAD = 1000000 0s = 500261 1s = 499739
BITSREAD = 1000000 0s = 499317 1s = 500683
BITSREAD = 1000000 0s = 499412 1s = 500588
BITSREAD = 1000000 0s = 500003 1s = 499997
BITSREAD = 1000000 0s = 500092 1s = 499908
BITSREAD = 1000000 0s = 500313 1s = 499687
BITSREAD = 1000000 0s = 499610 1s = 500390
BITSREAD = 1000000 0s = 500714 1s = 499286
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 499796 1s = 500204
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 500901 1s = 499099
BITSREAD = 1000000 0s = 499807 1s = 500193
BITSREAD = 1000000 0s = 500358 1s = 499642
BITSREAD = 1000000 0s = 500437 1s = 499563
BITSREAD = 1000000 0Os = 499666 1s = 500334
BITSREAD = 1000000 0s = 500811 1s = 499189
BITSREAD = 1000000 0s = 500122 1s = 499878
BITSREAD = 1000000 0s = 500473 1s = 499527
BITSREAD = 1000000 0s = 500387 1s = 499613
BITSREAD = 1000000 0s = 499053 1s = 500947
BITSREAD = 1000000 0s = 500929 1s = 499071
BITSREAD = 1000000 0s = 499931 1s = 500069
BITSREAD = 1000000 0s = 499981 1s = 500019
BITSREAD = 1000000 0s = 500135 1s = 499865
BITSREAD = 1000000 0s = 499314 1s = 500686
BITSREAD = 1000000 0s = 500003 1s = 499997
BITSREAD = 1000000 0s = 500104 1s = 499896
BITSREAD = 1000000 0s = 500229 1s = 499771
BITSREAD = 1000000 0s = 500059 1s = 499941
BITSREAD = 1000000 0s = 500641 1s = 499359
BITSREAD = 1000000 0s = 499576 1s = 500424
BITSREAD = 1000000 0s = 500296 1s = 499704
BITSREAD = 1000000 0s = 500279 1s = 499721
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 500045 1s = 499955
BITSREAD = 1000000 0s = 499615 1s = 500385
BITSREAD = 1000000 0s = 499588 1s = 500412



BITSREAD = 1000000 0s = 500642 1s = 499358
BITSREAD = 1000000 0s = 499477 1s = 500523
BITSREAD = 1000000 0s = 500103 1s = 499897
BITSREAD = 1000000 0s = 500768 1s = 499232
BITSREAD = 1000000 0s = 500205 1s = 499795
BITSREAD = 1000000 0s = 499921 1s = 500079
BITSREAD = 1000000 0s = 499597 1s = 500403
BITSREAD = 1000000 0s = 500130 1s = 499870
BITSREAD = 1000000 0s = 499606 1s = 500394
BITSREAD = 1000000 0s = 499623 1s = 500377
BITSREAD = 1000000 0s = 500357 1s = 499643
BITSREAD = 1000000 0s = 499878 1s = 500122
BITSREAD = 1000000 0s = 501174 1s = 498826
BITSREAD = 1000000 0s = 499334 1s = 500666
BITSREAD = 1000000 0s = 499960 1s = 500040
BITSREAD = 1000000 0s = 499875 1s = 500125
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 0s = 499897 1s = 500103
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 500194 1s = 499806
BITSREAD = 1000000 0s = 500022 1s = 499978
BITSREAD = 1000000 0s = 499635 1s = 500365
BITSREAD = 1000000 0s = 500359 1s = 499641
BITSREAD = 1000000 0s = 499798 1s = 500202
BITSREAD = 1000000 0s = 498952 1s = 501048
BITSREAD = 1000000 0s = 499295 1s = 500705
BITSREAD = 1000000 0s = 499813 1s = 500187
BITSREAD = 1000000 0s = 500382 1s = 499618
BITSREAD = 1000000 0s = 500135 1s = 499865
BITSREAD = 1000000 0s = 499104 1s = 500896
BITSREAD = 1000000 0s = 500055 1s = 499945
BITSREAD = 1000000 0s = 500239 1s = 499761
BITSREAD = 1000000 0s = 499683 1s = 500317
BITSREAD = 1000000 0s = 500061 1s = 499939
BITSREAD = 1000000 0s = 499848 1s = 500152
BITSREAD = 1000000 0s = 499728 1s = 500272
BITSREAD = 1000000 0s = 499832 1s = 500168
BITSREAD = 1000000 0s = 499282 1s = 500718
BITSREAD = 1000000 0s = 499156 1s = 500844
BITSREAD = 1000000 0s = 500115 1s = 499885
BITSREAD = 1000000 0s = 500310 1s = 499690
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 499376 1s = 500624
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 500496 1s = 499504
BITSREAD = 1000000 0s = 501068 1s = 498932



BITSREAD = 1000000 0Os = 499646 1s = 500354
BITSREAD = 1000000 0s = 500349 1s = 499651
BITSREAD = 1000000 0s = 499836 1s = 500164
BITSREAD = 1000000 0s = 500187 1s = 499813
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 500182 1s = 499818
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 500873 1s = 499127
BITSREAD = 1000000 0s = 499001 1s = 500999
BITSREAD = 1000000 0s = 500331 1s = 499669
BITSREAD = 1000000 0s = 500561 1s = 499439
BITSREAD = 1000000 0s = 500501 1s = 499499
BITSREAD = 1000000 0s = 499474 1s = 500526
BITSREAD = 1000000 0s = 500365 1s = 499635
BITSREAD = 1000000 0Os = 499254 1s = 500746
BITSREAD = 1000000 0s = 500647 1s = 499353
BITSREAD = 1000000 0s = 500745 1s = 499255
BITSREAD = 1000000 0s = 500375 1s = 499625
BITSREAD = 1000000 0s = 499599 1s = 500401
BITSREAD = 1000000 0s = 500221 1s = 499779
BITSREAD = 1000000 0s = 499172 1s = 500828
BITSREAD = 1000000 0s = 500165 1s = 499835
BITSREAD = 1000000 0s = 500095 1s = 499905
BITSREAD = 1000000 0Os = 499853 1s = 500147
BITSREAD = 1000000 0s = 500438 1s = 499562
BITSREAD = 1000000 0s = 500410 1s = 499590
BITSREAD = 1000000 0s = 499510 1s = 500490
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 499516 1s = 500484
BITSREAD = 1000000 0s = 500461 1s = 499539
BITSREAD = 1000000 0s = 499874 1s = 500126
BITSREAD = 1000000 0s = 500818 1s = 499182
BITSREAD = 1000000 0s = 499837 1s = 500163
BITSREAD = 1000000 0s = 499859 1s = 500141
BITSREAD = 1000000 0s = 500215 1s = 499785
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 500396 1s = 499604
BITSREAD = 1000000 0s = 499891 1s = 500109
BITSREAD = 1000000 0s = 500663 1s = 499337
BITSREAD = 1000000 0s = 499619 1s = 500381
BITSREAD = 1000000 0s = 500105 1s = 499895
BITSREAD = 1000000 0s = 500419 1s = 499581
BITSREAD = 1000000 0s = 500973 1s = 499027
BITSREAD = 1000000 0s = 499355 1s = 500645
BITSREAD = 1000000 0s = 499593 1s = 500407
BITSREAD = 1000000 0Os = 499484 1s = 500516



BITSREAD = 1000000 0s = 500746 1s = 499254
BITSREAD = 1000000 0s = 500275 1s = 499725
BITSREAD = 1000000 0s = 499886 1s = 500114
BITSREAD = 1000000 0s = 500562 1s = 499438
BITSREAD = 1000000 0s = 499709 1s = 500291
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 500006 1s = 499994
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