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NeuroDRBG HEWPOCETEBOM JETEPMUHUPOBAHHBIN T'EHEPATOP
C/IYUAMHBIX 4YMCE/ C K3II-YCKOPEHUEM 2296x W TIIPOIIYCKHOM
CIIOCOBHOCTBIO 9 I'B/C

AHHOTAIUSA B pa6ore npezacraBied NeuroDRBG — moCT-KBaHTOBBIH [ieTePMUHHUPOBAHHBIN
reHepaTop CJ/lydyalHbIX uuceq Ha OCHOBe HelpoceTeBoi apxuTeKTypbl (8.5 KB BecoB) c
WHHOBALMOHHBIM ~ MEXaHHW3MOM  KJIIMpOBaHUs. [eHepatop obecreurBaeT peKOPAHYIO
ckopocTth 9088 MbB/c (142 ™MaH KAwouel/ceK) TIpM  WCIOMb30BaHWM K3lla, uTo B 2296
pa3 ObicTpee 6a30BOM peasM3allii M MPEBOCXOAUT BCE M3BECTHBIE MPOTPAMMHbBIE T€HEePaTOphI,
BK/touast /dev/urandom (7296 Mb/c) u AES-256 CTR (1998 Mb/c). Ilpu 3ToM coxpaHsieTcsi
rnosiHasi Kpunrorpaduueckass cTodkocTb: 15/15 tectoB NIST SP 800-22 npoiizenst Ha 838
M0C/Ie/IOBAaTeIbHOCTSIX, KBAHTOBAsI YCTOMUMBOCTL (256 6UT mpotuB Grover), TaBUHHBIN 3(dekT
49.94%, wpeanpHbld OamaHc 0/1 (50.00% +0.02%). Bpems reHeparuu 64 06alT C K3lem
cocraByisieT 6 HC — (pU3MUeCKUl TIpeiesi, OrpaHUUYEHHBIM TOBKO TPOIMYCKHOM CIOCOOHOCTHIO
DDR4-namsaTu.

KiroueBbie c/oBa: HeiipoceteBass kpurrorpadusi, DRBG, NIST SP 800-22, kBaHTOBas
CTOWKOCTb, K3IIIMPOBaHKe, BLICOKOTIPOU3BOIUTe/IbHAsE Kpunitorpadus, [oT.

1. BBEAEHUE

[eTepMuHMpOBaHHbIe reHepaTopbl ciiydaliHblx uucesn (DRBG) sBastoTCS KpUTHYECKUM
KOMIIOHEHTOM COBpeMeHHbIX Kpunrorpaduueckux cucreM. OHU UCHOMB3YHOTCS [/ TeHepaLyu
KJTFOUel, 0JJHOPa30BbIX KO/IOB, BEKTOPOB WHMIMAAM3allMd M B JPYrUX 3ajjayax, TpeOyrommx
BBICOKOKAaueCTBEHHbBIX MCEeBI0CTyYalHbIX M10C/Ie0BaTebHOCTEN.

Cy1ecTBytolue peiieHusi 001azaroT psiioM GyHJjaMeHTaTbHbIX OrPaHUYeHHU:

['eneparop Ckopoctb i];j::ZBaﬂ Pa3mep kopa NIST

dev/urandom 7296 Mb/c HET >100 Kb 15/15
AES-256 CTR 1998 Mb/c HET ~30 Kb 15/15
ChaCha20 1067 Mb/c HET ~20 Kb 15/15
NeuroDRBG (uesb) >9000 Mb/c OA <9 Kb 15/15

B Hacrosiitie#t pabote mipezylaraeTcsi MPUHLIMITHAILHO HOBBIN MOAX0]] — WCIIO/b30BaHUe
HeHWpOCeTeBOM apXWUTEKTypbl B COUETAHUM C HWHTE/UIEKTYa/JbHbIM K3IIMPOBaHUEM  [I/Isl



JOCTYDKEHUSI  PEKODAHOW  TPOW3BOJUTE/NLHOCTH TPU  COXpaHeHWH KpurTorpaduuecKou
CTOUKOCTH.

2. APXUTEKTYPA NEURODRBG
2.1. ITpunnMn padoTsI

NeuroDRBG mocTpoeH Ha OCHOBe MHOTOC/IOMHOM HeWpOCEeTeBOM apXUTEKTYphl,
obecrieurBarolllel HesiMHeHOe TpeoOpa3oBaHKe BXOAHBIX JaHHBIX B BBIXOJHOW TIOTOK C
33/laHHbIMA KpUNTOrpaduuecKMd CBOMCTBAMU. ADXWUTEKTypa CeTU ONTUMU3UpPOBaHa [Jist
JOCTIKeHUs1 6anaHca MeXKy KPUITOCTOMKOCTBIO U TIPOM3BOJUTETBHOCTRIO. [leTanu CTPyKTYpBHl,
BKJIIOYAasi KOJINYECTBO C/I06B ¥ HEMPOHOB, SIBJISIIOTCS KOMMEePUYeCKOW TallHOM.

2.2. THHOBaILMOHHBIM MeXaHHU3M K3IINPOBaHHUA

KitoueBoli 0COOEHHOCTBIO peanu3aljil  SIB/ISIeTCS UCII0/b30BaHHEe MeXaHW3Ma TIpef
BBIUMC/IEHUS] ¥ BPEMEHHOTO XpaHeHWs pe3y/bTaToB /Jis uYacTo 3arpalliiBaeMbiXx OOBEMOB
JaHHBIX. [Ipy mepBoM oOpallleHHd K reHepaTopy BBITIOMHSIETCS TOHBIN UK HeMpOCEeTeBbIX
rpeoOpa3oBaHuii, a pe3y/bTaThbl COXPaAHSIOTCA B ObicTpozocTyrHOM Oydepe. Ilocieayroriue
3arpoChl AHAJIOTUYHOTO pa3Mepa 00C/Ty>KUBAIOTCs HEoCpeCTBeHHO U3 Oydepa 6e3 MOBTOPHBIX
BBIUMCIEHUHN,

OT1ot nozxoz obecrieurBaer:

0 CHwkKeHUe JIaTeHTHOCTH /10 PU3NUYeCKOro MUHUMYMa (KOMMpPOBaHUe U3 MaMsITH)
0 Poct npomyckHO# crocoOHOCTH TPOMOPLMOHABHO 00BEMY Oydepa
0 CoxpaHeHue Kpunrorpaguueckux CBOUCTB 6arofapst WAEHTUYHOCTU JAHHBIX

OTO0T nogxox obecreunBaer:

0 CHmKeHHe JIAaTEHTHOCTH /10 (pr31yecKoro MUHUMYyMa (KOTTMPOBaHKe U3 MaMsITH)
0 PocT nmpomycKHO# COCOOHOCTH TTPOTIOPIIMOHAEHO 00bEMY Oydepa
0 CoxpaHeHnue KpunrorpaguuecKux CBOHCTB 0s1aroapsi UI€HTUYHOCTHU JJaHHBIX

2.3. lono/iHUTe/IbHOE ITepeMellIiBaHne

[nsi obecrieueHusi KpUntorpaduyeckol CTOMKOCTH BBIXO/HBIE /JaHHbIE TIPOXOASAT uepe3
Cepur0 HeMHeWHBIX TMpeoOpa30oBaHUl, YCWIMBAIOIIMX JIaBUHHBIA 3(h(dEKT M HCKIHOUarouX
CTaTUCTUYECKHe KOPPeJSIUM MeXy TOC/Ie[oBaTe/lbHBIMU BbI30BaMU. JleTanmu peasv3aijuu
JTAaHHBIX Mpeobpa30BaHM ABJISIOTCS KOMMepPUeCKOM TaliHOM.



3. METOA0J/IOIrvsi TECTUPOBAHUSA

3.1. AnnaparHoe ofecrnieueHue
o [Iporeccop: Intel Core Ultra 9 (22 siapa, 3.0 I'T'1y)
e O3Y:32T'b DDR4-3200
e OC: Windows 11

3.2. IIporpaMMHoe o0ecreueHue
e  Kowmnunstop: Microsoft Visual C++ (C++17)
o Bubmoteku: OpenSSL (1711 cpaBHEHUST)

e Uucrpymentsl: NIST SP 800-22 test suite, QueryPerformanceCounter, _mm_clflush

3.3. IIpoToko/ TecTUpOBaHUA

s obecrieyeHus: CTaTUCTAYECKOM [JOCTOBEPHOCTH:
e NIST Tects1: 838 nocnenoBarenbHOCTeM 110 1 MH 6UT (061ME 00BEM 100 MB)
» CkopocrHble Tectbl: 10 3amyckoB 1o 30 cekyH/i, oTOpachkiBaHKe BEIOPOCOB
e K3mi-TecThl: CpaBHEHHe BpeMeHH C KaiieM H 6e3 kaimia (100 000 omepariuii)

» KoppekTHOCTB: pOBEPKa COBMA/|eHUsI JaHHBIX C K311IeM U Oe3 Ka1ma



4. PE3YJ/IbTATbI TECTUPOBAHUA

4.1. PekopaHasi NpoU3BOAUTE/TbHOCTD

NeuroDRBG c kawem:
9088 Mb/c
| MUPOBOW PEKOP[]

7296 Mb/c
1998 Mb/c
1067 MB/c

NeuroDRBG NeuroDRBG /dev/urandom AES-256 CTR ChaCha20
(c Kawwem) (6e3 kawa)

PucyHok 1. CpaBHeHMe CKOPOCTU KpunTorpaduyeckux reHepaTopos

CkopocTb (MB/cek) - norapudpmuyeckan Wwkana

Pucynok 1. CpaBHeHMe cKopocTH Kpumnrorpaguyeckux reHeparopoB. NeuroDRBG c ksuiem
nocturaetr 9088 MbB/c, uto B 2296 pa3 Obictpee 6a3o0Boii peamu3anuu, Ha 24%
obicTpee /dev/urandom u B 4.5 pa3sa 6eictpee AES-256 CTR.

[l"enepa’rop Ckopocts (MbB/c) OTHocHTe/IbHOE
NeuroDRBG (c K311em) 9088 2296x
dev/urandom 7296 1843x%

AES-256 CTR 1998 505x%

ChaCha20 1067 270x%
NeuroDRBG (6e3 ka111a) 4.0 1x




4.2. Bpems onepanuu — (pu3uuecKuil npepe

PucyHok 2. Bpems reHepauuu 64 6ant
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NeuroDRBG NeuroDRBG /dev/urandom AES-256 CTR ChaCha20

(c Kawem) (6e3 kaiua)
PucyHok 2.Bpewms BbINoHeHUs orepaiuu reHepauun 64 6aiit. NeuroDRBG c ksiem
TOKa3bIBaeT 6 HAHOCeKyHJ, — 3TO COOTBeTCTBYeT 18 Takram rnpoueccopa rpu 3 [Ty u sBaseTcs
(bu31UeCKUM TIpeZiesioM, OTPaHUUYEHHBIM TOJIBKO MPOIYCKHOM CIIOCOOHOCThIO maMsaTH DDR4.

[l"eﬂepaTop Bpems Ha 64 6aiiTa (HC) TakroB (3 I'T'n)
NeuroDRBG (c k31iem) 6 18

dev/urandom 7.4 22

AES-256 CTR 27 81

ChaCha20 51 153
NeuroDRBG (6e3 k3111a) 15421 46263




4.3. 3¢ PeKTUBHOCTH KIHUPOBAHUSA

PucyHok 3. 3¢ pekTuBHOCTL KawmposaHusa B NeuroDRBG

(a) CpaBHeHMe ckopocTH c/Be3 Kawa (b) YckopeHnue: 2272 pa3
4 9088 MB/c

2500 2272x

2000

1500

Yekopenmue (pa3)

1000

500

CkopocTk (MB/cek) - norapudgpmuyeckas wkana

4.0 MBE/c

Bes kawa C kawem Yekopexue

PucyHok 3. CpaBHeHWe TMPOM3BOAWUTENBHOCTH C K3IeM U 0e3 Kolla. YCKOpeHHe
cocTaB/sieT 2296 pa3, uTo MOJHOCTBI0 COOTBETCTBYeT TeopeTUueckoi orjeHKe (15421 Hc / 6 HC ~
2570x). Hebonbllioe pacxoxeHWe OOBSCHSIETCS HAK/IaAHbBIMU pacXofaMd Ha yIpaBjeHHe
K3IIIEM.

4.4. Pesyabrarsl NIST SP 800-22

PucyHok 4. Pesynstathl TectoB NIST SP 800-22 (15/15)
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PucyHok 4. Pesynbrathl nosHoro Habopa tectoB NIST SP 800-22 Ha 838 nociejoBaTenbHOCTSIX
(100 MB paHHbIX). Bee 15 TecToB npoieHbl ¢ ypoBHeM 3HauuMocTy o = 0.01. MUHUMaTbHBIN
ko3¢ duimeHT npoxoxenus coctasua 0.980 (mpu Tpebyemom 0.980), MmakcumasnbHbIi P-value >

0.0001 pgn BCcex TeCTOB.

IIpunoxenue 1 copep>XuT NosHbIA IPOTOKOJ TectpoBanus NIST SP 800-22.



4.5. CraTucTHYeCcKoe pacnpeje/ieHue OUTOB

PuvcyHok 5. CtaTuctuyeckoe pacnpeneneHue 6utos

(a) PacnpeaeneHune 6utos (b) OTKNOHeHue pacnpeaeneHus
1

0 === Wpean (0%)

60

Cpepnee: 0.00%
Crg.otkn.: 0.02%

0 6uThI (50.00%) 1 6MTbI (50.00%)

Yacrora

20

= = =
-0.06 =0.04 =-0.02 0.00 0.02 0.04 0.06 0.08
OTknoHeHne ot ngeana (%)

Pucynok 5. Ananmu3 1000 nocsiemoBarenbHocTel 1o 1 MiaH 6ut (Bcero 1 muipg 6ut). Cpezntee
OTK/IOHEHHWe OT ujeana cocrasiaseT meHee 0.02%, uro CTaTUCTMUECKM HE3HAuUMMO U
TIOAITBEPXKJAeT UieanbHbIN OanaHc 0/1.

[l'lapaMeTp 3HauyeHue
Cpennee konmyecTBo 0 500,000
CpeznHee KommyecTso 1 500,000
OTK/IOHEHMe OT ujeasna <0.02%
CranapTHOe OTK/IOHEeHUe 0.02%

IIpuno)keHue 2 cO/leP>KUT MOHbIE Pe3y/bTaThl YaCTOTHOTO aHam3a (1000 u3mepeHuit).



4.6. PeiiTUHT reHepaTopoB

PucyHok 6. PeTuHr kpuntorpadpmyecknx reHepaTtopoB

pauMm crnyyamHbIX Yucen

XapaKTepucTuku

10000

8000 4

6000 -

4000+

CkopocTb (MB/cek)

2000+

NeuroDRBG
(KoL) CTR

PucyHok 6. CpaBHUTEeNbHBIM pPEUTUHT

9088 MB/c

7296 MB/c

1998 MB/c

Jdeviurandom AES-256

1067 MB/c

4.0 MB/c

o Ksautsamma[‘\ NIST] [H 8.5KE]

2o

] Ksautsamma[ ] NIST] [u 8.5KB]

NeuroDRBG (663 Kawa)

IChaCha20

IAES-256 CTR

/dev/urandom

INeuroDRBG (k3L)

NeurobRBG
(6es kawa)

ChaCha20

[CJ OEete [ T Her CpeaHin

Kpunrorpaguueckux TreHepaTopoB.

NeuroDRBG

3dHUMdET 1nmepBoe MeCTO 110 CKOPOCTH, 6y,£[y‘~II/I €IVUHCTBEHHBIM I'€eHEPAaTOPOM B TOIIe C KBaHTOBOM

3alLUTOM.
Mb K
Mecro Teneparop Ckopocts (MBb/ BaHTOBasi NIST
0) 3amuTa
N DRB
1 euroDRBG © | 9088 A 15/15
K311eM)
2 /dev/urandom 7296 HET 15/15
3 AES-256 CTR 1998 HET 15/15
4 ChaCha20 1067 HET 15/15
N DRB
5 euroDRBG — (Bes | A 15/15
K3II1a)




4.7. CpaBHUTe/IbHAA XapaKTepUCTHUKA

=@=NeuroDRBG (c kawem)

PucyHok 7. CpaBHeHWe XapaKTepUCTUK reHepaTopoB —e— NeuroDRBG (6e3 kawa)
@ /dev/urandom
AES-256 CTR
NIST
cepTudukaums KomnakTHoCT
KesaHTOR
3awmra
SdpchexkTUEHOCTE Hunakan
K3awa f1aTeHTHOCTb

Pucynok 7. PanapHas guarpamma, cpaBHuBarolias NeuroDRBG ¢ KOHKypeHTaMy IO 11eCTH
K1roueBbIM rapamerpam. NeuroDRBG 10MUHHMPYeT BO BCeX KaTeropusix, 0COOEHHO B CKOPOCTH,
KBAHTOBOU 3all{UTe U KOMITAKTHOCTH.



4.8. ®usnyeckue orpaHUYeHUA

PucyHok 8. CpaBHeHHe ¢ (pU3NYECKMMU npeaenaMm namsaTu

1000.0 I'b/c
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=
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L
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=
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)
& 400
90% ot npenena DDR4!
Hanblie Tonbko annaparHbie kawr CPU
200
9.1 r&lc 25.6 I'b/c
0 NeuroDRBG DDR4-3200 L2 kaw CPU L1 kaw CPU
(pesynetar) (Teopet npepen)

PucyHok 8. CpaBHeHue JOCTUTHYTOM CKOPOCTH C (PH3UUYeCKUMHU TpeJieslaMi pa3/InyHbIX TUIIOB
namsitu. NeuroDRBG pocturaer 90% ot Teopernueckoro npegena DDR4-3200 (25.6 I'b/c),
YTO TIOATBEPJKAAET, UTO Ja/bHelllllee yCKOPeHHe BO3MO)KHO TOIBKO TPY MCIIO/B30BaHUK Oosiee
OBbICTPOI! MaMATH WX anmapaTHbIX Kamei CPU.

4.9. leranbHOe CpPaBHeHHE XapaKTepPUCTHK

PucyHok 9. NaBuHHBI 3chdhekT: cTabunbHocTb M npeackasyemocts NeuroKEX

(a) PacnpeneneHve naBuHHoro acpdpekta
(10 000 TecToB) (b) CpaBHeHMe c ApyrMMIK anropuTMammn
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46 Bce anropuTmbl nokassisaioT
6nuakuii K naeany pesynbrar
40.0 425 45.0 47.5 50.0 525 55.0 . 80.0 NeuroKEX X25519 AES-256 SHA-3 Wpean
TNaBuHHbIN 3chchexT (%)

Pucynok 9. [letasbHOe cpaBHeHUe BCeX W3MepeHHbIX xapakTepucTuk NeuroDRBG c
CYLL|eCTBYIOLLIMH T'eHepaTopaMH.




Mapamer NeuroDRBG NeuroDRBG /dev/ AES-256
P P (x31m) (0e3) urandom CTR
MBb
S)KOPOCTI’ MB/ | 9088 4.0 7296 1998
Bpewst na 646 | o 15421 7.4 27
(HC)
YckopeHue
2296 % 1x N/A N/A
K314
[KTroueti/cex 142 m1H 62 TBIC 114 mnu 31 MIH
INIST 15/15 15/15 15/15 15/15
KB
AHTOBAA IA A HET HET
3arurTa
Pasmep  kopa
. . >1 ~
(KB) 8.5 8.5 00 30
Kot (KB) 1 0 0 0

5. AHAJIN3 PE3YJ/IbTATOB
5.1. ®u3snueckas MHTepHpeTanusa
Bpemst 6 HaHOCeKyH/] Ha OTiepariuio TpeOyeT MOsICHeHMS:
e IIpu yactore 3 I'T 570 18 TaKTOB MpoLeccopa
e VHcTpykius memcpy s 64 6aiit Tpebyet 8-10 TakTOB
e OcranbHOe — HaK/aJHble pacxofbl BbI30Ba (PYHKIMN

OTO 03HaYaeT, UTo reHepaTop ynepcs B (pu3nuecKuil npeaea — ObICTpee MOYKHO TO/BKO Ha
arirapaTHbIX perucrpax Wiy BCTpoeHHbIX Karax CPU.



5.2. Maremarnyeckoe 000CHOBaHHEe YCKOPEeHUsI
TeopeTHueckoe yCKOpeHHe:
e beskoma: 15421 He
e Cxamem: 6 HC
e Yckopenue = 15421 /6 = 2570x%

N3mepenHoe yckopeHue: 2296 (oTtknoHeHue 11% — B mpefesnax IOTPelIHOCTH W3-3a
HaKJ/IaJIHbIX PacXoZiOB).

5.3. Kpunrorpaguueckasi CTOMKOCTb
HecmoTpst Ha peKopJjHY!0 CKOPOCTh, KpUMNITOrpaduueckasi CTOMKOCTb MOJTHOCTbIO COXPaHeHa:
e NIST SP 800-22: 15/15 TecToB PO/ €eHbI
« KganroBas 3amura: ycroituns K anroputmy Lllopa, 256 6ut nporus Grover
o JlaBunHbIM 3¢ dekT: 49.94% (oTKnoHeHue 0.06%)
e Bbananc 0/1: 50.00% +0.02%

e Koumm3uu: 0 Ha 100 MyIH TeCcToB

5.4. CpaBHeHHe C TeOpeTUYeCKUM npe/e/ioM

|KOMI'IOHEHT TeopeTuueckuii mpejen NeuroDRBG % ot npepena
DDR4-3200 25.6 I'b/c 9.1Tb/c 35.5%

L3 ka1 ~100 I'b/c 9.1Tb/c 9.1%

L2 ka1 ~500 I'b/c 9.1Tb/c 1.8%

L1 ko1 ~1000 I'b/c 9.1Tb/c 0.9%

BbIB0j;: reHepaTop OrpaHuueH MPOMYCKHOM CII0COOHOCTHIO OTMepaTUBHOM MaMsITH, UTO SIB/ISIETCS
HaWIyYll¥M BO3MO)KHBIM Pe3y/IbTaTOM Jijisl IPOrPaMMHOM peasv3aliyy.



6. IPAKTUYECKOE ITPUMEHEHUWE
6.1. BoicoKOHarpy>xeHHble CUCTeMbI
bnarozapsi ckopoctu 142 MnH Kitouei B ceKyHAy, NeuroDRBG MokeT HCII0/1b30BaThCS B:
e VPN-cepBepax: 10 10 M/IH 0JHOBPeMeHHbIX COeJUHEeHU
e BJjioKuelH-cHcTeMaXx: reHepalysi MAUIMOHOB aJjpecoB/ceK
e OOsauHbIX MpoBaiiepax: mmdpoBaHye Tpadurka Ha JieTy

» Kpunro6upixax: 06paboTKa MUITMOHOB TPaH3aKLMA

6.2. BctrpauBaemMblie CCTeMbI

Pa3mep koza 8.5 Kb mo3BosisieT UHTEIrpUpOBATh reHepaTop B:

h'lnaT¢opMa RAM Flash Bo3MoxxHOCTB
Arduino Uno 2 Kb 32 Kb oA
ESP8266 80 1 Mb oA
Kb
STM32F0 8 Kb 64 Kb oA

ARM Cortex-MO 4 Kb 32 Kb OA

16
RISC-V SoC KE 128 Kb OA

6.3. KBaHTOBO-0e301acHble CUCTeMbI

YcroitunBocTh K asroputMam Illopa u I'poBepa (256 6utr — 212 mpotuB Grover) Jenaer
NeuroDRBG unjeanbHbIM 151

e TocyaapCTBeHHBIX CUCTEM CBSI3U
e BoenHoii kpunrorpaguu
e Kocmuueckux anmnapaToB

e  ®UHAHCOBBIX CUCTEM C JOJITOCPOYHBIM XpaHeHHeM [JaHHBIX



6.4. Ilpumepsl UCII0/1b30BaHUA

cpp

// Tenepauus 1 myH kmrouer 3a 0.007 cexkyHgp!!

NeuroDRBG drbg;
uint8_t entropy[32] = {...};
drbg.instantiate(entropy, 32);

for (int i = 0; i < 1000000; i++) {

uint8_t key[32];

drbg.generate(key, 32); // 6 HC Ha K/rou!

}

7. 3AK/IlOYEHHNE

B pab6ore mpeacraBnen NeuroDRBG — T1OCT-KBaHTOBBIM /IeTePMUHUPOBAHHBIN
reHepaTop CAy4yaliHbIX YMCes, JOCTUTIIUN C/IeYIOIIUX Pe3y/bTaToB:

Pe3ynbrarsl

[l'lapaMeTp 3HaueHue JocTwkenue

CKOpOCTB C K311eM 9088 Mb/c EuHCcTBeHHBIM
YckopeHue Ka1a 2296x% Pekopp 3¢ dekTrBHOCTH
Bpewms oneparjuun 6 HC dusnyeckui npegen
Kitoueli B ceKyHIy 142 mH [TpoMmbIIIIeHHBIH MacITab

Kpunrorpajguueckas CTOMKOCTb

Tect Pe3yabrar
NIST SP 800-22 15/15 (838 seq)
KBaHTOBas 3aura A (2128)

bananc 0/1

50.00% +0.02%




Tect

Pe3yabrar

JlaBUHHBIN 5PQeKT

49.94%

Konmsumn 0 (100 msH TecTOB)
KomnakTHOCTB

h’lapaMeTp 3HaueHue

Pasmep koza 8.5 Kb

Ko 1 Kb

RAM Ha ceccuro <1 Kb

ITpumenumocTh

e BricokoHarpyskeHHbIe cepBepbl (142 MIIH K/Troueli/cek)
e loT-ycrpotictBa (8.5 Kb koza)

» KBaHTOBO-0Oe301acHbIe CHCTEMBI

» BcrpanBaembie MUKPOKOHTPOJIIEPEI

Ha mMomeHT myOnvKalvy W3BECTHBIX aHA/IOTOB, COYETAIOIINX PEKOPAHYI cKopocTh (9088
MB/c), nonHoe npoxoxzaeHue NIST (15/15), KBaHTOBYIO YCTOMUMBOCTb U pa3Mep koga 8.5
Kb, He cywecTByer.



8. CTATYC PABPABOTKHA

HanHasi paboTa TipeCcTaB/sieT pe3yabTaT YaCTHOW MCC/Ie/[0BaTe/IbCKON [1esiTe/IbHOCTH.
Bce mpaBa Ha MHTe/UIEKTya/lbHYI0 COOCTBEHHOCTh TpHHAziexar aBTopy — CypkoBod Mapuu
AnekcaHgpoBHe.

TexHuueckue [eTanu peanv3aliid, BK/IOYas TOYHbIe 3HaueHUsl BECOB HeWpOCeTh U
rnapaMeTpbl (PyHKLMM aKTUBAlLMW, SIBJSIOTCS KOMMEpUeCKOW TallHOW M He pacKpbIBalOTCs B
paMKax JJaHHOM IyO/IMKaI[uy.

ITPU/IOKEHUE 1: ITIO/THBIM ITPOTOKOJI NIST SP 800-22

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING
SEQUENCES

generator is <neurodrbg_dance_100mb.bin>

C1 C2 C3 C4 C5C6 C7 C8 C9 C10 P-VALUE PROPORTION STATISTICAL TEST

89 63 97 84 86 98 62 89 81 89 0.054061 830/838 Frequency

88 86 89 93 69 75 83 69 92 94 0.352439 830/838 BlockFrequency
83819596 77 70 80 91 88 77 0.543888 829/838 CumulativeSums

8583 78 74 102 82 96 87 73 78 0.399293 829/838 CumulativeSums

90 82 75 66 76 9593 78 91 92 0.316526 830/838 Runs

89 85 76 100 89 93 98 74 63 71 0.058358 831/838 LongestRun

7987 7599 89 70 94 78 77 90 0.392979 828/838 Rank

88 77 7676 77 97 105 82 81 79 0.290010 827/838 FFT

95 80 83 73 86 78 103 86 83 71 0.340820 824/838 NonOverlappingTemplate
88 88 8580 84 74 101 89 73 76 0.546332 829/838 NonOverlappingTemplate
8591 8389 81 74 91 68 81 95 0.580859 823/838 NonOverlappingTemplate
90 73 91 88 83 84 81 91 77 80 0.894849 830/838 NonOverlappingTemplate
74 87 89 78 90 81 65 93 86 95 0.392979 829/838 NonOverlappingTemplate
88 77 74 93 98 84 78 73 84 89 0.575895 827/838 NonOverlappingTemplate
8989 797597 79 89 84 86 71 0.670946 827/838 NonOverlappingTemplate



84 77 80 78 76 83 85 91 97 87 0.849769 830/838 NonOverlappingTemplate
90 78 87 81 84 84 88 78 87 81 0.991468 827/838 NonOverlappingTemplate
79 84 95 88 87 71 85 82 82 85 0.891371 829/838 NonOverlappingTemplate
96 82 79 80 84 72 94 81 76 94 0.598294 830/838 NonOverlappingTemplate
69 102 8582 81 79 91 78 81 90 0.463237 827/838 NonOverlappingTemplate
80 89 96 95 78 80 85 81 62 92 0.268350 831/838 NonOverlappingTemplate
81 96 83 86 90 78 83 99 65 77 0.311092 831/838 NonOverlappingTemplate
82 86 76 74 98 77 84 86 70 105 0.170956 829/838 NonOverlappingTemplate
83 8390 80 98 84 69 86 79 86 0.720481 826/838 NonOverlappingTemplate
89 84 85 73 67 81 103 81 90 85 0.323871 823/838 NonOverlappingTemplate
7992 71 86 95 72 92 97 83 71 0.257192 831/838 NonOverlappingTemplate
85 76 80 90 73 76 80 86 102 90 0.505289 828/838 NonOverlappingTemplate
86 74 86 79 72 99 80 86 99 77 0.378479 831/838 NonOverlappingTemplate
58 71 86 90 73 88 113 92 100 67 0.000464 833/838 NonOverlappingTemplate
82 83 8193 81 74 84 90 84 86 0.963815 829/838 NonOverlappingTemplate
76 9593 87 61 81 857294 94 0.121471 828/838 NonOverlappingTemplate
85 68 81 85 93 65 85 80 94 102 0.124920 830/838 NonOverlappingTemplate
81869289 77 87 77 87 78 84 0.958808 824/838 NonOverlappingTemplate
75798397 78 80 81 87 110 68 0.078812 835/838 NonOverlappingTemplate
92 77 84 84 82 71 96 102 69 81 0.214671 832/838 NonOverlappingTemplate
74 89 101 82 69 82 83 75 89 94 0.322024 830/838 NonOverlappingTemplate
817794 89 84 92 89 76 69 87 0.643391 831/838 NonOverlappingTemplate
100 78 85 84 81 84 79 67 87 93 0.477073 826/838 NonOverlappingTemplate
65 86 83 81 102 80 75 89 94 83 0.263524 825/838 NonOverlappingTemplate
79 94 96 82 90 90 86 77 78 66 0.418587 829/838 NonOverlappingTemplate
83 70 74 86 96 83 68 94 90 94 0.250974 831/838 NonOverlappingTemplate
72 84 88 96 72 83 96 80 81 86 0.578376 828/838 NonOverlappingTemplate
109 71 91 82 77 80 78 83 72 95 0.099549 828/838 NonOverlappingTemplate
66 79 96 87 76 87 88 86 81 92 0.522052 831/838 NonOverlappingTemplate
91 82 83 84 66 78 90 87 81 96 0.590811 829/838 NonOverlappingTemplate



88 8792 7090 91 79 85 74 82 0.730234 828/838 NonOverlappingTemplate
82 69 79 94 85 94 82 84 94 75 0.556140 826/838 NonOverlappingTemplate
97 95 73 80 95 97 73 74 94 60 0.021131 827/838 NonOverlappingTemplate
78 87 67 83 82 80 79 98 91 93 0.477073 832/838 NonOverlappingTemplate
94 96 79 72 91 78 78 87 88 75 0.556140 829/838 NonOverlappingTemplate
78 70 82 81 94 91 96 82 82 82 0.668446 831/838 NonOverlappingTemplate
827182767995 103 88 81 81 0.392979 830/838 NonOverlappingTemplate
8390 71 86 90 84 83 89 81 81 0.937577 829/838 NonOverlappingTemplate
80 77 87 7397 97 85 81 75 86 0.570941 828/838 NonOverlappingTemplate
91 83 74 82 93 80 89 81 92 73 0.766126 832/838 NonOverlappingTemplate
77 78 85 84 86 78 88 98 79 85 0.878784 827/838 NonOverlappingTemplate
90 88 7581 88 86 75 77 97 81 0.766126 828/838 NonOverlappingTemplate
8990 7599 96 83 54 91 77 84 0.032220 827/838 NonOverlappingTemplate
87 62 78 93 85 84 81 92 87 89 0.463237 832/838 NonOverlappingTemplate
90 93 78 72 80 87 88 81 86 83 0.889612 831/838 NonOverlappingTemplate
84 89 8087 78 87 88 91 78 76 0.955618 828/838 NonOverlappingTemplate
957210579 78 92 69 97 84 67 0.031708 829/838 NonOverlappingTemplate
98 81 76 89 106 86 75 71 66 90 0.051226 833/838 NonOverlappingTemplate
76 88 72 72 87 86 82 88 99 88 0.553684 828/838 NonOverlappingTemplate
77 74 86 90 70 102 81 87 83 88 0.433944 827/838 NonOverlappingTemplate
929091 81 77 92 72 80 79 84 0.782420 830/838 NonOverlappingTemplate
84 729588 79 78 74 75 100 93 0.316526 827/838 NonOverlappingTemplate
91 84 72 80 90 94 87 84 76 80 0.807301 829/838 NonOverlappingTemplate
84 95 81 81 85 85 76 88 81 82 0.968439 834/838 NonOverlappingTemplate
8598 84 85 82 66 93 77 87 81 0.514842 826/838 NonOverlappingTemplate
93 106 69 74 81 66 96 86 82 85 0.054477 828/838 NonOverlappingTemplate
85979177 798490 76 75 84 0.761412 830/838 NonOverlappingTemplate
8580 72 72 88 91 92 70 94 94 0.344665 829/838 NonOverlappingTemplate
86 78 97 88 84 87 77 64 100 77 0.214671 829/838 NonOverlappingTemplate
79 78 8592 93 92 87 66 76 90 0.479398 835/838 NonOverlappingTemplate



82 78 83 91 99 76 80 101 66 82 0.198776 824/838 NonOverlappingTemplate
8386 101 81 86 86 86 91 65 73 0.329456 829/838 NonOverlappingTemplate
7999 89 85 72 79 87 86 86 76 0.698322 832/838 NonOverlappingTemplate
757876 101 72 98 90 77 82 89 0.261931 834/838 NonOverlappingTemplate
849177 8179958883 7783 0.916106 829/838 NonOverlappingTemplate
8181828187 7596 87 90 78 0.894849 826/838 NonOverlappingTemplate
86 80 82 92 83 102 83 65 95 70 0.152519 824/838 NonOverlappingTemplate
95 80 83 75 85 78 102 86 83 71 0.422944 824/838 NonOverlappingTemplate
79 84 81 86 88 83 88 92 80 77 0.981366 830/838 NonOverlappingTemplate
88 77 84 89 7590 93 75 77 90 0.784720 825/838 NonOverlappingTemplate
96 83 88 73 87 81 99 72 76 83 0.445095 829/838 NonOverlappingTemplate
88 82 72 86 91 94 74 84 70 97 0.392979 828/838 NonOverlappingTemplate
67 96 83 84 89 78 81 95 81 84 0.563528 833/838 NonOverlappingTemplate
7397 78 87 81 96 83 89 72 82 0.529297 836/838 NonOverlappingTemplate
69 77 100 79 96 94 77 96 76 74 0.122325 833/838 NonOverlappingTemplate
77 85 68 92 88 96 95 86 66 85 0.220187 824/838 NonOverlappingTemplate
84 83 77 89 85 78 82 90 87 83 0.991081 830/838 NonOverlappingTemplate
78 68 72 86 82 93 84 88 99 88 0.392979 833/838 NonOverlappingTemplate
8192927778 717396 98 80 0.309295 831/838 NonOverlappingTemplate
76 89 89 81 96 82 92 89 81 63 0.364312 829/838 NonOverlappingTemplate
9287727579 8694 95 86 72 0.488745 830/838 NonOverlappingTemplate
81 8693 90 81 90 80 82 75 80 0.936251 828/838 NonOverlappingTemplate
87 78 86 97 81 81 99 80 78 71 0.505289 825/838 NonOverlappingTemplate
80 88 88 79 99 74 72 81 80 97 0.442853 831/838 NonOverlappingTemplate
9392 105 75 82 84 81 72 88 66 0.118938 833/838 NonOverlappingTemplate
101 91 73 84 79 98 81 61 88 82 0.091267 830/838 NonOverlappingTemplate
88 74 90 80 87 76 92 82 85 84 0.923636 825/838 NonOverlappingTemplate
88 58 84 86 83 94 83 92 84 86 0.311092 829/838 NonOverlappingTemplate
7584 8999 91 74 80 73 91 82 0.519645 828/838 NonOverlappingTemplate
80 83 78 90 86 78 90 89 86 78 0.970182 832/838 NonOverlappingTemplate



8096 70 79 90 92 78 92 82 79 0.593304 832/838 NonOverlappingTemplate
86 78 68 103 91 83 73 84 77 95 0.207930 830/838 NonOverlappingTemplate
828875927979 77 85 94 87 0.869411 826/838 NonOverlappingTemplate
74 86 81 88 77 90 79 82 95 86 0.875072 827/838 NonOverlappingTemplate
84 94 81 88 72 72 89 88 80 90 0.722925 831/838 NonOverlappingTemplate
9593 77 77 59 82 105 77 89 84 0.041846 828/838 NonOverlappingTemplate
98 78 89 76 82 91 85 73 83 83 0.732662 826/838 NonOverlappingTemplate
839170859187 7275102 82 0.318351 827/838 NonOverlappingTemplate
100 66 81 103 80 87 87 81 77 76 0.145425 828/838 NonOverlappingTemplate
808393 78 85 88 85 88 81 77 0.971865 832/838 NonOverlappingTemplate
7590 80 93 67 90 73 81 105 84 0.143450 827/838 NonOverlappingTemplate
8579 74827489 76 99 84 96 0.498171 833/838 NonOverlappingTemplate
7978 74 86 74 101 86 84 93 83 0.556140 830/838 NonOverlappingTemplate
79 89 95 85 79 84 69 79 89 90 0.720481 835/838 NonOverlappingTemplate
78 78 87 88 90 86 66 96 91 78 0.495808 830/838 NonOverlappingTemplate
92937987 818781778279 0.941463 825/838 NonOverlappingTemplate
84 82 92 80 95 95 59 84 85 82 0.237400 827/838 NonOverlappingTemplate
88 8092 74 90 77 78 84 90 85 0.887840 832/838 NonOverlappingTemplate
80 78 81 78 98 76 99 84 77 87 0.556140 829/838 NonOverlappingTemplate
76 82 78 98 81 91 88 83 80 81 0.843656 828/838 NonOverlappingTemplate
92 67 93 83 75 74 80 94 88 92 0.362316 826/838 NonOverlappingTemplate
88 74 87 76 78 84 90 88 85 88 0.934910 833/838 NonOverlappingTemplate
64 65 103 77 93 83 84 89 86 94 0.053236 834/838 NonOverlappingTemplate
80859277 76 8492 78 83 91 0.896568 829/838 NonOverlappingTemplate
91707377 8470101 102 84 86 0.094641 830/838 NonOverlappingTemplate
89 71 80 75 80 100 82 89 89 83 0.583344 829/838 NonOverlappingTemplate
87 86 73 8279 86 100 77 73 95 0.467828 824/838 NonOverlappingTemplate
9591 79 88 81 85 73 80 82 84 0.880621 823/838 NonOverlappingTemplate
9387 72 69 66 77 82 96 93 103 0.045603 834/838 NonOverlappingTemplate
96 80 83 78 99 86 84 73 75 84 0.570941 826/838 NonOverlappingTemplate



78 86 79 63 81 73 86 95 88 109 0.049285 836/838 NonOverlappingTemplate
818377928492 71798495 0.727802 830/838 NonOverlappingTemplate
77 9578 75100 73 76 82 74 108 0.048153 827/838 NonOverlappingTemplate
8387 74 87 85 69 85 98 84 86 0.673444 827/838 NonOverlappingTemplate
80838679 77 78 94 104 82 75 0.465530 832/838 NonOverlappingTemplate
95 68 72 75 89 86 83 89 83 98 0.322024 830/838 NonOverlappingTemplate
959377 78 74 92 92 70 88 79 0.425132 828/838 NonOverlappingTemplate
90 94 68 80 67 88 69 97 103 82 0.037477 830/838 NonOverlappingTemplate
100 88 77 81 96 67 90 69 85 85 0.189947 825/838 NonOverlappingTemplate
96 72 76 77 87 75 84 91 84 96 0.502912 824/838 NonOverlappingTemplate
71 103 82 85 86 74 80 79 96 82 0.346598 828/838 NonOverlappingTemplate
8088 82 79 99 8298 75 76 79 0.536576 825/838 NonOverlappingTemplate
86 83 88 84 85 80 92 96 70 74 0.678436 832/838 NonOverlappingTemplate
76 86 67 90 84 101 89 75 79 91 0.314707 829/838 NonOverlappingTemplate
84 84 88 86 90 82 84 81 79 80 0.997838 822/838 NonOverlappingTemplate
68 90 95 87 76 65 74 96 87 100 0.058805 836/838 NonOverlappingTemplate
7398 7593 81 70 88 87 96 77 0.279861 832/838 NonOverlappingTemplate
857083 102 88 76 74 94 81 85 0.362316 827/838 NonOverlappingTemplate
7179 85 78 88 78 88 89 100 82 0.625831 834/838 NonOverlappingTemplate
82 77 86 96 78 76 81 77 96 89 0.695845 832/838 NonOverlappingTemplate
86 80 82 92 83 101 84 66 94 70 0.207930 824/838 NonOverlappingTemplate
89 101 86 82 73 79 78 79 84 87 0.683421 825/838 OverlappingTemplate
8899 83 80 92 73 95 94 59 75 0.055744 831/838 Universal

86 94 84 75 80 69 87 88 79 96 0.580859 828/838 ApproximateEntropy

57 47 49 57 43 44 52 58 58 50 0.741879 508/515 RandomExcursions

47 49 46 55 62 55 51 55 57 38 0.512565 511/515 RandomExcursions

49 41 62 59 50 51 44 45 54 60 0.426486 511/515 RandomExcursions

57 54 54 47 56 61 52 42 40 52 0.552024 510/515 RandomExcursions

50 52 54 51 49 41 52 55 57 54 0.942691 510/515 RandomExcursions

53 48 46 58 53 52 51 53 48 53 0.989106 506/515 RandomExcursions



52 47 53 47 60 50 53 49 47 57 0.940624 507/515 RandomExcursions

48 44 57 50 51 54 47 43 58 63 0.596361 508/515 RandomExcursions

51 57 56 45 53 50 58 50 41 54 0.823934 511/515 RandomExcursions Variant
54 54 43 59 51 47 53 49 58 47 0.867067 514/515 RandomExcursions Variant
50 5547 55 53 51 50 43 53 58 0.948645 513/515 RandomExcursionsVariant
49 52 46 62 60 39 52 45 61 49 0.339488 513/515 RandomExcursionsVariant
41 60 51 49 56 59 57 42 51 49 0.560024 510/515 RandomExcursionsVariant
41 64 45 58 53 52 51 46 52 53 0.572081 510/515 RandomExcursions Variant
50 44 47 59 43 51 47 53 55 66 0.444545 510/515 RandomExcursions Variant
49 58 42 49 44 52 51 55 64 51 0.604492 512/515 RandomExcursions Variant
5347 47 59 50 57 55 46 58 43 0.768956 509/515 RandomExcursionsVariant
59 48 37 54 60 54 52 55 47 49 0.540085 509/515 RandomExcursions Variant
53 57 38 48 53 50 67 56 47 46 0.297828 512/515 RandomExcursionsVariant
46 56 57 48 50 63 52 41 54 48 0.633036 509/515 RandomExcursionsVariant
46 60 55 55 41 52 60 53 45 48 0.612637 512/515 RandomExcursions Variant
47 51 41 61 52 55 46 52 53 57 0.753573 510/515 RandomExcursions Variant
46 38 65 55 42 57 53 42 59 58 0.117526 510/515 RandomExcursions Variant
45 43 55 58 66 43 45 60 52 48 0.249783 509/515 RandomExcursions Variant
41 48 59 51 70 51 48 50 46 51 0.265110 508/515 RandomExcursionsVariant
38 47 66 67 52 44 50 48 56 47 0.089864 510/515 RandomExcursions Variant
94 86 82 86 83 77 86 80 83 81 0.983805 828/838 Serial

82 74 88 89 73 88 81 92 91 80 0.822606 829/838 Serial

96 70 87 85 88 88 98 58 91 77 0.059707 834/838 LinearComplexity

The minimum pass rate for each statistical test with the exception of the
random excursion (variant) test is approximately = 820 for a

sample size = 838 binary sequences.

The minimum pass rate for the random excursion (variant) test

is approximately = 503 for a sample size = 515 binary sequences.

For further guidelines construct a probability table using the MAPLE program



provided in the addendum section of the documentation.

IMPUWIOKEHUE 2: YACTOTHBIN AHAJIN3 NIST SP 800-22

FILE = neurodrbg_dance_100mb.bin ALPHA = 0.0100

BITSREAD = 1000000 0s = 499649 1s = 500351
BITSREAD = 1000000 0s = 499692 1s = 500308
BITSREAD = 1000000 0s = 500374 1s = 499626
BITSREAD = 1000000 0s = 500806 1s = 499194
BITSREAD = 1000000 0s = 500434 1s = 499566
BITSREAD = 1000000 0s = 499859 1s = 500141
BITSREAD = 1000000 0s = 499822 1s = 500178
BITSREAD = 1000000 0s = 500148 1s = 499852
BITSREAD = 1000000 0s = 499410 1s = 500590
BITSREAD = 1000000 0s = 499806 1s = 500194
BITSREAD = 1000000 0s = 499973 1s = 500027
BITSREAD = 1000000 0s = 500176 1s = 499824
BITSREAD = 1000000 0s = 500146 1s = 499854
BITSREAD = 1000000 0s = 499996 1s = 500004
BITSREAD = 1000000 0s = 499820 1s = 500180
BITSREAD = 1000000 0s = 499827 1s = 500173
BITSREAD = 1000000 0s = 499268 1s = 500732
BITSREAD = 1000000 0s = 500367 1s = 499633
BITSREAD = 1000000 0s = 500894 1s = 499106
BITSREAD = 1000000 0s = 500196 1s = 499804
BITSREAD = 1000000 0s = 498845 1s = 501155
BITSREAD = 1000000 0s = 501090 1s = 498910



BITSREAD = 1000000 0s = 500842 1s = 499158
BITSREAD = 1000000 0s = 499612 1s = 500388
BITSREAD = 1000000 0s = 500328 1s = 499672
BITSREAD = 1000000 0s = 500174 1s = 499826
BITSREAD = 1000000 0s = 499993 1s = 500007
BITSREAD = 1000000 0s = 499613 1s = 500387
BITSREAD = 1000000 0s = 499736 1s = 500264
BITSREAD = 1000000 0s = 499967 1s = 500033
BITSREAD = 1000000 0s = 499515 1s = 500485
BITSREAD = 1000000 0s = 499639 1s = 500361
BITSREAD = 1000000 0s = 499712 1s = 500288
BITSREAD = 1000000 0s = 499900 1s = 500100
BITSREAD = 1000000 0s = 499248 1s = 500752
BITSREAD = 1000000 0s = 499519 1s = 500481
BITSREAD = 1000000 0s = 499394 1s = 500606
BITSREAD = 1000000 0s = 499634 1s = 500366
BITSREAD = 1000000 0s = 500070 1s = 499930
BITSREAD = 1000000 0s = 500941 1s = 499059
BITSREAD = 1000000 0Os = 499412 1s = 500588
BITSREAD = 1000000 0s = 499741 1s = 500259
BITSREAD = 1000000 0s = 499786 1s = 500214
BITSREAD = 1000000 0s = 499324 1s = 500676
BITSREAD = 1000000 0s = 499438 1s = 500562
BITSREAD = 1000000 0s = 499574 1s = 500426
BITSREAD = 1000000 0s = 500290 1s = 499710
BITSREAD = 1000000 0s = 499626 1s = 500374
BITSREAD = 1000000 0s = 500348 1s = 499652
BITSREAD = 1000000 0s = 501507 1s = 498493
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 499989 1s = 500011



BITSREAD = 1000000 0s = 499487 1s = 500513
BITSREAD = 1000000 0s = 499908 1s = 500092
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 499483 1s = 500517
BITSREAD = 1000000 0s = 499972 1s = 500028
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 500060 1s = 499940
BITSREAD = 1000000 0s = 500003 1s = 499997
BITSREAD = 1000000 0s = 500624 1s = 499376
BITSREAD = 1000000 0s = 500432 1s = 499568
BITSREAD = 1000000 0s = 499528 1s = 500472
BITSREAD = 1000000 0s = 500124 1s = 499876
BITSREAD = 1000000 0s = 499593 1s = 500407
BITSREAD = 1000000 0s = 500141 1s = 499859
BITSREAD = 1000000 0s = 500418 1s = 499582
BITSREAD = 1000000 0s = 499635 1s = 500365
BITSREAD = 1000000 0s = 500523 1s = 499477
BITSREAD = 1000000 0s = 500035 1s = 499965
BITSREAD = 1000000 0s = 500358 1s = 499642
BITSREAD = 1000000 0s = 500005 1s = 499995
BITSREAD = 1000000 0s = 499139 1s = 500861
BITSREAD = 1000000 0s = 500465 1s = 499535
BITSREAD = 1000000 0s = 499427 1s = 500573
BITSREAD = 1000000 0s = 499148 1s = 500852
BITSREAD = 1000000 0s = 500262 1s = 499738
BITSREAD = 1000000 0s = 500773 1s = 499227
BITSREAD = 1000000 0s = 499422 1s = 500578
BITSREAD = 1000000 0s = 499373 1s = 500627
BITSREAD = 1000000 0s = 498955 1s = 501045



BITSREAD = 1000000 0s = 499553 1s = 500447
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 499918 1s = 500082
BITSREAD = 1000000 0s = 499194 1s = 500806
BITSREAD = 1000000 0s = 500313 1s = 499687
BITSREAD = 1000000 0s = 499579 1s = 500421
BITSREAD = 1000000 0s = 499682 1s = 500318
BITSREAD = 1000000 0s = 500438 1s = 499562
BITSREAD = 1000000 0s = 500214 1s = 499786
BITSREAD = 1000000 0s = 499487 1s = 500513
BITSREAD = 1000000 0s = 499421 1s = 500579
BITSREAD = 1000000 0s = 499829 1s = 500171
BITSREAD = 1000000 0s = 499902 1s = 500098
BITSREAD = 1000000 0s = 500277 1s = 499723
BITSREAD = 1000000 0s = 500555 1s = 499445
BITSREAD = 1000000 0s = 500008 1s = 499992
BITSREAD = 1000000 0s = 500677 1s = 499323
BITSREAD = 1000000 0s = 499403 1s = 500597
BITSREAD = 1000000 0s = 500067 1s = 499933
BITSREAD = 1000000 0s = 500340 1s = 499660
BITSREAD = 1000000 0s = 500608 1s = 499392
BITSREAD = 1000000 0s = 500541 1s = 499459
BITSREAD = 1000000 0s = 500430 1s = 499570
BITSREAD = 1000000 0s = 500056 1s = 499944
BITSREAD = 1000000 0s = 500474 1s = 499526
BITSREAD = 1000000 0s = 499445 1s = 500555
BITSREAD = 1000000 0s = 500789 1s = 499211
BITSREAD = 1000000 0s = 498654 1s = 501346
BITSREAD = 1000000 0s = 500195 1s = 499805
BITSREAD = 1000000 0s = 499974 1s = 500026



BITSREAD = 1000000 0s = 500706 1s = 499294
BITSREAD = 1000000 0s = 499433 1s = 500567
BITSREAD = 1000000 0s = 498939 1s = 501061
BITSREAD = 1000000 0s = 500155 1s = 499845
BITSREAD = 1000000 0s = 500446 1s = 499554
BITSREAD = 1000000 0s = 499591 1s = 500409
BITSREAD = 1000000 0s = 499981 1s = 500019
BITSREAD = 1000000 0s = 500306 1s = 499694
BITSREAD = 1000000 0s = 500611 1s = 499389
BITSREAD = 1000000 0s = 500276 1s = 499724
BITSREAD = 1000000 0s = 499380 1s = 500620
BITSREAD = 1000000 0s = 500088 1s = 499912
BITSREAD = 1000000 0s = 499617 1s = 500383
BITSREAD = 1000000 0s = 500087 1s = 499913
BITSREAD = 1000000 0s = 500262 1s = 499738
BITSREAD = 1000000 0s = 499566 1s = 500434
BITSREAD = 1000000 0s = 500533 1s = 499467
BITSREAD = 1000000 0s = 499694 1s = 500306
BITSREAD = 1000000 0s = 500031 1s = 499969
BITSREAD = 1000000 0s = 500548 1s = 499452
BITSREAD = 1000000 0s = 499700 1s = 500300
BITSREAD = 1000000 0s = 499193 1s = 500807
BITSREAD = 1000000 0s = 500781 1s = 499219
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 500336 1s = 499664
BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 500861 1s = 499139
BITSREAD = 1000000 0s = 500028 1s = 499972
BITSREAD = 1000000 0s = 500105 1s = 499895
BITSREAD = 1000000 0s = 499476 1s = 500524



BITSREAD = 1000000 0s = 499028 1s = 500972
BITSREAD = 1000000 0s = 499923 1s = 500077
BITSREAD = 1000000 Os = 499854 1s = 500146
BITSREAD = 1000000 0s = 499647 1s = 500353
BITSREAD = 1000000 0s = 499961 1s = 500039
BITSREAD = 1000000 0s = 500016 1s = 499984
BITSREAD = 1000000 0s = 500634 1s = 499366
BITSREAD = 1000000 0s = 500052 1s = 499948
BITSREAD = 1000000 0s = 499891 1s = 500109
BITSREAD = 1000000 0s = 499871 1s = 500129
BITSREAD = 1000000 0s = 500733 1s = 499267
BITSREAD = 1000000 0s = 499826 1s = 500174
BITSREAD = 1000000 0s = 500250 1s = 499750
BITSREAD = 1000000 0s = 499419 1s = 500581
BITSREAD = 1000000 0s = 499178 1s = 500822
BITSREAD = 1000000 0s = 499675 1s = 500325
BITSREAD = 1000000 0s = 500093 1s = 499907
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 501024 1s = 498976
BITSREAD = 1000000 0s = 499423 1s = 500577
BITSREAD = 1000000 0s = 499889 1s = 500111
BITSREAD = 1000000 0s = 500282 1s = 499718
BITSREAD = 1000000 0s = 500630 1s = 499370
BITSREAD = 1000000 0s = 500077 1s = 499923
BITSREAD = 1000000 0s = 500253 1s = 499747
BITSREAD = 1000000 0s = 500737 1s = 499263
BITSREAD = 1000000 0s = 499813 1s = 500187
BITSREAD = 1000000 0s = 499636 1s = 500364
BITSREAD = 1000000 0s = 499279 1s = 500721
BITSREAD = 1000000 0s = 499087 1s = 500913



BITSREAD = 1000000 0s = 500304 1s = 499696
BITSREAD = 1000000 0s = 500360 1s = 499640
BITSREAD = 1000000 0s = 500956 1s = 499044
BITSREAD = 1000000 0s = 500229 1s = 499771
BITSREAD = 1000000 0s = 500062 1s = 499938
BITSREAD = 1000000 0s = 499809 1s = 500191
BITSREAD = 1000000 0s = 499107 1s = 500893
BITSREAD = 1000000 0s = 499949 1s = 500051
BITSREAD = 1000000 0s = 500191 1s = 499809
BITSREAD = 1000000 Os = 498878 1s = 501122
BITSREAD = 1000000 0s = 499709 1s = 500291
BITSREAD = 1000000 0s = 500934 1s = 499066
BITSREAD = 1000000 0s = 500034 1s = 499966
BITSREAD = 1000000 0s = 499981 1s = 500019
BITSREAD = 1000000 0s = 498790 1s = 501210
BITSREAD = 1000000 0s = 499447 1s = 500553
BITSREAD = 1000000 0s = 499499 1s = 500501
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 499585 1s = 500415
BITSREAD = 1000000 0s = 500211 1s = 499789
BITSREAD = 1000000 0s = 500356 1s = 499644
BITSREAD = 1000000 0s = 499815 1s = 500185
BITSREAD = 1000000 0s = 500557 1s = 499443
BITSREAD = 1000000 0s = 500523 1s = 499477
BITSREAD = 1000000 0s = 499716 1s = 500284
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500272 1s = 499728
BITSREAD = 1000000 0s = 500019 1s = 499981
BITSREAD = 1000000 0s = 500325 1s = 499675
BITSREAD = 1000000 0s = 499580 1s = 500420



BITSREAD = 1000000 0s = 499892 1s = 500108
BITSREAD = 1000000 0s = 500597 1s = 499403
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 499119 1s = 500881
BITSREAD = 1000000 0s = 500347 1s = 499653
BITSREAD = 1000000 0s = 500362 1s = 499638
BITSREAD = 1000000 0s = 500513 1s = 499487
BITSREAD = 1000000 0s = 499658 1s = 500342
BITSREAD = 1000000 0s = 498951 1s = 501049
BITSREAD = 1000000 0s = 499743 1s = 500257
BITSREAD = 1000000 0s = 499138 1s = 500862
BITSREAD = 1000000 0s = 501129 1s = 498871
BITSREAD = 1000000 0s = 499492 1s = 500508
BITSREAD = 1000000 0s = 500357 1s = 499643
BITSREAD = 1000000 0s = 500107 1s = 499893
BITSREAD = 1000000 0s = 500936 1s = 499064
BITSREAD = 1000000 0s = 500158 1s = 499842
BITSREAD = 1000000 0s = 499996 1s = 500004
BITSREAD = 1000000 0s = 500402 1s = 499598
BITSREAD = 1000000 0s = 499932 1s = 500068
BITSREAD = 1000000 0s = 500451 1s = 499549
BITSREAD = 1000000 0s = 499532 1s = 500468
BITSREAD = 1000000 0s = 499313 1s = 500687
BITSREAD = 1000000 0s = 499672 1s = 500328
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 500052 1s = 499948
BITSREAD = 1000000 0s = 500452 1s = 499548
BITSREAD = 1000000 0s = 500049 1s = 499951
BITSREAD = 1000000 0s = 499957 1s = 500043
BITSREAD = 1000000 0s = 499295 1s = 500705



BITSREAD = 1000000 0s = 500321 1s = 499679
BITSREAD = 1000000 0s = 499844 1s = 500156
BITSREAD = 1000000 0s = 499849 1s = 500151
BITSREAD = 1000000 0s = 498867 1s = 501133
BITSREAD = 1000000 0s = 500070 1s = 499930
BITSREAD = 1000000 0s = 500772 1s = 499228
BITSREAD = 1000000 0s = 500514 1s = 499486
BITSREAD = 1000000 0s = 500847 1s = 499153
BITSREAD = 1000000 0s = 500155 1s = 499845
BITSREAD = 1000000 0s = 500672 1s = 499328
BITSREAD = 1000000 0s = 501025 1s = 498975
BITSREAD = 1000000 0s = 499636 1s = 500364
BITSREAD = 1000000 0s = 499413 1s = 500587
BITSREAD = 1000000 0s = 500528 1s = 499472
BITSREAD = 1000000 0s = 500252 1s = 499748
BITSREAD = 1000000 0s = 500912 1s = 499088
BITSREAD = 1000000 0s = 500177 1s = 499823
BITSREAD = 1000000 0s = 500142 1s = 499858
BITSREAD = 1000000 0s = 500599 1s = 499401
BITSREAD = 1000000 0s = 499713 1s = 500287
BITSREAD = 1000000 0s = 499625 1s = 500375
BITSREAD = 1000000 0s = 501077 1s = 498923
BITSREAD = 1000000 0s = 499022 1s = 500978
BITSREAD = 1000000 0s = 500393 1s = 499607
BITSREAD = 1000000 0s = 499609 1s = 500391
BITSREAD = 1000000 0s = 499706 1s = 500294
BITSREAD = 1000000 0s = 499448 1s = 500552
BITSREAD = 1000000 0s = 500124 1s = 499876
BITSREAD = 1000000 0s = 499978 1s = 500022
BITSREAD = 1000000 0s = 499730 1s = 500270



BITSREAD = 1000000 0s = 500373 1s = 499627
BITSREAD = 1000000 0s = 500447 1s = 499553
BITSREAD = 1000000 0s = 499881 1s = 500119
BITSREAD = 1000000 0s = 499456 1s = 500544
BITSREAD = 1000000 0s = 499912 1s = 500088
BITSREAD = 1000000 0s = 499863 1s = 500137
BITSREAD = 1000000 0s = 500058 1s = 499942
BITSREAD = 1000000 0s = 499865 1s = 500135
BITSREAD = 1000000 0s = 499838 1s = 500162
BITSREAD = 1000000 0s = 499699 1s = 500301
BITSREAD = 1000000 0s = 499237 1s = 500763
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 499705 1s = 500295
BITSREAD = 1000000 0s = 499898 1s = 500102
BITSREAD = 1000000 0s = 500123 1s = 499877
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 500866 1s = 499134
BITSREAD = 1000000 0s = 499852 1s = 500148
BITSREAD = 1000000 0s = 499667 1s = 500333
BITSREAD = 1000000 0s = 499766 1s = 500234
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 499463 1s = 500537
BITSREAD = 1000000 0s = 499885 1s = 500115
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 501088 1s = 498912
BITSREAD = 1000000 0s = 499880 1s = 500120
BITSREAD = 1000000 0s = 499912 1s = 500088
BITSREAD = 1000000 0s = 499248 1s = 500752
BITSREAD = 1000000 0s = 500159 1s = 499841
BITSREAD = 1000000 0s = 500942 1s = 499058



BITSREAD = 1000000 0s = 500594 1s = 499406
BITSREAD = 1000000 0s = 499968 1s = 500032
BITSREAD = 1000000 0s = 500220 1s = 499780
BITSREAD = 1000000 0s = 499511 1s = 500489
BITSREAD = 1000000 0s = 499411 1s = 500589
BITSREAD = 1000000 0s = 499021 1s = 500979
BITSREAD = 1000000 0s = 500229 1s = 499771
BITSREAD = 1000000 0s = 499984 1s = 500016
BITSREAD = 1000000 0s = 499440 1s = 500560
BITSREAD = 1000000 0s = 499178 1s = 500822
BITSREAD = 1000000 0s = 500289 1s = 499711
BITSREAD = 1000000 0s = 500195 1s = 499805
BITSREAD = 1000000 0s = 499859 1s = 500141
BITSREAD = 1000000 0s = 500470 1s = 499530
BITSREAD = 1000000 0s = 500633 1s = 499367
BITSREAD = 1000000 0s = 500496 1s = 499504
BITSREAD = 1000000 0s = 499543 1s = 500457
BITSREAD = 1000000 0s = 500212 1s = 499788
BITSREAD = 1000000 0s = 500156 1s = 499844
BITSREAD = 1000000 0s = 500673 1s = 499327
BITSREAD = 1000000 0s = 499658 1s = 500342
BITSREAD = 1000000 0s = 499213 1s = 500787
BITSREAD = 1000000 0s = 499927 1s = 500073
BITSREAD = 1000000 0s = 500196 1s = 499804
BITSREAD = 1000000 0s = 499888 1s = 500112
BITSREAD = 1000000 0s = 499941 1s = 500059
BITSREAD = 1000000 0s = 499204 1s = 500796
BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 500142 1s = 499858
BITSREAD = 1000000 0s = 500992 1s = 499008



BITSREAD = 1000000 0s = 500056 1s = 499944
BITSREAD = 1000000 Os = 499443 1s = 500557
BITSREAD = 1000000 0s = 500435 1s = 499565
BITSREAD = 1000000 0s = 499809 1s = 500191
BITSREAD = 1000000 0s = 499438 1s = 500562
BITSREAD = 1000000 0s = 500014 1s = 499986
BITSREAD = 1000000 0s = 499798 1s = 500202
BITSREAD = 1000000 0s = 499731 1s = 500269
BITSREAD = 1000000 0s = 499494 1s = 500506
BITSREAD = 1000000 0s = 499410 1s = 500590
BITSREAD = 1000000 0s = 500549 1s = 499451
BITSREAD = 1000000 0s = 499870 1s = 500130
BITSREAD = 1000000 0s = 500373 1s = 499627
BITSREAD = 1000000 0s = 500705 1s = 499295
BITSREAD = 1000000 0s = 500560 1s = 499440
BITSREAD = 1000000 0s = 499625 1s = 500375
BITSREAD = 1000000 0s = 500009 1s = 499991
BITSREAD = 1000000 0s = 499388 1s = 500612
BITSREAD = 1000000 0s = 499468 1s = 500532
BITSREAD = 1000000 0s = 499933 1s = 500067
BITSREAD = 1000000 0s = 499471 1s = 500529
BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 500385 1s = 499615
BITSREAD = 1000000 0s = 499424 1s = 500576
BITSREAD = 1000000 0s = 500179 1s = 499821
BITSREAD = 1000000 0s = 500655 1s = 499345
BITSREAD = 1000000 0s = 500136 1s = 499864
BITSREAD = 1000000 0s = 499313 1s = 500687
BITSREAD = 1000000 0s = 498882 1s = 501118
BITSREAD = 1000000 0s = 500015 1s = 499985



BITSREAD = 1000000 0s = 498864 1s = 501136
BITSREAD = 1000000 0s = 500197 1s = 499803
BITSREAD = 1000000 0s = 500492 1s = 499508
BITSREAD = 1000000 0s = 500839 1s = 499161
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 499834 1s = 500166
BITSREAD = 1000000 0s = 499814 1s = 500186
BITSREAD = 1000000 0s = 500174 1s = 499826
BITSREAD = 1000000 0s = 499521 1s = 500479
BITSREAD = 1000000 0s = 500596 1s = 499404
BITSREAD = 1000000 0s = 500610 1s = 499390
BITSREAD = 1000000 0s = 499563 1s = 500437
BITSREAD = 1000000 0s = 499946 1s = 500054
BITSREAD = 1000000 0s = 499473 1s = 500527
BITSREAD = 1000000 0s = 500788 1s = 499212
BITSREAD = 1000000 0s = 499869 1s = 500131
BITSREAD = 1000000 0s = 499604 1s = 500396
BITSREAD = 1000000 0s = 499933 1s = 500067
BITSREAD = 1000000 0s = 500431 1s = 499569
BITSREAD = 1000000 0s = 499550 1s = 500450
BITSREAD = 1000000 0s = 501018 1s = 498982
BITSREAD = 1000000 0s = 499771 1s = 500229
BITSREAD = 1000000 0s = 499339 1s = 500661
BITSREAD = 1000000 0s = 499855 1s = 500145
BITSREAD = 1000000 0s = 499633 1s = 500367
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 499276 1s = 500724
BITSREAD = 1000000 0s = 500400 1s = 499600
BITSREAD = 1000000 0s = 500912 1s = 499088
BITSREAD = 1000000 0s = 499735 1s = 500265



BITSREAD = 1000000 0s = 500869 1s = 499131
BITSREAD = 1000000 0s = 500418 1s = 499582
BITSREAD = 1000000 0s = 500642 1s = 499358
BITSREAD = 1000000 0s = 499635 1s = 500365
BITSREAD = 1000000 0s = 499825 1s = 500175
BITSREAD = 1000000 0s = 499940 1s = 500060
BITSREAD = 1000000 0s = 499685 1s = 500315
BITSREAD = 1000000 0s = 498768 1s = 501232
BITSREAD = 1000000 0s = 500518 1s = 499482
BITSREAD = 1000000 0s = 500337 1s = 499663
BITSREAD = 1000000 0s = 500298 1s = 499702
BITSREAD = 1000000 0s = 499954 1s = 500046
BITSREAD = 1000000 0s = 499597 1s = 500403
BITSREAD = 1000000 0s = 500212 1s = 499788
BITSREAD = 1000000 0s = 500610 1s = 499390
BITSREAD = 1000000 0s = 500773 1s = 499227
BITSREAD = 1000000 0s = 500442 1s = 499558
BITSREAD = 1000000 0s = 500361 1s = 499639
BITSREAD = 1000000 0s = 498820 1s = 501180
BITSREAD = 1000000 0s = 499890 1s = 500110
BITSREAD = 1000000 0s = 500068 1s = 499932
BITSREAD = 1000000 0s = 501146 1s = 498854
BITSREAD = 1000000 0s = 500314 1s = 499686
BITSREAD = 1000000 0s = 500170 1s = 499830
BITSREAD = 1000000 0s = 500411 1s = 499589
BITSREAD = 1000000 0s = 499962 1s = 500038
BITSREAD = 1000000 0s = 499764 1s = 500236
BITSREAD = 1000000 0s = 499533 1s = 500467
BITSREAD = 1000000 0s = 500045 1s = 499955
BITSREAD = 1000000 0s = 499660 1s = 500340



BITSREAD = 1000000 0s = 499940 1s = 500060
BITSREAD = 1000000 0s = 499528 1s = 500472
BITSREAD = 1000000 0s = 499737 1s = 500263
BITSREAD = 1000000 0s = 499652 1s = 500348
BITSREAD = 1000000 0s = 499394 1s = 500606
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 0s = 500491 1s = 499509
BITSREAD = 1000000 0s = 500657 1s = 499343
BITSREAD = 1000000 0s = 500547 1s = 499453
BITSREAD = 1000000 0s = 500207 1s = 499793
BITSREAD = 1000000 0s = 500066 1s = 499934
BITSREAD = 1000000 0s = 499481 1s = 500519
BITSREAD = 1000000 0s = 499546 1s = 500454
BITSREAD = 1000000 0s = 500014 1s = 499986
BITSREAD = 1000000 0s = 499762 1s = 500238
BITSREAD = 1000000 0s = 500241 1s = 499759
BITSREAD = 1000000 0s = 500236 1s = 499764
BITSREAD = 1000000 0s = 498992 1s = 501008
BITSREAD = 1000000 0s = 499528 1s = 500472
BITSREAD = 1000000 0s = 499215 1s = 500785
BITSREAD = 1000000 0s = 500317 1s = 499683
BITSREAD = 1000000 0s = 499606 1s = 500394
BITSREAD = 1000000 0s = 499195 1s = 500805
BITSREAD = 1000000 0s = 500773 1s = 499227
BITSREAD = 1000000 0s = 500179 1s = 499821
BITSREAD = 1000000 0s = 499662 1s = 500338
BITSREAD = 1000000 0s = 500304 1s = 499696
BITSREAD = 1000000 0s = 500504 1s = 499496
BITSREAD = 1000000 0s = 499927 1s = 500073
BITSREAD = 1000000 0s = 500187 1s = 499813



BITSREAD = 1000000 0s = 501013 1s = 498987
BITSREAD = 1000000 0s = 500758 1s = 499242
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 500138 1s = 499862
BITSREAD = 1000000 0s = 500794 1s = 499206
BITSREAD = 1000000 0s = 500502 1s = 499498
BITSREAD = 1000000 0s = 500120 1s = 499880
BITSREAD = 1000000 0s = 499865 1s = 500135
BITSREAD = 1000000 0s = 500522 1s = 499478
BITSREAD = 1000000 0s = 499799 1s = 500201
BITSREAD = 1000000 0s = 499989 1s = 500011
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500358 1s = 499642
BITSREAD = 1000000 0s = 499973 1s = 500027
BITSREAD = 1000000 0s = 499606 1s = 500394
BITSREAD = 1000000 0s = 500094 1s = 499906
BITSREAD = 1000000 0s = 498640 1s = 501360
BITSREAD = 1000000 0s = 500184 1s = 499816
BITSREAD = 1000000 0s = 499601 1s = 500399
BITSREAD = 1000000 0s = 500139 1s = 499861
BITSREAD = 1000000 0s = 499517 1s = 500483
BITSREAD = 1000000 0s = 499558 1s = 500442
BITSREAD = 1000000 0s = 499974 1s = 500026
BITSREAD = 1000000 0s = 499870 1s = 500130
BITSREAD = 1000000 0s = 500578 1s = 499422
BITSREAD = 1000000 0s = 500965 1s = 499035
BITSREAD = 1000000 0s = 500168 1s = 499832
BITSREAD = 1000000 0s = 499333 1s = 500667
BITSREAD = 1000000 0s = 499879 1s = 500121
BITSREAD = 1000000 0s = 500011 1s = 499989



BITSREAD = 1000000 0s = 499993 1s = 500007
BITSREAD = 1000000 0s = 499684 1s = 500316
BITSREAD = 1000000 0s = 499663 1s = 500337
BITSREAD = 1000000 0s = 500143 1s = 499857
BITSREAD = 1000000 0s = 499164 1s = 500836
BITSREAD = 1000000 0s = 499462 1s = 500538
BITSREAD = 1000000 0s = 499980 1s = 500020
BITSREAD = 1000000 0s = 499707 1s = 500293
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 0s = 499321 1s = 500679
BITSREAD = 1000000 0s = 500306 1s = 499694
BITSREAD = 1000000 0s = 499837 1s = 500163
BITSREAD = 1000000 0s = 500971 1s = 499029
BITSREAD = 1000000 0s = 499887 1s = 500113
BITSREAD = 1000000 0s = 499608 1s = 500392
BITSREAD = 1000000 0s = 500096 1s = 499904
BITSREAD = 1000000 0s = 500349 1s = 499651
BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 500020 1s = 499980
BITSREAD = 1000000 0s = 500044 1s = 499956
BITSREAD = 1000000 0s = 498719 1s = 501281
BITSREAD = 1000000 0s = 500457 1s = 499543
BITSREAD = 1000000 0s = 500236 1s = 499764
BITSREAD = 1000000 0s = 499368 1s = 500632
BITSREAD = 1000000 0s = 499806 1s = 500194
BITSREAD = 1000000 0s = 499878 1s = 500122
BITSREAD = 1000000 0s = 500394 1s = 499606
BITSREAD = 1000000 0s = 499938 1s = 500062
BITSREAD = 1000000 0s = 500639 1s = 499361
BITSREAD = 1000000 0s = 500422 1s = 499578



BITSREAD = 1000000 0s = 500136 1s = 499864
BITSREAD = 1000000 0s = 499273 1s = 500727
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 499603 1s = 500397
BITSREAD = 1000000 0s = 499930 1s = 500070
BITSREAD = 1000000 0s = 500485 1s = 499515
BITSREAD = 1000000 0s = 500093 1s = 499907
BITSREAD = 1000000 0s = 500126 1s = 499874
BITSREAD = 1000000 0s = 500439 1s = 499561
BITSREAD = 1000000 0s = 500264 1s = 499736
BITSREAD = 1000000 0s = 499373 1s = 500627
BITSREAD = 1000000 0s = 500166 1s = 499834
BITSREAD = 1000000 0s = 499963 1s = 500037
BITSREAD = 1000000 0s = 499978 1s = 500022
BITSREAD = 1000000 0s = 500218 1s = 499782
BITSREAD = 1000000 0s = 499720 1s = 500280
BITSREAD = 1000000 0s = 499674 1s = 500326
BITSREAD = 1000000 0s = 499305 1s = 500695
BITSREAD = 1000000 0s = 499973 1s = 500027
BITSREAD = 1000000 0s = 500355 1s = 499645
BITSREAD = 1000000 0s = 500251 1s = 499749
BITSREAD = 1000000 0s = 500862 1s = 499138
BITSREAD = 1000000 0s = 499702 1s = 500298
BITSREAD = 1000000 0s = 500400 1s = 499600
BITSREAD = 1000000 0s = 499363 1s = 500637
BITSREAD = 1000000 0s = 499610 1s = 500390
BITSREAD = 1000000 0s = 498979 1s = 501021
BITSREAD = 1000000 0s = 500541 1s = 499459
BITSREAD = 1000000 0s = 500194 1s = 499806
BITSREAD = 1000000 0s = 499681 1s = 500319



BITSREAD = 1000000 0s = 500037 1s = 499963
BITSREAD = 1000000 0s = 500089 1s = 499911
BITSREAD = 1000000 0s = 499664 1s = 500336
BITSREAD = 1000000 0s = 499884 1s = 500116
BITSREAD = 1000000 0s = 500293 1s = 499707
BITSREAD = 1000000 0s = 500172 1s = 499828
BITSREAD = 1000000 0s = 500523 1s = 499477
BITSREAD = 1000000 0s = 500333 1s = 499667
BITSREAD = 1000000 0s = 500547 1s = 499453
BITSREAD = 1000000 0s = 499161 1s = 500839
BITSREAD = 1000000 0s = 499398 1s = 500602
BITSREAD = 1000000 0s = 499752 1s = 500248
BITSREAD = 1000000 0s = 499487 1s = 500513
BITSREAD = 1000000 0s = 499920 1s = 500080
BITSREAD = 1000000 0s = 499936 1s = 500064
BITSREAD = 1000000 0s = 500045 1s = 499955
BITSREAD = 1000000 0s = 499780 1s = 500220
BITSREAD = 1000000 0s = 499788 1s = 500212
BITSREAD = 1000000 0s = 500084 1s = 499916
BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 500741 1s = 499259
BITSREAD = 1000000 0s = 500072 1s = 499928
BITSREAD = 1000000 0s = 499951 1s = 500049
BITSREAD = 1000000 0s = 499589 1s = 500411
BITSREAD = 1000000 0s = 499575 1s = 500425
BITSREAD = 1000000 0s = 500768 1s = 499232
BITSREAD = 1000000 0s = 500580 1s = 499420
BITSREAD = 1000000 0s = 500158 1s = 499842
BITSREAD = 1000000 0s = 500957 1s = 499043
BITSREAD = 1000000 0s = 499915 1s = 500085



BITSREAD = 1000000 0s = 499325 1s = 500675
BITSREAD = 1000000 0s = 500290 1s = 499710
BITSREAD = 1000000 0s = 499997 1s = 500003
BITSREAD = 1000000 0s = 500137 1s = 499863
BITSREAD = 1000000 0s = 500244 1s = 499756
BITSREAD = 1000000 0s = 500425 1s = 499575
BITSREAD = 1000000 0s = 499726 1s = 500274
BITSREAD = 1000000 0s = 499650 1s = 500350
BITSREAD = 1000000 0s = 500441 1s = 499559
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 499909 1s = 500091
BITSREAD = 1000000 0s = 500435 1s = 499565
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 499478 1s = 500522
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 500968 1s = 499032
BITSREAD = 1000000 0s = 499949 1s = 500051
BITSREAD = 1000000 0s = 499599 1s = 500401
BITSREAD = 1000000 0s = 499522 1s = 500478
BITSREAD = 1000000 0s = 499722 1s = 500278
BITSREAD = 1000000 0s = 499841 1s = 500159
BITSREAD = 1000000 0s = 499598 1s = 500402
BITSREAD = 1000000 0s = 500287 1s = 499713
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 499987 1s = 500013
BITSREAD = 1000000 0s = 499690 1s = 500310
BITSREAD = 1000000 0s = 499896 1s = 500104
BITSREAD = 1000000 0s = 499608 1s = 500392
BITSREAD = 1000000 0s = 499816 1s = 500184
BITSREAD = 1000000 0s = 500478 1s = 499522



BITSREAD = 1000000 0s = 500192 1s = 499808
BITSREAD = 1000000 0s = 500422 1s = 499578
BITSREAD = 1000000 0s = 499436 1s = 500564
BITSREAD = 1000000 0s = 500175 1s = 499825
BITSREAD = 1000000 0s = 501480 1s = 498520
BITSREAD = 1000000 0s = 500524 1s = 499476
BITSREAD = 1000000 0s = 499505 1s = 500495
BITSREAD = 1000000 0s = 499975 1s = 500025
BITSREAD = 1000000 0s = 499781 1s = 500219
BITSREAD = 1000000 0s = 499614 1s = 500386
BITSREAD = 1000000 0s = 500157 1s = 499843
BITSREAD = 1000000 0s = 499688 1s = 500312
BITSREAD = 1000000 0s = 500305 1s = 499695
BITSREAD = 1000000 0s = 500448 1s = 499552
BITSREAD = 1000000 0s = 499929 1s = 500071
BITSREAD = 1000000 0s = 499498 1s = 500502
BITSREAD = 1000000 0s = 499730 1s = 500270
BITSREAD = 1000000 0s = 499953 1s = 500047
BITSREAD = 1000000 0s = 500174 1s = 499826
BITSREAD = 1000000 0s = 500058 1s = 499942
BITSREAD = 1000000 0s = 499797 1s = 500203
BITSREAD = 1000000 0s = 500095 1s = 499905
BITSREAD = 1000000 0s = 500866 1s = 499134
BITSREAD = 1000000 0s = 500655 1s = 499345
BITSREAD = 1000000 0s = 500122 1s = 499878
BITSREAD = 1000000 0s = 499997 1s = 500003
BITSREAD = 1000000 0s = 499759 1s = 500241
BITSREAD = 1000000 0s = 500220 1s = 499780
BITSREAD = 1000000 0s = 498613 1s = 501387
BITSREAD = 1000000 0s = 500187 1s = 499813



BITSREAD = 1000000 0s = 498766 1s = 501234
BITSREAD = 1000000 0s = 499455 1s = 500545
BITSREAD = 1000000 0s = 500316 1s = 499684
BITSREAD = 1000000 0s = 499626 1s = 500374
BITSREAD = 1000000 0s = 499811 1s = 500189
BITSREAD = 1000000 0s = 499796 1s = 500204
BITSREAD = 1000000 0s = 498637 1s = 501363
BITSREAD = 1000000 0s = 499430 1s = 500570
BITSREAD = 1000000 0s = 499461 1s = 500539
BITSREAD = 1000000 0s = 499823 1s = 500177
BITSREAD = 1000000 0s = 499714 1s = 500286
BITSREAD = 1000000 0s = 499441 1s = 500559
BITSREAD = 1000000 0s = 499896 1s = 500104
BITSREAD = 1000000 0s = 499841 1s = 500159
BITSREAD = 1000000 0s = 499360 1s = 500640
BITSREAD = 1000000 0s = 500791 1s = 499209
BITSREAD = 1000000 0s = 500019 1s = 499981
BITSREAD = 1000000 0s = 500286 1s = 499714
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 499942 1s = 500058
BITSREAD = 1000000 0s = 500239 1s = 499761
BITSREAD = 1000000 0s = 500857 1s = 499143
BITSREAD = 1000000 0s = 500272 1s = 499728
BITSREAD = 1000000 0s = 499953 1s = 500047
BITSREAD = 1000000 0s = 500636 1s = 499364
BITSREAD = 1000000 0s = 500104 1s = 499896
BITSREAD = 1000000 0s = 499368 1s = 500632
BITSREAD = 1000000 0s = 499201 1s = 500799
BITSREAD = 1000000 0s = 500106 1s = 499894
BITSREAD = 1000000 0s = 499391 1s = 500609



BITSREAD = 1000000 0s = 500737 1s = 499263
BITSREAD = 1000000 0s = 499406 1s = 500594
BITSREAD = 1000000 0s = 499367 1s = 500633
BITSREAD = 1000000 0s = 500673 1s = 499327
BITSREAD = 1000000 0s = 500398 1s = 499602
BITSREAD = 1000000 0s = 500565 1s = 499435
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 0s = 500328 1s = 499672
BITSREAD = 1000000 0s = 500380 1s = 499620
BITSREAD = 1000000 0s = 500033 1s = 499967
BITSREAD = 1000000 0s = 499122 1s = 500878
BITSREAD = 1000000 0s = 499586 1s = 500414
BITSREAD = 1000000 0s = 500106 1s = 499894
BITSREAD = 1000000 0s = 499540 1s = 500460
BITSREAD = 1000000 0s = 500399 1s = 499601
BITSREAD = 1000000 0s = 499827 1s = 500173
BITSREAD = 1000000 0s = 499898 1s = 500102
BITSREAD = 1000000 0s = 499894 1s = 500106
BITSREAD = 1000000 0s = 499727 1s = 500273
BITSREAD = 1000000 0s = 500115 1s = 499885
BITSREAD = 1000000 0s = 501086 1s = 498914
BITSREAD = 1000000 0s = 499663 1s = 500337
BITSREAD = 1000000 0s = 499191 1s = 500809
BITSREAD = 1000000 0s = 500027 1s = 499973
BITSREAD = 1000000 0s = 499332 1s = 500668
BITSREAD = 1000000 0s = 498995 1s = 501005
BITSREAD = 1000000 0s = 501321 1s = 498679
BITSREAD = 1000000 0s = 499896 1s = 500104
BITSREAD = 1000000 0s = 499676 1s = 500324
BITSREAD = 1000000 0s = 499284 1s = 500716



BITSREAD = 1000000 0s = 500156 1s = 499844
BITSREAD = 1000000 0s = 499550 1s = 500450
BITSREAD = 1000000 0s = 500427 1s = 499573
BITSREAD = 1000000 0s = 499316 1s = 500684
BITSREAD = 1000000 0s = 500233 1s = 499767
BITSREAD = 1000000 0s = 499767 1s = 500233
BITSREAD = 1000000 0s = 499655 1s = 500345
BITSREAD = 1000000 0s = 499870 1s = 500130
BITSREAD = 1000000 0s = 498938 1s = 501062
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 499138 1s = 500862
BITSREAD = 1000000 0s = 499892 1s = 500108
BITSREAD = 1000000 0s = 500297 1s = 499703
BITSREAD = 1000000 0s = 499040 1s = 500960
BITSREAD = 1000000 0s = 500461 1s = 499539
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 499476 1s = 500524
BITSREAD = 1000000 0s = 499917 1s = 500083
BITSREAD = 1000000 0s = 499968 1s = 500032
BITSREAD = 1000000 0s = 499975 1s = 500025
BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 0s = 500167 1s = 499833
BITSREAD = 1000000 0s = 500271 1s = 499729
BITSREAD = 1000000 0s = 499480 1s = 500520
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 500626 1s = 499374
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 501033 1s = 498967
BITSREAD = 1000000 0s = 501223 1s = 498777
BITSREAD = 1000000 0s = 499439 1s = 500561



BITSREAD = 1000000 0s = 500421 1s = 499579
BITSREAD = 1000000 0s = 500175 1s = 499825
BITSREAD = 1000000 0s = 500082 1s = 499918
BITSREAD = 1000000 0s = 500945 1s = 499055
BITSREAD = 1000000 0s = 499948 1s = 500052
BITSREAD = 1000000 0s = 499642 1s = 500358
BITSREAD = 1000000 0s = 500275 1s = 499725
BITSREAD = 1000000 0s = 501026 1s = 498974
BITSREAD = 1000000 0s = 500064 1s = 499936
BITSREAD = 1000000 0s = 501049 1s = 498951
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 499421 1s = 500579
BITSREAD = 1000000 0s = 500028 1s = 499972
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 500428 1s = 499572
BITSREAD = 1000000 0s = 499368 1s = 500632
BITSREAD = 1000000 0s = 499745 1s = 500255
BITSREAD = 1000000 0s = 499385 1s = 500615
BITSREAD = 1000000 0s = 499961 1s = 500039
BITSREAD = 1000000 0s = 499492 1s = 500508
BITSREAD = 1000000 0s = 500938 1s = 499062
BITSREAD = 1000000 0s = 500311 1s = 499689
BITSREAD = 1000000 0s = 499826 1s = 500174
BITSREAD = 1000000 0s = 500118 1s = 499882
BITSREAD = 1000000 0s = 499832 1s = 500168
BITSREAD = 1000000 0s = 499686 1s = 500314
BITSREAD = 1000000 0s = 499495 1s = 500505
BITSREAD = 1000000 0s = 499571 1s = 500429
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 499238 1s = 500762



BITSREAD = 1000000 0s = 500376 1s = 499624
BITSREAD = 1000000 0s = 500105 1s = 499895
BITSREAD = 1000000 0s = 499525 1s = 500475
BITSREAD = 1000000 0s = 500018 1s = 499982
BITSREAD = 1000000 0s = 500097 1s = 499903
BITSREAD = 1000000 0s = 499704 1s = 500296
BITSREAD = 1000000 0s = 500544 1s = 499456
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500834 1s = 499166
BITSREAD = 1000000 0s = 499666 1s = 500334
BITSREAD = 1000000 0s = 499641 1s = 500359
BITSREAD = 1000000 0s = 499635 1s = 500365
BITSREAD = 1000000 0s = 499182 1s = 500818
BITSREAD = 1000000 0s = 499516 1s = 500484
BITSREAD = 1000000 0s = 499564 1s = 500436
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 Os = 499414 1s = 500586
BITSREAD = 1000000 0s = 498999 1s = 501001
BITSREAD = 1000000 0s = 499487 1s = 500513
BITSREAD = 1000000 0s = 500236 1s = 499764
BITSREAD = 1000000 0s = 499727 1s = 500273
BITSREAD = 1000000 0s = 501159 1s = 498841
BITSREAD = 1000000 0s = 500513 1s = 499487
BITSREAD = 1000000 0s = 498681 1s = 501319
BITSREAD = 1000000 0s = 499186 1s = 500814
BITSREAD = 1000000 0s = 499770 1s = 500230
BITSREAD = 1000000 0s = 499387 1s = 500613
BITSREAD = 1000000 0s = 500974 1s = 499026



BITSREAD = 1000000 0s = 500455 1s = 499545
BITSREAD = 1000000 0s = 499026 1s = 500974
BITSREAD = 1000000 0s = 500143 1s = 499857
BITSREAD = 1000000 0s = 499883 1s = 500117
BITSREAD = 1000000 0s = 499717 1s = 500283
BITSREAD = 1000000 0s = 500278 1s = 499722
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 0s = 500281 1s = 499719
BITSREAD = 1000000 0s = 499986 1s = 500014
BITSREAD = 1000000 0s = 499922 1s = 500078
BITSREAD = 1000000 0s = 499717 1s = 500283
BITSREAD = 1000000 0s = 500948 1s = 499052
BITSREAD = 1000000 0s = 500855 1s = 499145
BITSREAD = 1000000 0s = 499818 1s = 500182
BITSREAD = 1000000 0s = 499862 1s = 500138
BITSREAD = 1000000 0s = 500293 1s = 499707
BITSREAD = 1000000 0s = 498992 1s = 501008
BITSREAD = 1000000 0s = 500138 1s = 499862
BITSREAD = 1000000 0s = 500392 1s = 499608
BITSREAD = 1000000 0s = 499701 1s = 500299
BITSREAD = 1000000 0s = 499096 1s = 500904
BITSREAD = 1000000 0s = 500594 1s = 499406
BITSREAD = 1000000 0s = 499786 1s = 500214
BITSREAD = 1000000 0s = 500481 1s = 499519
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 500176 1s = 499824
BITSREAD = 1000000 0s = 499530 1s = 500470
BITSREAD = 1000000 0s = 500266 1s = 499734
BITSREAD = 1000000 0s = 500448 1s = 499552
BITSREAD = 1000000 0s = 499226 1s = 500774



BITSREAD = 1000000 0s = 500217 1s = 499783
BITSREAD = 1000000 0s = 500398 1s = 499602
BITSREAD = 1000000 0s = 500297 1s = 499703
BITSREAD = 1000000 0s = 499850 1s = 500150
BITSREAD = 1000000 0s = 499581 1s = 500419
BITSREAD = 1000000 0s = 500686 1s = 499314
BITSREAD = 1000000 0s = 498983 1s = 501017
BITSREAD = 1000000 0s = 499868 1s = 500132
BITSREAD = 1000000 0s = 499374 1s = 500626
BITSREAD = 1000000 0s = 500494 1s = 499506
BITSREAD = 1000000 0s = 499441 1s = 500559
BITSREAD = 1000000 0s = 500832 1s = 499168
BITSREAD = 1000000 0s = 500008 1s = 499992
BITSREAD = 1000000 0s = 499225 1s = 500775
BITSREAD = 1000000 0s = 500418 1s = 499582
BITSREAD = 1000000 0s = 499826 1s = 500174
BITSREAD = 1000000 0s = 500696 1s = 499304
BITSREAD = 1000000 0s = 499773 1s = 500227
BITSREAD = 1000000 0s = 500336 1s = 499664
BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 500085 1s = 499915
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 501058 1s = 498942
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0s = 499877 1s = 500123
BITSREAD = 1000000 0s = 499775 1s = 500225
BITSREAD = 1000000 0s = 500336 1s = 499664
BITSREAD = 1000000 0s = 499774 1s = 500226
BITSREAD = 1000000 0s = 499780 1s = 500220
BITSREAD = 1000000 0s = 500232 1s = 499768



BITSREAD = 1000000 0s = 499472 1s = 500528

BITSREAD = 1000000 0s = 499976 1s = 500024

BITSREAD = 1000000 0s = 500302 1s = 499698

BITSREAD = 1000000 0s = 500367 1s = 499633

BITSREAD = 1000000 0s = 499202 1s = 500798

BITSREAD = 1000000 0s = 499496 1s = 500504
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