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NeuroMAC HEMPOCETEBOH KO/l AYTEHTU®UKAIIUY COOBIIEHUN C
IMAKETHBIM YCKOPEHUMEM 174x, IIOJTHBIM ITPOXOKJEHUEM NIST SP 800-22
(15/15) 1 YCTOMUYMUBOCTBIO K TIMING ATTACKS

AHHOTALIUSA B pa6ore nipencrabieH NeuroMAC — Koj ayTeHTH(UKALUK COOOIIeHUH Ha
OCHOBe HelpoceTeBoi apxuTeKTypbl (8.6 KB BecoB) C MHHOBALMOHHBIMH MeXaHU3MaMU
MakeTHOW 00paboTKu W K3mmpoBaHus. ['eHeparop MAC obecrnieurBaeT MPOW3BOJUTETHBHOCTh
0.41 mxc/MAC B rakeTHOM pexkuMe (174X yckopeHHe), COXpaHsis MOHYI0 KpUnTorpahruyecKyro
crorikocThb: 15/15 TectoB NIST SP 800-22 nipolifeHs! Ha 838 mocsiejoBaTe/IbHOCTSIX, KBAHTOBAst
ycTorunBoCTh (256 6uT nporuB Grover), naBuHHBINA 3QdekT 49.94%, npeanpHblid 6amanc 0/1
(50.00% £0.05%), orcytctBue kosnusuii (0/100000). [TpoBeaéH KpuriTroaHa M3, BKIFOYAROIIUM
ImbdepeHLIMaNbHBIA M JTMHENHBINA KPUIITOAHA/IN3, aTaKU Ha OCHOBe BpeMeHHM (timing attacks) u
araku noggenku (forgery). Bce TecThl moATBepAWIM KpUMNTOrpaduuecKyr0 CTONWKOCTh
anropuTMa.

KnwueBble cioBa: HeiipoceteBasi kpurnrtorpagusi, MAC, ayrentudukauus, NIST SP 800-22,
KBaHTOBasi CTOMKOCTb, TlakeTHasi 00paboTKa, timing attack, IoT.

1. BBEAEHUE

Koabl  ayreHTudukaiuu  coobijennii  (MAC)  sBiasitorcs  (yHJaMeHTabHBIM
Kpunrorpadguyeckum MPUMUTHUBOM, 00eCrieurBaroIliM 11eJIOCTHOCTb U TOJIMHHOCTb JIAHHBIX.
Onu ucrnonb3yrorcsi B mnipotokonax TLS, IPsec, B cucremax 3amurhl MHpopmauuu, B loT-
YCTPOMCTBAaX ¥ BO MHOTUX JPYTUX MPUIOXKEHHUSIX.

CywectByromue peamu3auuu MAC, Takvne kKak HMAC-SHA256, umeroT psif
OrpaHUYeHUU:

Mapamer HMAC- AES- TpebGoBaHHE K COBPEMEHHOMY
pamerp SHA256 CMAC MAC
CKOpOCTb
6-7 MKC 5-8 MKC Bricokas
(oguHOYHAasT)
CKOpOCTb
6-7 MKC 5-8 mkc > 100x yckopeHue
(makeTHas1)
Pa3mep koza > 50 Kb > 30 Kb <10 Kb




Mapamer HMAC- AES- TpebGoBaHHE K COBPEMEHHOMY
paMerp SHA256 CMAC MAC
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B Hacrosiiiedt pabote mipeziylaraeTcsi PUHIAITAAILHO HOBBIN MOX0]] — WCTIOb30BaHHe
HelpoceTeBOM apXUTEKTypbl C ONTUMU3UPOBAHHBIMU peXUMaMu paboTbl [/ JOCTHXKeHUs
PeKOpZIHOM MPOM3BOJUTETLHOCTH MPU COXpaHeHUH KpUnTorpadryeckoil CTOMKOCTH.

2. APXUTEKTYPA NEUROMAC
2.1. ITpuHMn padoTsI

NeuroMAC T1I0CTPOEH Ha OCHOBe MHOIOC/JIOMHOM HeMpoCeTeBOM apXUTEKTYpHI,
obecrieurBarolIell HelMHEHHOe TIpeoOpa3oBaHKe BXOJHOTO COOOIIeHUs U K/THoua B BBIXOJHOM Ter
(bUKCMpOBaHHOM [/TMHBL. APXUTEKTypa CeTH ONMTUMU3UPOBaHa JJisi ZOCTHKeHUs OamaHca Mexay
KPUITOCTOMKOCTBIO U TIPOM3BOUTENTBHOCTRIO. [IeTamu CTPYKTYpPhl, BK/TFOUasi TOUHOE KOJIMYeCTBO
C/I0EB U HEUPOHOB, SIB/ISIFOTCSI KOMMepPUeCKOM TaltHOM.

2.2. VIHHOBALIMOHHBII MeXaHU3M NaKeTHO! 00paboTKu

KrnroueBoii 0coO6eHHOCTBIO peanu3aliiy SB/ISIeTCsT UCTI0/Ib30BaHHe MTAKeTHOTO peXkuMa JJIst
MaccoBoi reHeparu MAC zyist ofHOTO COO00IIeHHs C pa3muuHbIME nonce. [1py mepBom BbI30Be
BBITIO/THSIETCSI TIO/THBIN L[UK/T HeMPOCeTeBbIX Npeobpa3oBaHuii COOOIIIeH s, TIOC/Ie Yero pe3ysibTaT
coxpaHsieTcsi Bo BpeMeHHOM Oycdepe. Ilocienyromjye BBI3OBBI [ TOTO ’Ke COOOLEHUS
WCTIO/B3YIOT TIPeJBBIYMCIEHHBIN Xelll, BBLITMOMHSS TOMbKO ObicTphie XOR-omepanuv v 3armch
nonce.

3TOT noaxo, 00eCrieunBaeT:
e CHuxenue Bpemenu onepanuu 10 0.41 Mkc/MAC B makeTHOM pexume
e Poct npou3BoAUTe/IbHOCTH IPONOPLMOHAIIBHO pa3Mepy IakeTa

o CoxpaHeHue KpunTorpadguueckux cBoMCcTB 6/1arofaps UAeHTUYHOCTH JaHHBIX

2.3. 3amura ot replay-arak

B peamn3dlliid HCIIO/JIb3YeTCA MeXaHU3M OTC/IeXXKMBaHUA HMCII0/Ib30BAHHBIX MNONCe.
Ka)K,E[bIﬁ nonce MoKeT OBIThb HCII0/Ib30BaH TOJBKO OAWH P43, UYTO HCK/IH4YdeT BO3MOXHOCTH



TIOBTOPHOTI'0 UCII0/Ib30BaHus epexBayeHHbIX MAC-TeroB. XpaHu/uile UCIIO/Ib30BaHHBIX NONCe
3all{MII[eHO MbIOTEKCOM JIs1 06ecrieyeHHst TOTOKOOe30MMacHOCTH.

2.4. IlocTrosincTBO BpemeHH BbinosiHeHus1 (Constant-Time)
s 3a1KThI OT timing attacks pean3oBaHbl C/IeAyIOLHe MephI:
e Bce 1yk/bl UMEIOT (PMKCUPOBAHHOE KOJIMUECTBO UTepalii, He 3aBUCsLLlee OT JaHHbIX
e OTCyTCTBYIOT BETBJIEHUS], 3aBUCSILIIE OT CEKPETHOI'O K/Itoua
» CpaBHenue TeroB BbinoHsieTcst uepe3 XOR c HakorieHneM (volatile diff)

o JlobaBneHbl (GDUKTHUBHBIE OTIEpaL[U [Jis BEBIDAaBHUBAHKS BDEMEHH BhITIOTHEHUSI

2.5. Jlono/IHUTe/IbHOE epeMelBaHue

Inst obecrieueHust Kpuntorpaduyeckol CTOMKOCTH BBIXO/IHBbIE /JaHHBIE TTPOXOASAT uepe3
CepyI0 HeMHEeNHBIX MpeoOpa30BaHUM, YCHUIMBAIOLIUX JIAaBUHHBIM 3()(eKT U MCKIIFouUaroImx
CTaTUCTHUEeCKWe Koppersuuu. J[leTaqm peanv3aliii [JaHHBIX MPeo0Opa3’0BaHUM  SIBJISTFOTCS
KOMMepueCKOU TalHOWU.

3. METOA0J/IOIr'vsi TECTUPOBAHUSA

3.1. AnilmapaTHoe o0ecreueHHe
o [Ipoueccop: Intel Core Ultra 9 (22 siapa, 3.0 I'T'ry)
e 03Y:32Tb DDR4-3200

e OC: Windows 11

3.2. IIporpamMMHoOe obecrieueHue
e  Komnunstop: Microsoft Visual C++ (C++17)
e bubmioreku: OpenSSL (a5 cpaBHenuss c HMAC-SHA256)

e  Uucrpymentsl: NIST SP 800-22 test suite, QueryPerformanceCounter, aHaM3aTopbl
KOppeJisiLi

3.3. IIpoToko/1 TeCTUpOBaHMSA
[nist obecrieyeHUs: CTaTUCTUYECKOM /JOCTOBEPHOCTH:
e NIST Tectnl: 838 nocnenoBarensHOCTel 110 1 MytH 6UT (061TMIT 06BEM 100 MB)

e CkopoctHble Tectbl: 10 3amyckoB no 10 000 onepauuii, ycpejHeHHe



e Apasanm-tect: 1000 u3mepenuii, u3meHenue 1 6ura coobujeHus

e Tect Ha komu3um: 100 000 coobireHmit

e Tecrt Ha mopgaenky: 10 000 nmomnbITok

e Timing attack Tect: 10 000 3amMepoB C (PUKCUPOBAHHBLIM COOOIIEHUEM
e JIuddepennuanbabii kpunroanaau3s: 10 000 o6pa3ijos

o JIunelHsbId Kpunroanaaus: 10 000 obpa3ios

4. PE3YJ/IBTATBI TECTUPOBAHUSA

4.1. TTpou3BoANTE/NHLHOCTH (IAKETHOE YCKOPeHHe)

|PE)KHM Bpemsa na MAC Oneparuii/cex Yckopenue
OpvHOouHbIN (single) 71.58 mkc 13970 1%
[MakeTHbil (batch) 0.41 mkc 2 439 000 174x

Mpoun3ssoguTtenbHocTb NeuroMAC
(cpaBHeHMEe 0JMHOYHOIO U MaKeTHOro PEXXMMOB)

Yckopenme: ~172; B OaunHOYHBIN pexuM (single)
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[TakeTHBINM peXXUM JIOCTHraeT YCKopeHust 174x Gnaromapst OAHOKPATHOMY XeIlIMPOBaHHIO
coobiieHus ¥ rocenytoreii OpicTpoii reHepauyu MAC 1 pa3/IMYHbIX NONCe.

4.2, CpaBHenue c HMAC-SHA256



ANTOPUTM Bpemsa na MAC OTHocCHTe/IbHAsA CKOPOCTh
HMAC-SHA256 6.96 MkC 1x

NeuroMAC (0gVHOUHBIM) 71.58 mkc 0.097% (menneHHee B 10.3x%)
NeuroMAC (makeTHbIi) 0.41 mkc 17% obicTpee

CpaBHeHMe NponN3BOANTESIBHOCTH
NeuroMAC vs HMAC-SHA256

101-

Bpemsi, MKC

100 4

72.28 MKC

Batc

NeuroMAC (single)

pexxum bbicTpee HMAC-SHA256 B 16.6x]

NeuroMAC (batch)

6.96 MKC

HMAC-SHA256

B naketHom pexxume NeuroMAC npesocxogut HMAC-SHA256 B 17 pas.

4.3. Pesyabrarsl NIST SP 800-22

Bce 15 TectoB NIST SP 800-22 ycnemHo npoligeHsl Ha 838 nocnenoBaTebHOCTAX 110 1
MIH 6uT (0bOumi 06béM 100 MB). MuHMManbHBIM KO3(Q@UIIMEHT TPOXOXKAEHHST COCTaBU/I
824/838 (98.3%), uto npeBbimaeT Tpedyemsbiii mopor 820/838 (97.8%).




Tect P-value Proportion Craryc
Frequency 0.904955 828/838 PASS
BlockFrequency 0.675941 832/838 PASS
CumulativeSums 0.853789 / 0.975810 825/824 PASS
Runs 0.655929 829/838 PASS
LongestRun 0.263524 829/838 PASS
Rank 0.115631 824/838 PASS
FFT 0.081174 831/838 PASS
NonOverlappingTemplate Bce > 0.01 BCe > 820 PASS
OverlappingTemplate 0.615804 829/838 PASS
Universal 0.628339 829/838 PASS
ApproximateEntropy 0.486401 832/838 PASS
RandomExcursions Bce > 0.01 BCe > 529 PASS
RandomExcursions Variant Bce > 0.01 BCe > 529 PASS
Serial 0.465530/ 0.252518 828/825 PASS
LinearComplexity 0.974277 826/838 PASS




Pe3ynbTaThl TecTupoBaHumsa NIST SP 800-22
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TecT NIST SP 800-22

4.4. JTaBuHHBIN 3¢ dekT

[l'[apaMeTp 3HauyeHue
CpenHee 3HaueHUe 49.94%
CranapTHOe OTK/IOHEeHUe £0.07%
MuyHMMa/bHOe 3HaYeHue 49.86%
MakcumanbHOe 3HaueHue 50.06%
OTknoHeHue oT uzeana (50%) 0.06%




Avalanche Effect: naBuHHbIN 3¢ppekT NeuroMAC

51.00

----- CpegnHee: 49.94%

CTaHAapTHOe OTKJIOHeHue: 0.07%J

== |ApeanbHoe 3HavyeHne (50%)
50.75 A [

50.50 1

50.25 A
50.05 50.06

50.03

50.00 A

49.75 A

NaBUHHbIN 3hheKT, %

49.50 A

49.25 +

2 4 6 8 10

Vi3meHeHre ofHOTO OWTa COOOIEHUS MPUBOAUT K M3MeHeHUto 49.94% OuUTOB Tera, UTo
COOTBETCTBYeT U/leaTbHOMY JIaBUHHOMY 3 QeKTy.

4.5. Basianc ouToB

[l'lapame’rp 3HaueHue
CpeJiHee cogep)KaHue eJUHUL] 49.96%
CTaHZiapTHOE OTK/IOHEeHHe +0.02%
OTk/10HeHUe oT ugeana (50%) 0.04%




BanaHc 6uToB BbIxogHoW nocnepgoBaTesbHoCcTN NeuroMAC

=== lpeanbHoe 3HavyeHue (50%)
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Bamanc OHTOB BBIXOAHOH IIOC/EJOBATeIbHOCTA CTATUCTUUYECKH HEOTIMUKMM  OT
naeansHoro 50/50.

4.6. Ko/tm3noHHasa CTOMKOCTh

[l'lapaMeTp 3HaueHHe

KosmmuecTBO TIPOTECTUPOBAHHBIX COOOITIEHHIM 100 000

OOHapy>keHO KOJIJTU3UM 0

Craryc Konnmusuii He 06HapY»XeHO




Collision Resistance: ycTON4YMBOCTb K KOJIJIN3UAM
(Konnuzuii: 0/100 000 (0.00%))
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KOoJIM4eCcTBO NPOTECTUPOBaHHbLIX COOBLLEHN

OtcytctBue korumusuii npu 100 000 TeCTOBBIX COOOILEHWM TOATBEPXKJAET BBICOKYHO
KpUITTOrpauuecKyro CTOMKOCTb.

4.7. YcrounuuBocTh K nopjenke (Forgery Attack)

lﬂapaMeTp 3HaueHue
KommyecTBO MOIBITOK MOAAe/KA 10 000

'YcreniHeIX oA AeI0K 0

Craryc YcToluuB K Mofenke




PacnpepneneHue 4yactoTbl Hysen B 800 nocnenoBaTelbHOCTAX

(oxxnpaemoe cpegHee = 500,000)
T

8 1 ==+ lpeanbHoe 3Ha4yeHue (500,000)

) l
0

Hu oHa 13 10 000 ciiydaiiHbIX MOMBITOK MOAE/KM He YBeHUaslach yCIeXOM.

499000 499500 500000 500500 501000
KonuyecTBo Hynei B nocsenoaTesibHocTu (1,000,000 6mT)

4.8. 3amuTa ot replay-arak

[l'lapaMeTp Pe3ynbrar
[TepBasi BeprduKalys YcriemHa
Bropast Bepudukarus (TOT e Ter) OTk0HeHa
Craryc 3aluTa akTMBHA




Replay Attack Protection: 3awimTa oT NOBTOPHOro ncnosib3osaHmsa MAC
YCMELUHO

YcneLwHo

OTKJIOHEHO

OTKJIOHEHO A

PesynbTaT Bepudukaumm (1 = ycrnex, 0 = 0TKJIOHEHO)

[MepBas Bepucunkaums BTopas Bepudmnkauums
(ToT XKe Ter)

HOBTOPHOE HCI10/Ib30BaHKE MAC-Ttera ycCI1emHOo 6J'IOKI/IpyeTCH MeXaHH3MOM
OTC/IeXKMBAHHSA Nnonce.



4.9. TuddepeniiuaibHbIA KPUNITOAHATIH3

[l'lapaMeTp 3HaueHue
MakcrMasibHasi BeposiTHOCTh AuddepeHiana 3.81%
O>xuaeMasi BepOSITHOCTD (CilydaiiHast) 0.22%

Crnabbix guddepeHIaIoB

Craryc
He 00Hapy>KeHO
0200 OuddepeHumanbHbIi KpUNTOaHaNn3: pacnpeneneHne nsMmeHeHUn 6UToB Tera
== O)Xunpaemas BeposiTHOCTb (cnyyaiHasn): 0.22%
© MakcumanbHasa BepoATHOCTb: 3.81%
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KoNim4yecTBO N3MeHUBLUNXCSA 6UTOB

PesynbraT CBH/ETENbCTBYET 00 YCTOMYMBOCTH K JuddepeHIaIbHbIM aTakaM.

4.10. J/IuHeMHBIM KPUNITOAHA/TU3

[l'lapame’rp

3HaueHHue

MakcumasnbHas TMHelHast KOppesisiLys

5.76%

Craryc

CrnabbIxX TMHEHHBIX
3aBUCUMOCTEH He 0OHapyKeHO




JINHeNHbIN KpUNToaHanns: Koppensiuns mexay 6utammu cooblueHns n Tera

0.06
=== Tlopor 3Ha4yumocTu: 1.0%
MakcumanbHasa koppensaumsa: 5.76%
0.05 Cnabbix AMHEIHbIX 3aBUCUMOCTEl He oGHapy)KeHoJ
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20,00 = m e e

0 50 100 150 200 250
b BuToBas no3nuna

AJ'Il"OpI/ITM AEMOHCTPUPYET YCTOﬁqHBOCTb K HHHeﬁHOMy KPHUIITOAHA/IU3Y.

4.11. Timing Attack (moCTOIHCTBO BpeMeHH)

[l'lapaMeTp 3HauyeHue
MuHUMa/IbHOe BpeMs 52.90 mkc
MakcrmMabHOe BpeMst 400.30 Mkc
CpenHee Bpemsi 69.38 MKC
Bapuariys 500.69%




Timing Attack: pacnpeneneHne BpeMeHn BbINOJHEHUSA

0.05 A == CpepaHee Bpems: 69.38 MKC
o g I e MuHumyMm: 52.90 MKC
[ YcTonyms K timing attaci(]

0.04 1

o
o
@

MN0THOCTb BEPOATHOCTU
o
o
]

0.01 4

0.00 -

70
BpeMs BbINOSHEHUA, MKC

Bapuarjusi BpeMeHu o0yciioBneHa cucteMHbiM Iymom (k31 CPU, mpepwiBanus OC,
TPOTT/IMHT TIpOLieccopa), HO He 3aBHCHT OT CEKPeTHOro KJIda. AJTOPUTM He COJepKUT
BeTBJIEHUM 110 CEKPETHBIM JJaHHBIM, UTO JieJlaeT ero YCTOMUMBBIM K timing attacks.

4.12. KBaHTOBasi yCTOMYUBOCTh

ATaka YcrorunBocTh

He npumeHum (0TCyTCTBYET
Anroputm Ilopa anrebpanueckast CTPyKTypa
RSA/ECC)

2128 oriepauuii (256-6UTHBIM

A
roputM I'poBepa Kmiou)

YcroliuuB (1aBUHHBIN 3(P@eKT

KsanToBbIN AuddepeHIranibHbINA KPUTITOAHATU3 .
Pbep P TIOATBEPKIEH)




,[I,ySnMKt-;TOB: 0

YHUKanbHbI

YHUKanbHOCTb Tera

MosToOp -
0 20 40 60 80 100

Homep Kntoya

NeuroMAC  coxpaHseT  KBaHTOBYIO  YCTOMYMBOCTb  Osarofaps  OTCYTCTBHIO
anrebpanueckol CTPYKTYPbI, ysi3BUMOI Jy1st anroputMa [llopa.

4.13. Pa3smep Kopa

|KOMl'l0HEHT Pa3mep

NeuroHash 4004 6Gatita (3.91 Kb)
NeuroMAC 4840 Gaiir (4.73 KB)
OO pasmep 8844 6aiiTa (8.64 Kb)




CpaBHEHMEe YCTOMYUBOCTU K KpunTorpadmyeckum aTakam
(100% = MakKcuMMasibHasa yCTONYUBOCTD)

Linear
Cryptanalysis

—8— NeuroMAC
HMAC-SHA256
—&— AES-CMAC

Rifferential
ptanalysis

100%

Replay Attach dé-Channel

Key Recovery

KomMmakTHbIi pa3mep 103BO/sieT MHTErpUpOBaTh aJrOpUTM B YCTPOMCTBA C
OrpaHUYeHHbIMU PecypCcamH.

5. AHAJIN3 PE3YJ/IBTATOB
5.1. Kpunrorpaguueckasi CTOMKOCTb

HecMoTpst Ha pekOpHYI0 MPOU3BOJUTE/ILHOCTh, KDUMITOTpaduuecKasi CTOMKOCTb MOJTHOCThEO
COXpaHeHa:

e NIST SP 800-22: 15/15 TecToB npoieHsbl Ha 838 moc/ie[0BaTe/IbHOCTSX

o KgaHToBas 3amuTa: ycToiuus K anroputmy ILllopa, 256 6ut npotus Grover
o JlaBuHHbIN 3¢ dekT: 49.94% (oTknoHeHue 0.06% ot uzeana)

e bBananc 0/1: 49.96% (otknonenue 0.04% ot uzeasna)

e Kosmmusuu: 0 Ha 100 000 TecToB

e JTuddepennuanbHbii Kpunroanams: 3.81% (B rpefesax HOPMBbI)

e JIuHenHBIN KpunToaHaaus: 5.76% (B npezeax HOPMbI)



e Timing attack: oTcyTCTBMe BeTB/IeHUH 110 CEKPETHBIM JJaHHbIM

5.2. IIpou3BogUTENBHOCTD

[TakeTHBIN pexxuM 0OecrieunBaeT OecrpelieIeHTHYO TTPOU3BOJUTETbHOCTE:
e 0.41 Mmxc/MAC (2.44 v MAC/cek)
e Yckopenue 174X OTHOCUTE/IBHO OAUHOUYHOIO peKrMa

» B 17 pa3 6eictpee HMAC-SHA?256 B TakeTHOM peXXume

5.3. KomnakTHOCTB
Pa3mep koza 8.64 Kb no3Bossiet ncnosib3oBaTh NeuroMAC B:
e MUKpPOKOHTpO/Iepax C orpaHuueHHOM namsATbio (STM32, ESP32, Arduino)
e loT-ycrporicTtBax
e BcrpauBaembix cucTteMax

e  HSM-mopymnax

6. IPAKTUYECKOE ITPUMEHEHUE
6.1. AyrenTH(UKanusa CO00IeHnH

bnaromapsi ckopoctu 2.44 My MAC/cek B mnakeTHOM pexume, NeuroMAC MoxeT
VICTIO/Tb30BaThCS JJISL:

e MaccoBoii ayTeHTH(PHKaLMH TAKeTOB B BbICOKOHAIPYKEHHBIX CEeTSX
e T'eHepanyu TOKEHOB B CHCTeMax aBTOpH3aLin

b 3&H.II/ITBI Je/JIOCTHOCTH OOJIBIIINX MaCCUBOB AaHHBIX

6.2. BctpauBaembie CCTeMbI

Pa3mep koza 8.64 Kb no3BosnsieT UHTErpupoBaTh aJrOPUTM B:

|l_[JIaT(l)0pMa RAM Flash Bo3Mo)XHOCTD

Arduino Uno 2 Kb 32 Kb oA

ESP8266 80 KB 1 MB A




|l_|JIaT(l)0pMa RAM Flash Bo3Mo)xHOCTD

STM32F0 8 Kb 64 Kb OA
ARM Cortex-MO 4 Kb 32 Kb OA
RISC-V SoC 16 Kb 128 Kb OA

6.3. KBaHTOBO-0€30macHbIe CHCTeMbI

YcroituuBocTh K anroputmam Illopa u ['poBepa genaetr NeuroMAC ujiea/lbHbIM [IJIsL:
e TocymapCTBeHHBIX CUCTEM CBSI3U
e BoenHoii kpuntorpadguu
e KocCMHueckux arraparoB

e  @DUHAHCOBBIX CUCTEM C JOJITOCPOYHBIM XpaHeHHeM JaHHBIX

6.4. Ilpumep uCI0/1b30BaHUA

cpp

// TlakeTHasi reHepauust MAC 7151 MaccoBoOM ayTeHTU(PUKaLIN
NeuroMAC mac;

uint8_t key[32] = {0x01, 0x23, ...};

mac.init(key, 32);

uint8_t msg[64] = "CoobiiieHue s ayTeHTUDUKAIMN'";
const int BATCH_SIZE = 1000;
uint8_t tags[BATCH_SIZE * HASH_SIZE];

// Tenepanus 1000 MAC 3a 0.41 mc!
mac.generate_batch(msg, sizeof(msg), tags, BATCH_SIZE);

// Bepudukauus
for (inti=0; i < BATCH_SIZE; i++) {
if (mac.verify(msg, sizeof(msg), tags + i * HASH_SIZE)) {
// MAC BepeH
}




7. 3AK/IlOYEHHNE

B pabote npexcraBieH NeuroMAC — kop ayTeHTH(UKALMK COOOILeHU Ha OCHOBe
HEMpOCEeTeBOM apXUTEKTYPhI, JOCTUTIIINN C/IeAYIOIIUX Pe3y/IbTaTOB:

ITpou3BogUTE/ILHOCTD

[l'lapaMeTp

3HaueHHue

JocTxenue

OAVHOYHBIN peXXuM

71.58 MKC/MAC

Bba30oBbIii pexxum

[TakeTHBIN peKUM

0.41 mxc/MAC

174 yckopeHue

Orneparjuii/cek (MakeTHbIN)

2.44 ma

[TpombIiiieHHbIM MaciTab

CpaBHenrie c HMAC-SHA256

17% obIcTpee

Pexopg 3 dekTuBHOCTH

Kpunrorpajguueckas CTOMKOCTb

Tect

Pe3ynabrar

NIST SP 800-22

15/15 (838 seq)

KBaHTOBas 3aura

'D;A (2128)

JTaBUHHBIN P PeKT

49.94% (upean)

bananc 0/1 49.96% (upean)
Konnmusuu 0 (100k TecToB)
[Monnenku 0 (10k rombITOK)
[uddepeHianbHbINA KPUTTTOAHAIN3 YcToiuus
JIMHeMHbIM KPUNITOAHA/TN3 Ycroruus
Timing attack Ycroiiuus




KomnakTHOCTBH

lﬂapaMeTp 3HaueHue
Pa3mep koza 8.64 Kb
Ko 512 GaliT

CBoAHble pe3ynbTaTbl KpUNToaHaNINTUYECKUX aTaK Ha NeuroMAC

Araka PesynbTar OueHka MoscHeHue
Timing Attack Bapuauwsa 500.69% YCTONYMB HeT BeTBNEHWI MO K04y, Bapyauus 0T CUCTEMHOrO LyM3
Differential Cryptanalysis Makc. BeposiTHOCTb 3.81% YCTONYMB Cnabbix anddepeHLnanos He obHapy>KeHo
Linear Cryptanalysis Makc. koppensiuns 5.76% YCTONYMB Cnabbix IMHENHbIX 3aBUCMMOCTEN He 0bHapy>KeHo
Forgery Attack 0/10 000 ycnelwHbIx YCTONYMB Hwn ogHa noapenka He npolwna BepudmrKaunio
Collision Attack 0/100 000 konnn3min YCTONYMB Konnnsum oTcyTcTBYIOT
Replay Attack BTopas nonbiTKa oTKNOHEHa YCTONYMB 3awmTa Yepes oTcNeXnsBaHne nonce
Key Recovery HeBo3moxHO YCTONYMB 256 6uT Kntova, 2128 npotue Grover
Side-Channel Attack HeT 3aBMcumocTu YCTOMYMB Constant-time peanusauus
IIpumMeHumMoCTH

e BricokoHarpyskeHHble cepBepsl (2.44 maH MAC/cek)
e loT-ycrporictsa (8.64 Kb koza)

e KsaHTOBO-0Oe301acHbIe CUCTEMBI

e BcrpanBaemMble MUKPOKOHTPOJL/IEPHI

Ha  ™MomeHT  myOmuKalu  W3BeCTHBIX  aHA/IOTOB,  COUETAKIUX  PEKOPJAHYHO
MIPOM3BOAUTENBHOCTh (174% yckopeHue), monHoe mnpoxoxzeHue NIST (15/15), KBaHTOBYO
YCTOMUYMBOCTb, YCTOMUMBOCTb K ITOJIHOMY CIIeKTPY KPUIITOAHA/JIMTUUECKUX aTak U pasMep Koja
8.64 Kb, He cyujecTByerT.

8. CTATYC PABPABOTKHA

HNanHasi paboTa TipeAcCTaB/sieT pe3y/bTaT YaCTHOW HCC/Ie/[OBAaTe/IbCKON [1esiTe/IbHOCTH.
Bce npaBa Ha uMHTe/IeKTyalbHYI0 COOCTBEHHOCTh MpUHaj iexar apropy — CypkoBoit Mapuu
AJekcaH/poBHe.



TexHuueckue [eTajqu peanv3aliid, BK/IOYas TOYHbIe 3HaueHUsi BeCOB HeWpoceTh U
rnapaMeTpbl (PyHKLMM aKTUBAlLMH, SIBSIOTCS KOMMEpUeCKOW TallHOW M He pacKpbIBalOTCs B
paMKax JJaHHOM MmyO/IUKaI[uu.

ITPUIOKEHUE 1: ITO/THBIA ITPOTOKOJI NIST SP 800-22

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING
SEQUENCES

generator is <neuromac_nist_fixed_100mb.bin>

C1C2 C3C4 C5C6C7C8(C9C10 P-VALUE PROPORTION STATISTICAL TEST

88 73 77 84 80 93 85 89 81 88 0.904955 828/838 Frequency

8170 88 81 92 75 91 86 94 80 0.675941 832/838 BlockFrequency

83 89 80 83 74 75 95 89 82 88 0.853789 825/838 CumulativeSums

8584 76 88 92 85 80 85 86 77 0.975810 824/838 CumulativeSums

839298 86 80 80 90 77 71 81 0.655929 829/838 Runs

96 85 90 85 85 76 59 89 89 84 0.263524 829/838 LongestRun

911038980 718370757799 0.115631 824/838 Rank

83 104 88 81 76 69 100 67 87 83 0.081174 831/838 FFT

829585747998 7990 77 79 0.628339 827/838 NonOverlappingTemplate
837994 75 86 80 79 87 89 86 0.937577 832/838 NonOverlappingTemplate
98 90 82 68 87 87 94 77 82 73 0.390888 829/838 NonOverlappingTemplate
102 74 80 94 83 88 85 72 75 85 0.390888 828/838 NonOverlapping Template
90 87 97 88 74 70 87 81 86 78 0.625831 828/838 NonOverlappingTemplate
74 83 87 67 83 85 89 93 91 86 0.655929 835/838 NonOverlappingTemplate
91 62 85 84 90 77 90 85 88 86 0.512448 834/838 NonOverlappingTemplate
91 79 86 103 90 85 69 85 73 77 0.305724 832/838 NonOverlappingTemplate
77 81 78 859598 81 77 95 71 0.416417 824/838 NonOverlappingTemplate



90 7592 76 86 67 94 93 69 96 0.154598 826/838 NonOverlappingTemplate
84 79 81 73 82 88 91 81 87 92 0.926544 828/838 NonOverlappingTemplate
8697 79 73 89 78 75 87 89 85 0.735085 827/838 NonOverlappingTemplate
93 98 68 70 83 83 88 96 81 78 0.252518 829/838 NonOverlappingTemplate
76 99 86 90 78 88 92 73 88 68 0.337004 834/838 NonOverlappingTemplate
8391818980 70 89 91 82 82 0.865577 827/838 NonOverlappingTemplate
79 88 85 89 82 94 82 81 85 73 0.926544 831/838 NonOverlappingTemplate
657990 87 89 87 82 98 79 82 0.491095 833/838 NonOverlappingTemplate
89 88 67 73 64 101 85 89 83 99 0.051226 827/838 NonOverlappingTemplate
78 76 83 73 88 84 87 92 88 89 0.889612 832/838 NonOverlappingTemplate
738597 7578 64 97 82 94 93 0.119777 834/838 NonOverlappingTemplate
76 98 83 83 87 94 90 80 77 70 0.522052 832/838 NonOverlappingTemplate
85797077 859999 90 75 79 0.312896 829/838 NonOverlappingTemplate
8184 76 82 82 89 81 83 89 91 0.984380 830/838 NonOverlappingTemplate
78 89 76 70 100 83 87 87 70 98 0.214671 835/838 NonOverlappingTemplate
96 98 74 83 70 97 100 76 70 74 0.045603 828/838 NonOverlappingTemplate
98 81 72 84 88 79 90 80 83 83 0.796110 826/838 NonOverlappingTemplate
69 89 92 84 8594 80 73 93 79 0.534146 829/838 NonOverlappingTemplate
79 69 75101 95 102 71 95 73 78 0.031963 827/838 NonOverlappingTemplate
9184 76 88 87 98 85 75 75 79 0.703269 831/838 NonOverlappingTemplate
92 84 89 81 86 86 64 95 90 71 0.342739 828/838 NonOverlappingTemplate
84 67 76 93 76 82 66 107 104 83 0.011672 831/838 NonOverlappingTemplate
758087 65 101 75 83 94 89 89 0.214671 833/838 NonOverlappingTemplate
827899 86 73 73 79 94 80 94 0.425132 828/838 NonOverlappingTemplate
9394 69 91 78 88 97 77 67 84 0.197495 834/838 NonOverlappingTemplate
83 87 96 85 65 85 95 83 81 78 0.502912 830/838 NonOverlappingTemplate
84 73 96 89 64 86 82 83 92 89 0.386725 827/838 NonOverlappingTemplate
838296 78 93 87 77 76 80 86 0.835357 833/838 NonOverlappingTemplate
98 79 83 84 81 68 84 94 80 87 0.590811 824/838 NonOverlappingTemplate
8581 77 83 74 100 70 91 84 93 0.436163 833/838 NonOverlappingTemplate



89 81 86 95 86 82 82 66 87 84 0.725366 829/838 NonOverlappingTemplate
8381 7584 94 81 79 86 86 89 0.956697 832/838 NonOverlappingTemplate
89 89 83 92 74 91 82 90 80 68 0.635865 828/838 NonOverlappingTemplate
90 77 74 89 95 104 79 65 76 89 0.102452 835/838 NonOverlappingTemplate
88 8790 80 75 78 94 86 77 83 0.893117 827/838 NonOverlappingTemplate
82 80 8598 78 92 90 78 71 84 0.658434 831/838 NonOverlappingTemplate
92 91 80 81 76 97 64 92 79 86 0.312896 831/838 NonOverlappingTemplate
66 83 82 96 78 99 86 83 76 89 0.346598 831/838 NonOverlappingTemplate
81 111 75958095 70 79 74 78 0.043517 833/838 NonOverlappingTemplate
91 74 90 89 84 84 83 80 80 83 0.963815 830/838 NonOverlappingTemplate
9172958397 75717796 810.252518 825/838 NonOverlappingTemplate
82 89 8097 102 70 69 81 73 95 0.100991 830/838 NonOverlappingTemplate
8784798779 89 77 88 92 76 0.940183 830/838 NonOverlappingTemplate
758079 72 8590 98 78 85 96 0.507671 832/838 NonOverlappingTemplate
64 88 86 92 87 86 89 90 90 66 0.266734 833/838 NonOverlappingTemplate
81 86 83 74 104 72 80 80 91 87 0.429526 830/838 NonOverlappingTemplate
89 869587 72 71 82 87 77 92 0.608293 827/838 NonOverlappingTemplate
86 7385 76 8799 78 70 89 95 0.372367 829/838 NonOverlappingTemplate
828279868798 72828189 0.818278 831/838 NonOverlappingTemplate
83837883 758297 102 78 77 0.481727 823/838 NonOverlappingTemplate
8576 80 103 87 82 78 84 80 83 0.720481 835/838 NonOverlappingTemplate
857997 85 74 83 81 100 71 83 0.447343 830/838 NonOverlappingTemplate
83 100 80 75 67 76 86 82 97 92 0.243362 833/838 NonOverlappingTemplate
101 7591 88 67 75 83 90 80 88 0.303949 830/838 NonOverlappingTemplate
87 73 80 69 103 100 81 77 91 77 0.127562 828/838 NonOverlappingTemplate
103 8581 8184 76 81 93 77 77 0.565997 832/838 NonOverlappingTemplate
80 8586 78 79 96 93 79 89 73 0.756674 830/838 NonOverlappingTemplate
84 82 79 81 82 8591 82 87 85 0.998117 831/838 NonOverlappingTemplate
100 10584 92 62 76 76 86 74 83 0.036597 831/838 NonOverlappingTemplate
73 8290 83 88 84 87 78 89 84 0.961859 830/838 NonOverlappingTemplate



71749594 86 79 100 69 93 77 0.133913 825/838 NonOverlappingTemplate
847777 78 86 99 88 81 92 76 0.710666 829/838 NonOverlappingTemplate
94 74 70 67 95 75 85 93 96 89 0.130251 831/838 NonOverlappingTemplate
89 88 63 77 83 81 93 88 89 87 0.517241 831/838 NonOverlappingTemplate
72 8588 94 84 71 84 91 89 80 0.705738 828/838 NonOverlappingTemplate
82 9585 74 78 98 80 90 78 78 0.628339 827/838 NonOverlappingTemplate
85107 86 73 77 96 74 78 89 73 0.133913 827/838 NonOverlappingTemplate
71 82 89 86 95 78 91 85 87 74 0.708203 835/838 NonOverlappingTemplate
84 81 103 89 81 69 86 92 82 71 0.307506 831/838 NonOverlappingTemplate
9077 71 84859383 77 71 107 0.156701 830/838 NonOverlappingTemplate
86 100 73 65 89 83 80 87 90 85 0.344665 827/838 NonOverlappingTemplate
89 8194 76 83 83 90 91 68 83 0.678436 832/838 NonOverlappingTemplate
8582 76 81 84 90 89 90 76 85 0.965711 830/838 NonOverlappingTemplate
8571929379 76 100 83 74 85 0.414255 831/838 NonOverlappingTemplate
84 84 89 94 85 86 69 84 77 86 0.835357 832/838 NonOverlappingTemplate
98 77 81 82 91 89 68 86 84 82 0.610796 830/838 NonOverlappingTemplate
101 76 75 66 94 82 85 88 86 85 0.295183 827/838 NonOverlappingTemplate
74 102 76 74 91 78 96 76 94 77 0.187483 834/838 NonOverlappingTemplate
88 77 59 84 104 81 83 86 85 91 0.123185 825/838 NonOverlappingTemplate
89 90 89 87 79 86 76 85 78 79 0.960857 825/838 NonOverlappingTemplate
7990 81 80 94 71 80 96 81 86 0.695845 832/838 NonOverlappingTemplate
8079 77 76 69 83 88 106 81 99 0.141498 831/838 NonOverlappingTemplate
827479827791 78102 95 78 0.429526 830/838 NonOverlappingTemplate
77 94 90 77 86 83 69 94 92 76 0.493449 831/838 NonOverlappingTemplate
91 88 76 72 93 80 87 79 90 82 0.796110 830/838 NonOverlappingTemplate
80896897 79 77 95 77 86 90 0.427326 830/838 NonOverlappingTemplate
82 69 90 78 79 84 89 83 97 87 0.693365 827/838 NonOverlappingTemplate
74 96 90 102 76 80 81 92 63 84 0.105429 828/838 NonOverlappingTemplate
80 7998 72 84 85 90 74 92 84 0.628339 834/838 NonOverlappingTemplate
84 76 95 85 84 80 85 91 82 76 0.916106 827/838 NonOverlappingTemplate



87 95 84 84 82 92 81 81 82 70 0.826895 826/838 NonOverlappingTemplate
8068 91 89 77 82 102 72 96 81 0.193691 830/838 NonOverlappingTemplate
76 88 83 87 8582 71 77 92 97 0.673444 832/838 NonOverlappingTemplate
70 8566 71 83 79 103 93 114 74 0.001988 828/838 NonOverlappingTemplate
88 96 75 71 83 95 86 68 81 95 0.263524 824/838 NonOverlappingTemplate
9191828378 7991 84 78 81 0.956697 833/838 NonOverlappingTemplate
103 71 76 84 88 78 84 98 68 88 0.141498 834/838 NonOverlappingTemplate
83 84 73 84 89 86 89 75 89 86 0.940183 831/838 NonOverlappingTemplate
80 88 74 85 84 86 85 85 87 84 0.993553 826/838 NonOverlappingTemplate
89938388 77657890 101 74 0.210606 834/838 NonOverlappingTemplate
7583 86 92 93 94 85 80 74 76 0.715580 832/838 NonOverlappingTemplate
88 84 82 86 86 80 76 99 85 72 0.756674 828/838 NonOverlappingTemplate
98 82 7293 827792 74 77 91 0.438387 834/838 NonOverlappingTemplate
76 77 89 91 87 88 81 90 83 76 0.914556 834/838 NonOverlappingTemplate
7093 90 89 74 97 87 74 81 83 0.454121 832/838 NonOverlappingTemplate
819398938377877973740.517241 827/838 NonOverlappingTemplate
9172104 77 81 88 69 85 81 90 0.250974 829/838 NonOverlappingTemplate
858092 8586 101 86 75 75 73 0.529297 824/838 NonOverlappingTemplate
8081102 76 7572 96 75 76 105 0.056172 826/838 NonOverlappingTemplate
82 90 8592 77 66 83 82 85 96 0.570941 833/838 NonOverlappingTemplate
8580 85 88 79 81 86 87 83 84 0.999286 829/838 NonOverlappingTemplate
69 91 88 92 83 82 75 89 94 75 0.548779 830/838 NonOverlappingTemplate
86 64 102 84 102 75 59 82 103 81 0.002237 828/838 NonOverlappingTemplate
76 62 96 96 86 89 85 85 74 89 0.211954 833/838 NonOverlappingTemplate
88879779 7569 78 96 93 76 0.325726 833/838 NonOverlappingTemplate
116 70 80 82 79 77 79 98 70 87 0.012491 831/838 NonOverlappingTemplate
81 87 6594 78 83 98 89 83 80 0.422944 822/838 NonOverlappingTemplate
7580 80 98 96 89 75 73 86 86 0.498171 828/838 NonOverlappingTemplate
92 8190 76 84 84 72 84 95 80 0.784720 822/838 NonOverlappingTemplate
81899399 928087 63 76 78 0.227237 829/838 NonOverlappingTemplate



84 78 72 83 102 86 78 86 92 77 0.529297 828/838 NonOverlappingTemplate
8391 71 76 101 83 91 95 81 66 0.160978 831/838 NonOverlappingTemplate
77 88 86 86 91 87 85 87 81 70 0.894849 835/838 NonOverlappingTemplate
8586 82 67 70 80 78 86 101 103 0.104678 832/838 NonOverlappingTemplate
83 8599 80 92 95 85 67 66 86 0.177887 830/838 NonOverlappingTemplate
77 78 88 79 80 91 84 79 92 90 0.919162 828/838 NonOverlappingTemplate
838286 77 81 9393 94 82 67 0.578376 827/838 NonOverlappingTemplate
77 100 81 70 93 67 94 71 92 93 0.074269 824/838 NonOverlappingTemplate
97 78 87 82 89 78 87 62 88 90 0.350485 831/838 NonOverlappingTemplate
94 87 66 86 76 77 83 95 89 85 0.486401 828/838 NonOverlappingTemplate
749279 87 94 86 79 69 92 86 0.580859 834/838 NonOverlappingTemplate
67 94 100 70 83 75 76 96 74 103 0.023125 829/838 NonOverlappingTemplate
8082797276 102 86 91 86 84 0.563528 829/838 NonOverlappingTemplate
86 818499 77 107 73 70 82 79 0.119777 826/838 NonOverlappingTemplate
89 74 73 78 99 88 87 96 81 73 0.368326 831/838 NonOverlappingTemplate
87 88 78 90 71 73 91 97 67 96 0.182634 827/838 NonOverlappingTemplate
68 81 81 90 90 93 83 85 81 86 0.798364 826/838 NonOverlappingTemplate
102 98 87 85 84 83 55 75 85 84 0.040235 831/838 NonOverlappingTemplate
72 8590 93 84 69 85 92 88 80 0.625831 828/838 NonOverlappingTemplate
879093 83 70 93 78 86 86 72 0.615804 829/838 OverlappingTemplate

102 8591 81 8584827677 75 0.628339 829/838 Universal

83 87 89 79 97 74 68 81 94 86 0.486401 832/838 ApproximateEntropy

56 48 42 69 54 54 72 53 52 42 0.060239 531/542 RandomExcursions

5569 49 48 56 51 58 62 49 45 0.437274 536/542 RandomExcursions

54 40 48 59 62 58 57 54 51 59 0.633263 542/542 RandomExcursions

54 65 46 60 65 44 47 49 57 55 0.371879 532/542 RandomExcursions

64 49 49 48 68 51 51 49 59 54 0.500934 537/542 RandomExcursions

43 64 59 54 52 60 47 43 61 59 0.365684 538/542 RandomExcursions

56 57 46 51 57 62 51 57 42 63 0.590949 536/542 RandomExcursions

52 4561 68 51 63 51 54 42 55 0.301952 537/542 RandomExcursions



45 57 59 63 49 65 57 53 47 47 0.500934 537/542 RandomExcursions Variant
48 57 53 57 56 61 69 53 44 44 0.359555 537/542 RandomExcursions Variant
53 48 55 54 56 59 50 58 64 45 0.817876 535/542 RandomExcursionsVariant
49 49 55 54 63 53 42 49 64 64 0.410385 535/542 RandomExcursions Variant
46 59 56 42 53 66 56 47 58 59 0.454541 538/542 RandomExcursions Variant
48 60 51 47 56 58 47 59 62 54 0.804337 538/542 RandomExcursionsVariant
53 46 60 64 50 62 58 47 47 55 0.602458 537/542 RandomExcursions Variant
55555052 62 50 47 51 54 66 0.776337 537/542 RandomExcursions Variant
57 59 52 46 55 53 49 50 62 59 0.888137 536/542 RandomExcursionsVariant
61 57 53 54 40 54 46 64 63 50 0.387648 533/542 RandomExcursions Variant
54 62 49 50 65 47 45 59 56 55 0.621698 535/542 RandomExcursionsVariant
61 53 4547 60 60 66 41 51 58 0.280821 536/542 RandomExcursions Variant
62 57 5545 41 66 51 54 50 61 0.347495 539/542 RandomExcursions Variant
54 61 57 48 50 60 63 39 61 49 0.371879 538/542 RandomExcursionsVariant
52 53 51 56 65 56 54 63 49 43 0.652540 537/542 RandomExcursionsVariant
5344 43 63 66 51 56 51 54 61 0.384462 536/542 RandomExcursionsVariant
47 54 45 52 66 63 54 51 54 56 0.648687 537/542 RandomExcursions Variant
43 49 57 55 65 67 49 45 56 56 0.321342 536/542 RandomExcursions Variant
94 96 91 80 79 68 75 84 90 81 0.465530 828/838 Serial

99 89 78 88 75 76 77 74 80 102 0.252518 825/838 Serial

89 89 81 79 80 82 85 81 79 93 0.974277 826/838 LinearComplexity

The minimum pass rate for each statistical test with the exception of the
random excursion (variant) test is approximately = 820 for a

sample size = 838 binary sequences.

The minimum pass rate for the random excursion (variant) test

is approximately = 529 for a sample size = 542 binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.



MIPUJIOXKEHUE 2: YACTOTHBIV AHAJIN3 (800 IIOCJ/IE/IOBATE/TBHOCTEW)

FILE = neuromac_nist_fixed_100mb.bin ALPHA = 0.0100

BITSREAD = 1000000 0s = 500227 1s = 499773
BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 499784 1s = 500216
BITSREAD = 1000000 0s = 500082 1s = 499918
BITSREAD = 1000000 0s = 499314 1s = 500686
BITSREAD = 1000000 0s = 499292 1s = 500708
BITSREAD = 1000000 0s = 500754 1s = 499246
BITSREAD = 1000000 Os = 499644 1s = 500356
BITSREAD = 1000000 0s = 500451 1s = 499549
BITSREAD = 1000000 0s = 500303 1s = 499697
BITSREAD = 1000000 0s = 500484 1s = 499516
BITSREAD = 1000000 0s = 500939 1s = 499061
BITSREAD = 1000000 0s = 500010 1s = 499990
BITSREAD = 1000000 0s = 500352 1s = 499648
BITSREAD = 1000000 0s = 500042 1s = 499958
BITSREAD = 1000000 Os = 499874 1s = 500126
BITSREAD = 1000000 0s = 499883 1s = 500117
BITSREAD = 1000000 0s = 499869 1s = 500131
BITSREAD = 1000000 0s = 500052 1s = 499948
BITSREAD = 1000000 0s = 501015 1s = 498985
BITSREAD = 1000000 0s = 500051 1s = 499949
BITSREAD = 1000000 0s = 500497 1s = 499503
BITSREAD = 1000000 0s = 500494 1s = 499506
BITSREAD = 1000000 0s = 499825 1s = 500175



BITSREAD = 1000000 0s = 499776 1s = 500224
BITSREAD = 1000000 0s = 500022 1s = 499978
BITSREAD = 1000000 0s = 500092 1s = 499908
BITSREAD = 1000000 0s = 500318 1s = 499682
BITSREAD = 1000000 0s = 501009 1s = 498991
BITSREAD = 1000000 0s = 499665 1s = 500335
BITSREAD = 1000000 0s = 499614 1s = 500386
BITSREAD = 1000000 0s = 498722 1s = 501278
BITSREAD = 1000000 0s = 499058 1s = 500942
BITSREAD = 1000000 0s = 499964 1s = 500036
BITSREAD = 1000000 0s = 500339 1s = 499661
BITSREAD = 1000000 0s = 499714 1s = 500286
BITSREAD = 1000000 0s = 500071 1s = 499929
BITSREAD = 1000000 0s = 500054 1s = 499946
BITSREAD = 1000000 0s = 499534 1s = 500466
BITSREAD = 1000000 0s = 499209 1s = 500791
BITSREAD = 1000000 0s = 500103 1s = 499897
BITSREAD = 1000000 0s = 500004 1s = 499996
BITSREAD = 1000000 0s = 500269 1s = 499731
BITSREAD = 1000000 0s = 499867 1s = 500133
BITSREAD = 1000000 0s = 501238 1s = 498762
BITSREAD = 1000000 0s = 499829 1s = 500171
BITSREAD = 1000000 0s = 499998 1s = 500002
BITSREAD = 1000000 0s = 500388 1s = 499612
BITSREAD = 1000000 0s = 499148 1s = 500852
BITSREAD = 1000000 0s = 499276 1s = 500724
BITSREAD = 1000000 0s = 499668 1s = 500332
BITSREAD = 1000000 0s = 499200 1s = 500800
BITSREAD = 1000000 0s = 500097 1s = 499903
BITSREAD = 1000000 0s = 499616 1s = 500384



BITSREAD = 1000000 0s = 500502 1s = 499498
BITSREAD = 1000000 0s = 501254 1s = 498746
BITSREAD = 1000000 0s = 499778 1s = 500222
BITSREAD = 1000000 0s = 499864 1s = 500136
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 499702 1s = 500298
BITSREAD = 1000000 0s = 499551 1s = 500449
BITSREAD = 1000000 0s = 500498 1s = 499502
BITSREAD = 1000000 0s = 500123 1s = 499877
BITSREAD = 1000000 0s = 500703 1s = 499297
BITSREAD = 1000000 0s = 499865 1s = 500135
BITSREAD = 1000000 0s = 499329 1s = 500671
BITSREAD = 1000000 0s = 499282 1s = 500718
BITSREAD = 1000000 0s = 499583 1s = 500417
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0s = 500310 1s = 499690
BITSREAD = 1000000 0s = 500488 1s = 499512
BITSREAD = 1000000 0s = 500048 1s = 499952
BITSREAD = 1000000 0s = 499913 1s = 500087
BITSREAD = 1000000 0s = 500160 1s = 499840
BITSREAD = 1000000 0s = 498865 1s = 501135
BITSREAD = 1000000 0s = 500092 1s = 499908
BITSREAD = 1000000 0s = 499603 1s = 500397
BITSREAD = 1000000 0s = 499708 1s = 500292
BITSREAD = 1000000 0s = 500216 1s = 499784
BITSREAD = 1000000 0s = 499774 1s = 500226
BITSREAD = 1000000 0s = 499963 1s = 500037
BITSREAD = 1000000 0s = 499697 1s = 500303
BITSREAD = 1000000 0s = 500059 1s = 499941
BITSREAD = 1000000 0s = 500072 1s = 499928



BITSREAD = 1000000 0s = 500179 1s = 499821
BITSREAD = 1000000 0s = 500909 1s = 499091
BITSREAD = 1000000 0s = 499680 1s = 500320
BITSREAD = 1000000 0s = 500645 1s = 499355
BITSREAD = 1000000 0s = 499436 1s = 500564
BITSREAD = 1000000 0s = 500289 1s = 499711
BITSREAD = 1000000 0s = 500550 1s = 499450
BITSREAD = 1000000 0s = 499689 1s = 500311
BITSREAD = 1000000 0s = 500362 1s = 499638
BITSREAD = 1000000 0s = 499309 1s = 500691
BITSREAD = 1000000 0s = 499117 1s = 500883
BITSREAD = 1000000 0s = 499694 1s = 500306
BITSREAD = 1000000 0s = 500235 1s = 499765
BITSREAD = 1000000 0s = 499224 1s = 500776
BITSREAD = 1000000 0s = 500325 1s = 499675
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 500141 1s = 499859
BITSREAD = 1000000 0s = 500674 1s = 499326
BITSREAD = 1000000 0s = 501083 1s = 498917
BITSREAD = 1000000 0s = 500067 1s = 499933
BITSREAD = 1000000 0s = 500246 1s = 499754
BITSREAD = 1000000 0s = 500728 1s = 499272
BITSREAD = 1000000 0s = 500106 1s = 499894
BITSREAD = 1000000 0s = 500711 1s = 499289
BITSREAD = 1000000 0s = 501498 1s = 498502
BITSREAD = 1000000 0s = 500566 1s = 499434
BITSREAD = 1000000 0s = 499739 1s = 500261
BITSREAD = 1000000 0s = 500102 1s = 499898
BITSREAD = 1000000 0s = 500335 1s = 499665
BITSREAD = 1000000 0s = 500121 1s = 499879



BITSREAD = 1000000 0s = 500025 1s = 499975
BITSREAD = 1000000 0s = 500126 1s = 499874
BITSREAD = 1000000 0s = 499437 1s = 500563
BITSREAD = 1000000 0s = 499598 1s = 500402
BITSREAD = 1000000 0s = 500357 1s = 499643
BITSREAD = 1000000 0s = 500063 1s = 499937
BITSREAD = 1000000 0s = 499448 1s = 500552
BITSREAD = 1000000 0s = 500610 1s = 499390
BITSREAD = 1000000 0s = 500454 1s = 499546
BITSREAD = 1000000 0s = 499792 1s = 500208
BITSREAD = 1000000 0s = 499741 1s = 500259
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500296 1s = 499704
BITSREAD = 1000000 0s = 500308 1s = 499692
BITSREAD = 1000000 0s = 500473 1s = 499527
BITSREAD = 1000000 0s = 500514 1s = 499486
BITSREAD = 1000000 0s = 499263 1s = 500737
BITSREAD = 1000000 0s = 500625 1s = 499375
BITSREAD = 1000000 0s = 499809 1s = 500191
BITSREAD = 1000000 0s = 500375 1s = 499625
BITSREAD = 1000000 0s = 500077 1s = 499923
BITSREAD = 1000000 0s = 499619 1s = 500381
BITSREAD = 1000000 0s = 499420 1s = 500580
BITSREAD = 1000000 0s = 500492 1s = 499508
BITSREAD = 1000000 0s = 499134 1s = 500866
BITSREAD = 1000000 0s = 500308 1s = 499692
BITSREAD = 1000000 0s = 500362 1s = 499638
BITSREAD = 1000000 0s = 499933 1s = 500067
BITSREAD = 1000000 0s = 500429 1s = 499571
BITSREAD = 1000000 0s = 499800 1s = 500200



BITSREAD = 1000000 0s = 500219 1s = 499781
BITSREAD = 1000000 0s = 499711 1s = 500289
BITSREAD = 1000000 0s = 500730 1s = 499270
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 500528 1s = 499472
BITSREAD = 1000000 0s = 498974 1s = 501026
BITSREAD = 1000000 0s = 498737 1s = 501263
BITSREAD = 1000000 0s = 499815 1s = 500185
BITSREAD = 1000000 0s = 500378 1s = 499622
BITSREAD = 1000000 0s = 500104 1s = 499896
BITSREAD = 1000000 0s = 500964 1s = 499036
BITSREAD = 1000000 0s = 499319 1s = 500681
BITSREAD = 1000000 0s = 500563 1s = 499437
BITSREAD = 1000000 0s = 498569 1s = 501431
BITSREAD = 1000000 0s = 499356 1s = 500644
BITSREAD = 1000000 0s = 499986 1s = 500014
BITSREAD = 1000000 0s = 500554 1s = 499446
BITSREAD = 1000000 0s = 500017 1s = 499983
BITSREAD = 1000000 0s = 500821 1s = 499179
BITSREAD = 1000000 0s = 500635 1s = 499365
BITSREAD = 1000000 0s = 500179 1s = 499821
BITSREAD = 1000000 0s = 500119 1s = 499881
BITSREAD = 1000000 0s = 499753 1s = 500247
BITSREAD = 1000000 0s = 500745 1s = 499255
BITSREAD = 1000000 0s = 500183 1s = 499817
BITSREAD = 1000000 0s = 499974 1s = 500026
BITSREAD = 1000000 0s = 500133 1s = 499867
BITSREAD = 1000000 0s = 499976 1s = 500024
BITSREAD = 1000000 0s = 501307 1s = 498693
BITSREAD = 1000000 0s = 499136 1s = 500864



BITSREAD = 1000000 0s = 498791 1s = 501209
BITSREAD = 1000000 0s = 499658 1s = 500342
BITSREAD = 1000000 0s = 499470 1s = 500530
BITSREAD = 1000000 0s = 500465 1s = 499535
BITSREAD = 1000000 0s = 499450 1s = 500550
BITSREAD = 1000000 0s = 500211 1s = 499789
BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 499498 1s = 500502
BITSREAD = 1000000 0s = 500431 1s = 499569
BITSREAD = 1000000 0s = 499498 1s = 500502
BITSREAD = 1000000 0s = 499847 1s = 500153
BITSREAD = 1000000 0s = 500489 1s = 499511
BITSREAD = 1000000 0s = 499776 1s = 500224
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 500472 1s = 499528
BITSREAD = 1000000 0s = 499470 1s = 500530
BITSREAD = 1000000 0s = 499548 1s = 500452
BITSREAD = 1000000 0s = 500815 1s = 499185
BITSREAD = 1000000 0s = 501019 1s = 498981
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 499511 1s = 500489
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 499728 1s = 500272
BITSREAD = 1000000 0s = 499517 1s = 500483
BITSREAD = 1000000 0s = 499816 1s = 500184
BITSREAD = 1000000 0s = 500048 1s = 499952
BITSREAD = 1000000 0s = 499430 1s = 500570
BITSREAD = 1000000 0s = 500297 1s = 499703
BITSREAD = 1000000 0s = 500608 1s = 499392
BITSREAD = 1000000 0s = 499546 1s = 500454



BITSREAD = 1000000 0s = 500284 1s = 499716
BITSREAD = 1000000 0s = 500290 1s = 499710
BITSREAD = 1000000 0s = 499475 1s = 500525
BITSREAD = 1000000 0s = 499851 1s = 500149
BITSREAD = 1000000 0s = 499870 1s = 500130
BITSREAD = 1000000 0s = 498986 1s = 501014
BITSREAD = 1000000 0s = 499827 1s = 500173
BITSREAD = 1000000 0s = 500038 1s = 499962
BITSREAD = 1000000 0s = 500539 1s = 499461
BITSREAD = 1000000 0s = 500278 1s = 499722
BITSREAD = 1000000 0s = 500018 1s = 499982
BITSREAD = 1000000 0s = 500020 1s = 499980
BITSREAD = 1000000 0s = 499356 1s = 500644
BITSREAD = 1000000 0s = 499714 1s = 500286
BITSREAD = 1000000 0s = 499590 1s = 500410
BITSREAD = 1000000 Os = 498422 1s = 501578
BITSREAD = 1000000 0s = 500014 1s = 499986
BITSREAD = 1000000 0s = 498562 1s = 501438
BITSREAD = 1000000 0s = 499758 1s = 500242
BITSREAD = 1000000 0s = 500075 1s = 499925
BITSREAD = 1000000 0s = 499740 1s = 500260
BITSREAD = 1000000 0s = 499831 1s = 500169
BITSREAD = 1000000 0s = 499517 1s = 500483
BITSREAD = 1000000 0s = 500116 1s = 499884
BITSREAD = 1000000 0s = 501535 1s = 498465
BITSREAD = 1000000 0s = 500571 1s = 499429
BITSREAD = 1000000 0s = 500548 1s = 499452
BITSREAD = 1000000 0s = 499582 1s = 500418
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 499818 1s = 500182



BITSREAD = 1000000 0s = 500467 1s = 499533
BITSREAD = 1000000 0s = 499516 1s = 500484
BITSREAD = 1000000 0s = 500683 1s = 499317
BITSREAD = 1000000 0s = 499421 1s = 500579
BITSREAD = 1000000 0s = 500491 1s = 499509
BITSREAD = 1000000 0s = 500498 1s = 499502
BITSREAD = 1000000 0s = 499669 1s = 500331
BITSREAD = 1000000 0s = 499728 1s = 500272
BITSREAD = 1000000 0s = 501167 1s = 498833
BITSREAD = 1000000 0s = 499376 1s = 500624
BITSREAD = 1000000 0s = 500352 1s = 499648
BITSREAD = 1000000 0s = 499957 1s = 500043
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 500934 1s = 499066
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 499705 1s = 500295
BITSREAD = 1000000 0s = 500352 1s = 499648
BITSREAD = 1000000 0s = 500901 1s = 499099
BITSREAD = 1000000 0s = 499645 1s = 500355
BITSREAD = 1000000 0s = 499679 1s = 500321
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 500012 1s = 499988
BITSREAD = 1000000 0s = 499864 1s = 500136
BITSREAD = 1000000 0s = 498808 1s = 501192
BITSREAD = 1000000 0s = 500239 1s = 499761
BITSREAD = 1000000 0s = 500216 1s = 499784
BITSREAD = 1000000 0s = 500033 1s = 499967
BITSREAD = 1000000 0s = 499879 1s = 500121
BITSREAD = 1000000 0s = 499673 1s = 500327
BITSREAD = 1000000 0s = 499840 1s = 500160



BITSREAD = 1000000 0s = 500003 1s = 499997
BITSREAD = 1000000 0s = 499672 1s = 500328
BITSREAD = 1000000 0s = 501135 1s = 498865
BITSREAD = 1000000 0s = 500349 1s = 499651
BITSREAD = 1000000 0s = 500843 1s = 499157
BITSREAD = 1000000 0s = 500302 1s = 499698
BITSREAD = 1000000 0s = 498947 1s = 501053
BITSREAD = 1000000 0s = 499784 1s = 500216
BITSREAD = 1000000 0s = 500041 1s = 499959
BITSREAD = 1000000 0s = 499620 1s = 500380
BITSREAD = 1000000 0s = 499210 1s = 500790
BITSREAD = 1000000 0s = 500789 1s = 499211
BITSREAD = 1000000 0s = 500401 1s = 499599
BITSREAD = 1000000 0s = 500995 1s = 499005
BITSREAD = 1000000 0s = 499849 1s = 500151
BITSREAD = 1000000 0s = 500372 1s = 499628
BITSREAD = 1000000 0s = 500084 1s = 499916
BITSREAD = 1000000 0s = 499838 1s = 500162
BITSREAD = 1000000 0s = 500045 1s = 499955
BITSREAD = 1000000 0s = 499449 1s = 500551
BITSREAD = 1000000 0s = 500047 1s = 499953
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 499954 1s = 500046
BITSREAD = 1000000 0s = 498852 1s = 501148
BITSREAD = 1000000 0s = 500214 1s = 499786
BITSREAD = 1000000 0s = 500363 1s = 499637
BITSREAD = 1000000 0s = 499404 1s = 500596
BITSREAD = 1000000 0s = 500210 1s = 499790
BITSREAD = 1000000 0s = 500174 1s = 499826
BITSREAD = 1000000 0s = 500499 1s = 499501



BITSREAD = 1000000 0s = 501215 1s = 498785
BITSREAD = 1000000 0s = 500323 1s = 499677
BITSREAD = 1000000 0s = 500121 1s = 499879
BITSREAD = 1000000 0s = 499412 1s = 500588
BITSREAD = 1000000 0s = 500343 1s = 499657
BITSREAD = 1000000 0s = 500158 1s = 499842
BITSREAD = 1000000 0s = 500740 1s = 499260
BITSREAD = 1000000 0s = 500867 1s = 499133
BITSREAD = 1000000 0s = 499001 1s = 500999
BITSREAD = 1000000 0s = 500637 1s = 499363
BITSREAD = 1000000 0s = 500424 1s = 499576
BITSREAD = 1000000 0s = 500615 1s = 499385
BITSREAD = 1000000 0s = 500159 1s = 499841
BITSREAD = 1000000 0s = 499852 1s = 500148
BITSREAD = 1000000 0s = 500292 1s = 499708
BITSREAD = 1000000 0s = 499803 1s = 500197
BITSREAD = 1000000 0s = 499741 1s = 500259
BITSREAD = 1000000 0s = 500068 1s = 499932
BITSREAD = 1000000 0s = 499719 1s = 500281
BITSREAD = 1000000 0s = 499889 1s = 500111
BITSREAD = 1000000 0s = 500050 1s = 499950
BITSREAD = 1000000 0s = 500457 1s = 499543
BITSREAD = 1000000 0s = 501262 1s = 498738
BITSREAD = 1000000 0s = 499977 1s = 500023
BITSREAD = 1000000 0s = 501398 1s = 498602
BITSREAD = 1000000 0s = 500128 1s = 499872
BITSREAD = 1000000 0s = 501005 1s = 498995
BITSREAD = 1000000 0s = 500330 1s = 499670
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 0s = 499228 1s = 500772



BITSREAD = 1000000 0s = 500487 1s = 499513
BITSREAD = 1000000 0s = 500285 1s = 499715
BITSREAD = 1000000 0s = 499928 1s = 500072
BITSREAD = 1000000 0s = 499751 1s = 500249
BITSREAD = 1000000 0s = 499448 1s = 500552
BITSREAD = 1000000 0s = 499633 1s = 500367
BITSREAD = 1000000 0s = 499991 1s = 500009
BITSREAD = 1000000 0s = 500142 1s = 499858
BITSREAD = 1000000 0s = 500350 1s = 499650
BITSREAD = 1000000 0s = 499508 1s = 500492
BITSREAD = 1000000 0s = 500810 1s = 499190
BITSREAD = 1000000 0s = 499943 1s = 500057
BITSREAD = 1000000 0s = 499567 1s = 500433
BITSREAD = 1000000 0s = 500673 1s = 499327
BITSREAD = 1000000 0s = 499974 1s = 500026
BITSREAD = 1000000 0s = 499611 1s = 500389
BITSREAD = 1000000 0s = 500327 1s = 499673
BITSREAD = 1000000 0s = 499695 1s = 500305
BITSREAD = 1000000 0s = 500444 1s = 499556
BITSREAD = 1000000 0s = 500190 1s = 499810
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0s = 500260 1s = 499740
BITSREAD = 1000000 0s = 500063 1s = 499937
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 500665 1s = 499335
BITSREAD = 1000000 0s = 499573 1s = 500427
BITSREAD = 1000000 0s = 500026 1s = 499974
BITSREAD = 1000000 0s = 499129 1s = 500871
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 499379 1s = 500621



BITSREAD = 1000000 0s = 499306 1s = 500694
BITSREAD = 1000000 0s = 499769 1s = 500231
BITSREAD = 1000000 0s = 499351 1s = 500649
BITSREAD = 1000000 0s = 500306 1s = 499694
BITSREAD = 1000000 0s = 500083 1s = 499917
BITSREAD = 1000000 0s = 500968 1s = 499032
BITSREAD = 1000000 0s = 499942 1s = 500058
BITSREAD = 1000000 0s = 500252 1s = 499748
BITSREAD = 1000000 0s = 500090 1s = 499910
BITSREAD = 1000000 0s = 500086 1s = 499914
BITSREAD = 1000000 0s = 500316 1s = 499684
BITSREAD = 1000000 0s = 500048 1s = 499952
BITSREAD = 1000000 0s = 499756 1s = 500244
BITSREAD = 1000000 0s = 499893 1s = 500107
BITSREAD = 1000000 0s = 500461 1s = 499539
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 499645 1s = 500355
BITSREAD = 1000000 0s = 500740 1s = 499260
BITSREAD = 1000000 0s = 499535 1s = 500465
BITSREAD = 1000000 0s = 500526 1s = 499474
BITSREAD = 1000000 0s = 500399 1s = 499601
BITSREAD = 1000000 0s = 500257 1s = 499743
BITSREAD = 1000000 0s = 500153 1s = 499847
BITSREAD = 1000000 0s = 499994 1s = 500006
BITSREAD = 1000000 0s = 500460 1s = 499540
BITSREAD = 1000000 0s = 500375 1s = 499625
BITSREAD = 1000000 0s = 500248 1s = 499752
BITSREAD = 1000000 0s = 500153 1s = 499847
BITSREAD = 1000000 0s = 499583 1s = 500417
BITSREAD = 1000000 0s = 500571 1s = 499429



BITSREAD = 1000000 0s = 498422 1s = 501578
BITSREAD = 1000000 0s = 500141 1s = 499859
BITSREAD = 1000000 0s = 499754 1s = 500246
BITSREAD = 1000000 0s = 500032 1s = 499968
BITSREAD = 1000000 0s = 499943 1s = 500057
BITSREAD = 1000000 0s = 500156 1s = 499844
BITSREAD = 1000000 0s = 500665 1s = 499335
BITSREAD = 1000000 0s = 500172 1s = 499828
BITSREAD = 1000000 0s = 499553 1s = 500447
BITSREAD = 1000000 0s = 500772 1s = 499228
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 499559 1s = 500441
BITSREAD = 1000000 0s = 499939 1s = 500061
BITSREAD = 1000000 0s = 498716 1s = 501284
BITSREAD = 1000000 0s = 500237 1s = 499763
BITSREAD = 1000000 0s = 499481 1s = 500519
BITSREAD = 1000000 0s = 499979 1s = 500021
BITSREAD = 1000000 0s = 499887 1s = 500113
BITSREAD = 1000000 0s = 499895 1s = 500105
BITSREAD = 1000000 0s = 500831 1s = 499169
BITSREAD = 1000000 0s = 500247 1s = 499753
BITSREAD = 1000000 0s = 499609 1s = 500391
BITSREAD = 1000000 0s = 499297 1s = 500703
BITSREAD = 1000000 0s = 499680 1s = 500320
BITSREAD = 1000000 0s = 499728 1s = 500272
BITSREAD = 1000000 0s = 500478 1s = 499522
BITSREAD = 1000000 0s = 499851 1s = 500149
BITSREAD = 1000000 0s = 500035 1s = 499965
BITSREAD = 1000000 0s = 499806 1s = 500194
BITSREAD = 1000000 0s = 500079 1s = 499921



BITSREAD = 1000000 0s = 499846 1s = 500154
BITSREAD = 1000000 0s = 501126 1s = 498874
BITSREAD = 1000000 0s = 499633 1s = 500367
BITSREAD = 1000000 0s = 500108 1s = 499892
BITSREAD = 1000000 0s = 499180 1s = 500820
BITSREAD = 1000000 0s = 499621 1s = 500379
BITSREAD = 1000000 0s = 500014 1s = 499986
BITSREAD = 1000000 0s = 500356 1s = 499644
BITSREAD = 1000000 0s = 499674 1s = 500326
BITSREAD = 1000000 Os = 499644 1s = 500356
BITSREAD = 1000000 0s = 499464 1s = 500536
BITSREAD = 1000000 0s = 500035 1s = 499965
BITSREAD = 1000000 0s = 499905 1s = 500095
BITSREAD = 1000000 0s = 499748 1s = 500252
BITSREAD = 1000000 0s = 500130 1s = 499870
BITSREAD = 1000000 0s = 499064 1s = 500936
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 500368 1s = 499632
BITSREAD = 1000000 0s = 500040 1s = 499960
BITSREAD = 1000000 0s = 499205 1s = 500795
BITSREAD = 1000000 0s = 500670 1s = 499330
BITSREAD = 1000000 0s = 500183 1s = 499817
BITSREAD = 1000000 0s = 499937 1s = 500063
BITSREAD = 1000000 0s = 500094 1s = 499906
BITSREAD = 1000000 0s = 499586 1s = 500414
BITSREAD = 1000000 0s = 500899 1s = 499101
BITSREAD = 1000000 0s = 500382 1s = 499618
BITSREAD = 1000000 0s = 499746 1s = 500254
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 500216 1s = 499784



BITSREAD = 1000000 0s = 500581 1s = 499419
BITSREAD = 1000000 0s = 499643 1s = 500357
BITSREAD = 1000000 0s = 499998 1s = 500002
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 499714 1s = 500286
BITSREAD = 1000000 0s = 499922 1s = 500078
BITSREAD = 1000000 0s = 500416 1s = 499584
BITSREAD = 1000000 0s = 500930 1s = 499070
BITSREAD = 1000000 0s = 500238 1s = 499762
BITSREAD = 1000000 0s = 499990 1s = 500010
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 500211 1s = 499789
BITSREAD = 1000000 0s = 500046 1s = 499954
BITSREAD = 1000000 0s = 499672 1s = 500328
BITSREAD = 1000000 0s = 499844 1s = 500156
BITSREAD = 1000000 0s = 499764 1s = 500236
BITSREAD = 1000000 0s = 500960 1s = 499040
BITSREAD = 1000000 0s = 499886 1s = 500114
BITSREAD = 1000000 0s = 500544 1s = 499456
BITSREAD = 1000000 0s = 499650 1s = 500350
BITSREAD = 1000000 0s = 499929 1s = 500071
BITSREAD = 1000000 0s = 500938 1s = 499062
BITSREAD = 1000000 0s = 498934 1s = 501066
BITSREAD = 1000000 0s = 499550 1s = 500450
BITSREAD = 1000000 0s = 499906 1s = 500094
BITSREAD = 1000000 0s = 499475 1s = 500525
BITSREAD = 1000000 0s = 500700 1s = 499300
BITSREAD = 1000000 0s = 499923 1s = 500077
BITSREAD = 1000000 0s = 500236 1s = 499764
BITSREAD = 1000000 0s = 499482 1s = 500518



BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 500767 1s = 499233
BITSREAD = 1000000 0s = 500034 1s = 499966
BITSREAD = 1000000 0s = 500051 1s = 499949
BITSREAD = 1000000 0s = 500570 1s = 499430
BITSREAD = 1000000 0s = 499183 1s = 500817
BITSREAD = 1000000 0s = 500211 1s = 499789
BITSREAD = 1000000 0s = 499588 1s = 500412
BITSREAD = 1000000 0s = 500512 1s = 499488
BITSREAD = 1000000 0s = 500629 1s = 499371
BITSREAD = 1000000 0s = 499830 1s = 500170
BITSREAD = 1000000 0s = 500849 1s = 499151
BITSREAD = 1000000 0s = 500652 1s = 499348
BITSREAD = 1000000 0s = 499893 1s = 500107
BITSREAD = 1000000 0s = 499585 1s = 500415
BITSREAD = 1000000 0s = 500134 1s = 499866
BITSREAD = 1000000 0s = 499400 1s = 500600
BITSREAD = 1000000 0s = 499928 1s = 500072
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 499824 1s = 500176
BITSREAD = 1000000 0s = 499917 1s = 500083
BITSREAD = 1000000 0s = 498913 1s = 501087
BITSREAD = 1000000 0s = 499563 1s = 500437
BITSREAD = 1000000 0s = 500037 1s = 499963
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 499480 1s = 500520
BITSREAD = 1000000 0s = 500247 1s = 499753
BITSREAD = 1000000 0s = 499972 1s = 500028



BITSREAD = 1000000 0s = 500382 1s = 499618
BITSREAD = 1000000 0s = 500481 1s = 499519
BITSREAD = 1000000 0s = 499785 1s = 500215
BITSREAD = 1000000 0s = 499136 1s = 500864
BITSREAD = 1000000 0s = 500802 1s = 499198
BITSREAD = 1000000 0s = 499044 1s = 500956
BITSREAD = 1000000 0s = 499440 1s = 500560
BITSREAD = 1000000 0s = 500044 1s = 499956
BITSREAD = 1000000 0s = 500235 1s = 499765
BITSREAD = 1000000 0s = 500214 1s = 499786
BITSREAD = 1000000 0s = 499555 1s = 500445
BITSREAD = 1000000 0s = 501097 1s = 498903
BITSREAD = 1000000 0s = 499980 1s = 500020
BITSREAD = 1000000 0s = 500314 1s = 499686
BITSREAD = 1000000 0s = 499269 1s = 500731
BITSREAD = 1000000 0s = 499821 1s = 500179
BITSREAD = 1000000 0s = 499587 1s = 500413
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 499398 1s = 500602
BITSREAD = 1000000 0s = 500020 1s = 499980
BITSREAD = 1000000 0s = 500235 1s = 499765
BITSREAD = 1000000 0s = 500586 1s = 499414
BITSREAD = 1000000 0s = 499630 1s = 500370
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 499437 1s = 500563
BITSREAD = 1000000 0s = 500066 1s = 499934
BITSREAD = 1000000 0s = 499754 1s = 500246
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 500181 1s = 499819



BITSREAD = 1000000 0s = 500905 1s = 499095
BITSREAD = 1000000 0s = 499235 1s = 500765
BITSREAD = 1000000 0s = 499612 1s = 500388
BITSREAD = 1000000 0s = 499521 1s = 500479
BITSREAD = 1000000 0s = 499924 1s = 500076
BITSREAD = 1000000 0s = 499753 1s = 500247
BITSREAD = 1000000 0s = 500498 1s = 499502
BITSREAD = 1000000 0s = 500378 1s = 499622
BITSREAD = 1000000 0s = 499999 1s = 500001
BITSREAD = 1000000 0s = 500779 1s = 499221
BITSREAD = 1000000 0s = 501282 1s = 498718
BITSREAD = 1000000 0s = 500081 1s = 499919
BITSREAD = 1000000 0s = 499997 1s = 500003
BITSREAD = 1000000 0s = 500188 1s = 499812
BITSREAD = 1000000 0s = 499227 1s = 500773
BITSREAD = 1000000 0s = 500126 1s = 499874
BITSREAD = 1000000 0s = 500493 1s = 499507
BITSREAD = 1000000 0s = 500630 1s = 499370
BITSREAD = 1000000 0s = 499253 1s = 500747
BITSREAD = 1000000 0s = 500081 1s = 499919
BITSREAD = 1000000 0s = 500446 1s = 499554
BITSREAD = 1000000 0s = 500219 1s = 499781
BITSREAD = 1000000 0s = 499223 1s = 500777
BITSREAD = 1000000 0s = 499482 1s = 500518
BITSREAD = 1000000 0s = 499925 1s = 500075
BITSREAD = 1000000 0s = 499803 1s = 500197
BITSREAD = 1000000 Os = 499814 1s = 500186
BITSREAD = 1000000 0s = 500653 1s = 499347
BITSREAD = 1000000 0s = 500291 1s = 499709
BITSREAD = 1000000 0s = 500038 1s = 499962



BITSREAD = 1000000 0s = 500598 1s = 499402
BITSREAD = 1000000 0s = 500240 1s = 499760
BITSREAD = 1000000 0s = 499179 1s = 500821
BITSREAD = 1000000 0s = 500808 1s = 499192
BITSREAD = 1000000 0s = 499711 1s = 500289
BITSREAD = 1000000 0s = 499002 1s = 500998
BITSREAD = 1000000 0s = 500096 1s = 499904
BITSREAD = 1000000 0s = 499800 1s = 500200
BITSREAD = 1000000 0s = 500274 1s = 499726
BITSREAD = 1000000 0s = 500134 1s = 499866
BITSREAD = 1000000 0s = 499454 1s = 500546
BITSREAD = 1000000 0s = 500516 1s = 499484
BITSREAD = 1000000 0s = 499571 1s = 500429
BITSREAD = 1000000 0s = 499623 1s = 500377
BITSREAD = 1000000 0s = 500591 1s = 499409
BITSREAD = 1000000 0s = 500622 1s = 499378
BITSREAD = 1000000 0s = 500413 1s = 499587
BITSREAD = 1000000 0s = 500635 1s = 499365
BITSREAD = 1000000 0s = 499748 1s = 500252
BITSREAD = 1000000 0s = 499958 1s = 500042
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 499859 1s = 500141
BITSREAD = 1000000 0s = 499962 1s = 500038
BITSREAD = 1000000 0s = 499140 1s = 500860
BITSREAD = 1000000 0s = 500364 1s = 499636
BITSREAD = 1000000 0s = 499922 1s = 500078
BITSREAD = 1000000 0s = 499872 1s = 500128
BITSREAD = 1000000 0s = 499695 1s = 500305
BITSREAD = 1000000 0s = 500456 1s = 499544
BITSREAD = 1000000 0s = 499968 1s = 500032



BITSREAD = 1000000 0s = 499599 1s = 500401
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500432 1s = 499568
BITSREAD = 1000000 0s = 500333 1s = 499667
BITSREAD = 1000000 0s = 499733 1s = 500267
BITSREAD = 1000000 0s = 499938 1s = 500062
BITSREAD = 1000000 0s = 499895 1s = 500105
BITSREAD = 1000000 0s = 500194 1s = 499806
BITSREAD = 1000000 0s = 499541 1s = 500459
BITSREAD = 1000000 0s = 500275 1s = 499725
BITSREAD = 1000000 0s = 499988 1s = 500012
BITSREAD = 1000000 0s = 499860 1s = 500140
BITSREAD = 1000000 0s = 499668 1s = 500332
BITSREAD = 1000000 0s = 499862 1s = 500138
BITSREAD = 1000000 0s = 499223 1s = 500777
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 499732 1s = 500268
BITSREAD = 1000000 0s = 499759 1s = 500241
BITSREAD = 1000000 0s = 499113 1s = 500887
BITSREAD = 1000000 0s = 500121 1s = 499879
BITSREAD = 1000000 0s = 499136 1s = 500864
BITSREAD = 1000000 0s = 499846 1s = 500154
BITSREAD = 1000000 0s = 499853 1s = 500147
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500016 1s = 499984
BITSREAD = 1000000 0s = 500592 1s = 499408
BITSREAD = 1000000 0s = 500364 1s = 499636
BITSREAD = 1000000 0s = 500838 1s = 499162
BITSREAD = 1000000 0s = 499270 1s = 500730
BITSREAD = 1000000 0s = 499488 1s = 500512



BITSREAD = 1000000 0s = 499954 1s = 500046
BITSREAD = 1000000 0s = 500390 1s = 499610
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 499667 1s = 500333
BITSREAD = 1000000 0s = 501106 1s = 498894
BITSREAD = 1000000 0s = 500426 1s = 499574
BITSREAD = 1000000 0s = 499810 1s = 500190
BITSREAD = 1000000 0s = 499837 1s = 500163
BITSREAD = 1000000 0s = 500089 1s = 499911
BITSREAD = 1000000 0s = 500286 1s = 499714
BITSREAD = 1000000 0s = 499930 1s = 500070
BITSREAD = 1000000 0s = 499657 1s = 500343
BITSREAD = 1000000 0s = 500014 1s = 499986
BITSREAD = 1000000 0s = 500869 1s = 499131
BITSREAD = 1000000 0s = 500448 1s = 499552
BITSREAD = 1000000 0s = 499379 1s = 500621
BITSREAD = 1000000 0s = 499462 1s = 500538
BITSREAD = 1000000 0s = 499716 1s = 500284
BITSREAD = 1000000 0s = 499917 1s = 500083
BITSREAD = 1000000 0s = 500081 1s = 499919
BITSREAD = 1000000 0s = 499442 1s = 500558
BITSREAD = 1000000 0s = 499805 1s = 500195
BITSREAD = 1000000 0s = 500722 1s = 499278
BITSREAD = 1000000 0s = 500465 1s = 499535
BITSREAD = 1000000 0s = 500632 1s = 499368
BITSREAD = 1000000 0s = 500151 1s = 499849
BITSREAD = 1000000 0s = 500540 1s = 499460
BITSREAD = 1000000 0s = 499445 1s = 500555
BITSREAD = 1000000 0s = 499710 1s = 500290
BITSREAD = 1000000 0s = 500938 1s = 499062



BITSREAD = 1000000 0s = 499824 1s = 500176
BITSREAD = 1000000 0s = 499425 1s = 500575
BITSREAD = 1000000 0s = 499834 1s = 500166
BITSREAD = 1000000 0s = 500825 1s = 499175
BITSREAD = 1000000 0s = 500617 1s = 499383
BITSREAD = 1000000 0s = 500208 1s = 499792
BITSREAD = 1000000 0s = 500312 1s = 499688
BITSREAD = 1000000 0s = 500168 1s = 499832
BITSREAD = 1000000 0s = 499719 1s = 500281
BITSREAD = 1000000 0s = 500023 1s = 499977
BITSREAD = 1000000 0s = 500591 1s = 499409
BITSREAD = 1000000 0s = 500176 1s = 499824
BITSREAD = 1000000 0s = 499746 1s = 500254
BITSREAD = 1000000 0s = 499993 1s = 500007
BITSREAD = 1000000 0s = 499145 1s = 500855
BITSREAD = 1000000 0s = 500449 1s = 499551
BITSREAD = 1000000 0s = 500279 1s = 499721
BITSREAD = 1000000 0s = 500273 1s = 499727
BITSREAD = 1000000 0s = 499918 1s = 500082
BITSREAD = 1000000 0s = 500365 1s = 499635
BITSREAD = 1000000 0s = 499751 1s = 500249
BITSREAD = 1000000 0s = 500963 1s = 499037
BITSREAD = 1000000 0s = 499986 1s = 500014
BITSREAD = 1000000 0s = 499767 1s = 500233
BITSREAD = 1000000 0s = 500522 1s = 499478
BITSREAD = 1000000 0s = 500281 1s = 499719
BITSREAD = 1000000 0s = 500204 1s = 499796
BITSREAD = 1000000 0s = 500254 1s = 499746
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 500615 1s = 499385



BITSREAD = 1000000 0s = 500450 1s = 499550
BITSREAD = 1000000 Os = 498476 1s = 501524
BITSREAD = 1000000 0s = 500194 1s = 499806
BITSREAD = 1000000 0s = 500184 1s = 499816
BITSREAD = 1000000 0s = 499695 1s = 500305
BITSREAD = 1000000 0s = 499676 1s = 500324
BITSREAD = 1000000 0s = 500788 1s = 499212
BITSREAD = 1000000 0s = 500043 1s = 499957
BITSREAD = 1000000 0s = 500798 1s = 499202
BITSREAD = 1000000 0s = 499257 1s = 500743
BITSREAD = 1000000 0s = 499933 1s = 500067
BITSREAD = 1000000 0s = 499443 1s = 500557
BITSREAD = 1000000 0s = 499176 1s = 500824
BITSREAD = 1000000 0s = 499698 1s = 500302
BITSREAD = 1000000 0s = 499739 1s = 500261
BITSREAD = 1000000 0s = 499451 1s = 500549
BITSREAD = 1000000 0s = 500505 1s = 499495
BITSREAD = 1000000 0s = 500066 1s = 499934
BITSREAD = 1000000 0s = 499815 1s = 500185
BITSREAD = 1000000 0s = 499832 1s = 500168
BITSREAD = 1000000 0s = 500371 1s = 499629
BITSREAD = 1000000 0s = 501142 1s = 498858
BITSREAD = 1000000 0s = 501098 1s = 498902
BITSREAD = 1000000 0s = 500580 1s = 499420
BITSREAD = 1000000 0s = 500218 1s = 499782
BITSREAD = 1000000 0s = 500419 1s = 499581
BITSREAD = 1000000 0s = 500740 1s = 499260
BITSREAD = 1000000 0s = 499519 1s = 500481
BITSREAD = 1000000 0s = 500302 1s = 499698
BITSREAD = 1000000 0s = 500306 1s = 499694



BITSREAD = 1000000 0s = 499948 1s = 500052
BITSREAD = 1000000 0s = 500390 1s = 499610
BITSREAD = 1000000 0s = 499507 1s = 500493
BITSREAD = 1000000 0s = 500013 1s = 499987
BITSREAD = 1000000 0s = 499566 1s = 500434
BITSREAD = 1000000 0s = 499895 1s = 500105
BITSREAD = 1000000 0s = 499837 1s = 500163
BITSREAD = 1000000 0s = 500326 1s = 499674
BITSREAD = 1000000 0s = 500374 1s = 499626
BITSREAD = 1000000 0s = 499095 1s = 500905
BITSREAD = 1000000 0s = 499758 1s = 500242
BITSREAD = 1000000 0s = 499258 1s = 500742
BITSREAD = 1000000 0s = 499949 1s = 500051
BITSREAD = 1000000 0s = 500001 1s = 499999
BITSREAD = 1000000 0s = 500195 1s = 499805
BITSREAD = 1000000 0s = 499554 1s = 500446
BITSREAD = 1000000 0s = 499618 1s = 500382
BITSREAD = 1000000 0s = 499444 1s = 500556
BITSREAD = 1000000 0s = 500325 1s = 499675
BITSREAD = 1000000 0s = 500016 1s = 499984
BITSREAD = 1000000 0s = 499814 1s = 500186
BITSREAD = 1000000 0s = 500904 1s = 499096
BITSREAD = 1000000 0s = 499628 1s = 500372
BITSREAD = 1000000 0s = 500596 1s = 499404
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 499978 1s = 500022
BITSREAD = 1000000 0s = 499731 1s = 500269
BITSREAD = 1000000 0s = 500255 1s = 499745
BITSREAD = 1000000 0s = 498362 1s = 501638
BITSREAD = 1000000 0s = 500548 1s = 499452



BITSREAD = 1000000 0s = 499785 1s = 500215
BITSREAD = 1000000 0s = 499341 1s = 500659
BITSREAD = 1000000 0s = 500710 1s = 499290
BITSREAD = 1000000 0s = 500674 1s = 499326
BITSREAD = 1000000 0s = 500146 1s = 499854
BITSREAD = 1000000 0s = 499206 1s = 500794
BITSREAD = 1000000 0s = 500324 1s = 499676
BITSREAD = 1000000 0s = 499510 1s = 500490
BITSREAD = 1000000 0s = 499765 1s = 500235
BITSREAD = 1000000 0s = 499509 1s = 500491
BITSREAD = 1000000 0s = 500000 1s = 500000
BITSREAD = 1000000 0s = 499117 1s = 500883
BITSREAD = 1000000 0s = 499442 1s = 500558
BITSREAD = 1000000 0s = 499646 1s = 500354
BITSREAD = 1000000 0s = 500312 1s = 499688
BITSREAD = 1000000 0s = 499606 1s = 500394
BITSREAD = 1000000 0s = 500455 1s = 499545
BITSREAD = 1000000 0s = 499386 1s = 500614
BITSREAD = 1000000 0s = 500925 1s = 499075
BITSREAD = 1000000 0s = 499028 1s = 500972
BITSREAD = 1000000 0s = 499417 1s = 500583
BITSREAD = 1000000 0s = 499922 1s = 500078
BITSREAD = 1000000 0s = 499688 1s = 500312
BITSREAD = 1000000 0s = 499967 1s = 500033
BITSREAD = 1000000 0s = 500331 1s = 499669
BITSREAD = 1000000 0s = 500171 1s = 499829
BITSREAD = 1000000 0s = 499320 1s = 500680
BITSREAD = 1000000 0s = 499709 1s = 500291
BITSREAD = 1000000 0s = 500417 1s = 499583
BITSREAD = 1000000 0s = 499257 1s = 500743



BITSREAD = 1000000 0s = 499973 1s = 500027
BITSREAD = 1000000 0s = 499932 1s = 500068
BITSREAD = 1000000 0s = 500445 1s = 499555
BITSREAD = 1000000 0s = 500250 1s = 499750
BITSREAD = 1000000 0s = 500139 1s = 499861
BITSREAD = 1000000 0s = 499085 1s = 500915
BITSREAD = 1000000 0s = 499883 1s = 500117
BITSREAD = 1000000 0s = 500845 1s = 499155
BITSREAD = 1000000 0s = 500551 1s = 499449
BITSREAD = 1000000 0s = 500457 1s = 499543
BITSREAD = 1000000 0s = 499934 1s = 500066
BITSREAD = 1000000 0s = 500987 1s = 499013
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 499509 1s = 500491
BITSREAD = 1000000 0s = 499611 1s = 500389
BITSREAD = 1000000 0s = 500399 1s = 499601
BITSREAD = 1000000 0s = 499015 1s = 500985
BITSREAD = 1000000 0s = 499732 1s = 500268
BITSREAD = 1000000 0s = 500111 1s = 499889
BITSREAD = 1000000 0s = 500852 1s = 499148
BITSREAD = 1000000 0s = 500730 1s = 499270
BITSREAD = 1000000 0s = 499178 1s = 500822
BITSREAD = 1000000 0s = 500079 1s = 499921
BITSREAD = 1000000 0s = 499545 1s = 500455
BITSREAD = 1000000 0s = 499813 1s = 500187
BITSREAD = 1000000 0s = 499413 1s = 500587
BITSREAD = 1000000 0s = 500301 1s = 499699
BITSREAD = 1000000 0s = 499456 1s = 500544
BITSREAD = 1000000 0s = 500066 1s = 499934
BITSREAD = 1000000 0s = 500491 1s = 499509



BITSREAD = 1000000 0s = 499876 1s = 500124
BITSREAD = 1000000 0s = 499595 1s = 500405
BITSREAD = 1000000 0s = 499510 1s = 500490
BITSREAD = 1000000 0s = 500184 1s = 499816
BITSREAD = 1000000 0s = 500198 1s = 499802
BITSREAD = 1000000 0s = 499501 1s = 500499
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500041 1s = 499959
BITSREAD = 1000000 0s = 500233 1s = 499767
BITSREAD = 1000000 0s = 499898 1s = 500102
BITSREAD = 1000000 0s = 499238 1s = 500762
BITSREAD = 1000000 0s = 500514 1s = 499486
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500217 1s = 499783
BITSREAD = 1000000 0s = 499709 1s = 500291
BITSREAD = 1000000 0s = 499975 1s = 500025
BITSREAD = 1000000 0s = 498971 1s = 501029
BITSREAD = 1000000 0s = 500329 1s = 499671
BITSREAD = 1000000 0s = 500274 1s = 499726
BITSREAD = 1000000 0s = 499893 1s = 500107
BITSREAD = 1000000 0s = 499158 1s = 500842
BITSREAD = 1000000 0s = 500340 1s = 499660
BITSREAD = 1000000 0s = 499985 1s = 500015
BITSREAD = 1000000 0s = 499869 1s = 500131
BITSREAD = 1000000 0s = 500643 1s = 499357
BITSREAD = 1000000 0s = 499799 1s = 500201
BITSREAD = 1000000 0s = 499578 1s = 500422
BITSREAD = 1000000 0s = 500141 1s = 499859
BITSREAD = 1000000 0s = 500183 1s = 499817
BITSREAD = 1000000 0s = 499729 1s = 500271



BITSREAD = 1000000 0s = 500174 1s = 499826

BITSREAD = 1000000 0s = 500464 1s = 499536

BITSREAD = 1000000 0s = 499464 1s = 500536

BITSREAD = 1000000 0s = 500691 1s = 499309
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