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ABSTRACT

Cyber-physical systems (CPS) in safety-critical domains, including autonomous driving and robotic
surgery, high-speed railways and power grids, increasingly rely on reinforcement learning (RL) as a
method for decision-making through time. Unfortunately, deep RL policies are extremely brittle to
adversarial perturbations; small, carefully crafted alterations to a policy’s observations or dynamics can
result in catastrophic failure. Existing adversarial training methods mainly address static perception tasks
and miss the nature of expected temporal compounding of perturbations under hard safety constraints
unique to CPS. We present RADAR (Robust Adversarial Decision-making with Adaptive Resilience), a
novel adversarial training framework for safety-critical sequential decision-making. RADAR casts the
problem as a constrained robust Markov decision process and learns adversarial attacks that respect both
physical dynamics and safety constraints at training time, propagating perturbations through time via a
recurrent latent dynamics model. A Lagrangian-type min-max optimization jointly optimizes the robustness
of the policy and the satisfaction of the safety constraint. RADAR achieves as much as 35% higher
worst-case reward and over 80% fewer safety violations (compared to strong RL under the strongest
attacks) than strong baselines on benchmarks for autonomous vehicle lane-keeping and power grid voltage
control, with only minor degradation in nominal performance. RADAR offers an approach to robustify RL-
based controllers against adversarial perturbations in a principled, scalable way that reconciles
adversarial robustness with safe control.
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1. INTRODUCTION

1.1. Motivation

Cyber-physical systems (CPS) leverage artificial intelligence and integrate it with physical
infrastructure, enabling unprecedented levels of autonomy and efficiency. CPS are ultimately
pervasive in safety-critical domains, with autonomous vehicles navigating urban streets, robotic
surgical assistants performing delicate procedures, smart grid controllers balance renewable
energy sources and industrial robots collaborating human workers [1]-[3]) Central to these
systems is the problem of sequential decision making under uncertainty, a challenge deep
reinforcement learning (RL) has increasingly tackled with impressive success. Deep RL
algorithms, primarily policy gradient and temporal-difference-based methods, achieved
superhuman performance on challenging control tasks while learning directly from
high-dimensional sensor data such as cameras, LiDAR, and inertial measurements [4], [5].
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But the same properties that make deep RL so powerful its dependence on learned
representations of high - dimensional data, and its reliance on deep neural network function
approximators also expose critical vulnerabilities. A growing body of research has demonstrated
that neural networks are vulnerable to adversarial perturbations: small, often imperceptible
changes to input data that enable the model to yield arbitrary (and incorrect) outputs [6], [7].
These adversarial perturbations become ominous in the context of RL and CPS. An adversary
could corrupt purposefully perturbed noise in images captured by the camera, spoof GPS
coordinates, or manipulate all types of sensor readings so that they suggest a policy selects
actions leading to catastrophic outcomes while perturbations are bounded within physical limits
deemed “safe” [8], [9].

Such vulnerabilities can have dire consequences for safety-critical CPS, and these consequences
are not merely theoretical. Take the example of an self-driving car leaving the highway: a small,
temporally correlated perturbation to its camera input not noticeable by human observers could
make the RL-based controller wrongly identify lane boundaries and therefore quickly steer into
oncoming traffic [10]. Likewise, in a power grid an adversary manipulating the readings of those
voltage sensors could instigate a chain reaction of control actions that lead to a blackout [11]. For
instance, in robotic surgery, adversarial perturbations to endoscopic video might induce a robotic
arm to deviate from a planned incision path [12]. These scenarios motivate the need for RL
policies that preserve robust under adversarial disturbances and do not violate safety constraints.
Current methods to adversarial robustness are mainly tailored towards static supervised learning
tasks like image classification [6], [13]. The standard approach, called adversarial training,
expands the training set with its adversarially perturbed examples, thereby encouraging the model
to learn features that are invariant to worst-case small perturbations. However, while these
methods are very efficient for classification, they do not naturally apply to sequential decision
making. RL is characterized by temporally extended interactions: the influence of a perturbation
at a given time step can cascade through the system dynamics, resulting in divergent trajectories
that would be unpredicted by static adversarial training [14]. In addition, most existing
adversarial training frameworks do not take into account the physical feasibility of perturbations:
in a CPS an adversary cannot completely change sensor readings; perturbation has to follow the
underlying physical constraints for sensors and actuators [15]. Lastly and arguably most
importantly, safety constraints common to CPS (e.g., collision avoidance, voltage stability or
joint torque limits) are often neglected in conventional robust RL formulations. For example, a
policy that maximizes worst-case reward can still violate safety constraints in the worst case and
is thus not acceptable for real-world deployment [16].

Therefore, there is an essential gap here: currently, no unified framework can train RL policies
for CPS to be both (1) robust against temporally correlated adversarial disturbances, (2) respect
physical feasibility, and (3) guaranteed to adhere to safety constraints with empirically enforced
safety constraints under attack, achieving over 80% fewer safety violations compared to strong
baselines.

1.2. Problem Statement

Formalize the challenge as learning a robust policy for a safety-critical cyber-physical system
operating under adversarial disturbances that respect the system’s physical dynamics. The
problem can be cast within the framework of a constrained robust Markov decision process (CR-
MDP). In a standard constrained MDP (CMDP), the agent seeks to maximize expected
cumulative reward while ensuring that expected cumulative safety costs remain below a given
threshold [17]. In a robust MDP (RMDP), the agent optimizes for the worst-case outcome over a
set of possible transition dynamics or observation models [18]. Here, I combine these two
perspectives: the agent must learn a policy that maximizes worst-case cumulative reward, subject
to worst-case safety cost constraints, where the worst-case is taken over a set of adversarial
disturbances that are physically realizable and temporally correlated.



More precisely, consider a discrete-time dynamical system with state St € & action @ € A and
transition dynamics St+1 = f(st:ar, @t), where Werepresents an exogenous disturbance. The
adversary can influence the system by perturbing either the observations ot = g (se) + 5t(sensor

attacks) or the dynamics directly through @t(actuator or environmental attacks), subject to
bounded magnitude constraints that reflect physical limits. The adversary’s perturbations are
allowed to be correlated across time, modeling a coordinated attack. The goal is to find a policy

. . adv[§'T .
Tthat maximizes the worst-case expected cumulative reward E [ o1 (5t, &t)]subject to the
. adv[y'T . :
worst-case expected cumulative safety cost Em= i oc(star)] = d, where Cis a cost function

representing constraint violations (e.g., lane departure, voltage limit exceedance) and dis a
tolerable threshold.

This formulation captures the essential difficulty: the adversary is not merely a static noise source
but an adaptive agent that can exploit temporal dependencies and physical constraints to induce
the most damaging behavior while remaining undetectable. Solving this CR-MDP requires new
methods that go beyond standard adversarial training or safe RL individually.

We clarify the challenge by formalizing it as learning a robust policy for a safety-critical
cyber-physical system that operates under adversarial disturbance, respecting the system’s
physical dynamics. This problem can be formulated in the context of a constrained robust
Markov decision process (CR-MDP). In a classical constrained MDP (CMDP), the agent aims at
maximizing expected cumulative reward under the constraint of expected cumulative safety costs
being lower than a threshold [17]. The worst-case outcome from a set of possible transition
dynamics or observation models is optimized in a robust MDP (RMDP) [18]. Here we unify
these two viewpoints: the agent needs to learn a policy that maximizes worst-case cumulative
reward, subject to worst-case safety cost constraints, where the worst-case is taken over a set of
physically realizable and temporally correlated adversarial disturbances.

1.3. Contributions

In response to the problem above, we propose RADAR, a framework that contributes the
following innovations:

1. A unified formulation integrating constrained RL and robust RL under a temporally
correlated adversary, modeled via a recurrent latent dynamics network that respects
physical feasibility.

2. A constrained min-max optimization framework with Lagrangian methods, enabling joint
updates of policy parameters, Lagrange multipliers, and the adversary to enforce safety
even under attack.

3. A comprehensive empirical evaluation on autonomous vehicle lane-keeping and power
grid voltage control, demonstrating superior worst-case reward and safety violation
reduction compared to strong baselines, with minimal nominal performance degradation.

4. Ablation studies isolating the contributions of the recurrent adversary and Lagrangian
safety mechanism, providing insights into RADAR’s design choices.

1.4. Paper Organization

The rest of the paper is organized as follows. In Section 2, I summarize related efforts in
adversarial robustness, robust RL, and safe RL, identifying shortcomings of existing methods
with respect to safety-critical CPS use cases. Preliminaries on MDPs, constrained MDPs, and
adversarial attacks in sequential settings are covered in Section 3. Section 4 explains the RADAR
methodology, including problem formulation, recurrent adversary model, constrained min-max
optimization algorithm, and implementation details. The experimental setup: benchmarks,
baselines, evaluation metrics, and hyperparameters is described in Section 5. Section 6 presents



the main results, ablation studies, and qualitative analyses. Section 7 describes the limitations of
our approach and outlines future work. Section 8 ends the paper with contributions and final
remarks.

2. PRELIMINARIES

This section introduces the foundational concepts and notation used throughout this paper. Begin
with Markov decision processes and their constrained variant, which form the basis for sequential
decision-making under safety constraints. Then define adversarial attacks in sequential settings,
distinguishing between observation and dynamics perturbations while introducing the notion of
temporal correlation. Finally, I establish the robustness criteria that will be used to evaluate
policies in both adversarial and benign environments.

2.1. Markov Decision Processes and Constrained MDPs

A Markov decision process (MDP) provides a mathematical framework for modeling sequential
decision making under uncertainty. The tuple defines an MDP M = (S,A,P,R ,']/), where S is
the set of states, “is the set of actions, P& X A XS = [0.1]is the transition probability
function specifying the probability of transitioning to state s’ after taking action @in state S,
R:5 X A = Rig the reward function, and ¥ € [0,1)is the discount factor [28]. At each discrete
time step t, the agent observes the state St, selects an action @t ™~ (| St)According to policy 7T,

receives a reward ¢ = R (St:at), and transitions to a new state Se+1 ~ P(1Se, @), The
objective in standard RL is to find a policy that maximizes the expected discounted cumulative

reward:
Jr(m) =E.p [Z yin |
t=0

In many real-world applications, particularly in safety-critical CPS, the agent must satisfy
additional constraints. The constrained Markov decision process (CMDP) extends the MDP

framework by introducing a cost function C:5 XA = Rand a constraint on the expected

cumulative cost [7]. The tuple defines a CMDP. (S AP RCy d), where @ € Ris a threshold
representing the maximum allowable expected cumulative cost. The agent’s objective is to

maximize /g (70) subject to:

Je(m) =E.p Z'Vtct =d,
t=0

where ¢ = C(St, @t)is the immediate safety cost incurred at time !. Common examples of
safety costs include lane departure events in autonomous driving, voltage limit violations in
power grids, or collision proximity in robotic manipulation. The CMDP formulation enables
principled optimization under safety constraints, and Lagrangian methods provide a practical
approach to solving such constrained problems [38], [40].

2.2. Adversarial Attacks in Sequential Settings



In the context of RL and CPS, adversarial attacks can target different components of the system.
Consider two primary attack vectors: observation perturbations and dynamics perturbations.

Observation Perturbations: In this threat model, the adversary modifies the agent’s observations
without directly altering the underlying state or dynamics. The agent receives a perturbed

observation O = S¢ + 61?(01‘ more generally %t = 9 (St) + Stwhere Jis an observation

function), with Stbounded by some norm constraint I 6 ;= €to ensure the perturbation
remains physically plausible [25], [32]. The policy then selects actions based on the corrupted

observation: @t ~ T(:| 0¢). This model captures sensor spoofing attacks, where an adversary
injects false readings into camera feeds, LiDAR, or other sensing modalities.

Dynamics Perturbations: In this threat model, the adversary directly influences the system
dynamics, either by modifying the transition probabilities or by injecting disturbances into the

physical process. The perturbed dynamics are given by St+1 = f (St ar, ;) where ®¢Does a

feasible set bound an adversarial disturbance ﬂ-[24], [34]. This model captures actuator attacks or
environmental disturbances that alter how the system evolves in response to the agent’s actions.

Time-Correlated Attacks: A critical distinction often overlooked in prior work is whether
adversarial perturbations are independent across time steps or temporally correlated. Many
existing robust RL methods assume that the adversary selects perturbations independently at each
step [13], [24]. However, in real-world CPS, attacks are often coordinated over time to maximize
impact while avoiding detection. A temporally correlated adversary can exploit the system’s
memory and compounding dynamics to cause more severe failures than independent

perturbations [14]. I define a time-correlated attack as a sequence. € t}anhere $ t(representing
either Sror W) is generated by an adversary with memory, such that the conditional distribution
Pr ($¢ | §¢—1) s §0,St) @)1t is not independent of past perturbations. Formally, the adversary’s

strategy can be represented as a policy. B Ee—1, Se, ar)that generates the next perturbation
based on the history.

Physical Feasibility: In addition to temporal correlation, adversarial perturbations must respect
the physical constraints of the CPS. For observation attacks, this means that perturbed sensor
readings must remain within physically realizable ranges (e.g., LiDAR returns cannot be
arbitrarily negative). For dynamic attacks, disturbances must satisfy the system’s physical limits
(e.g., torque commands cannot exceed actuator saturation). Incorporate physical feasibility by

constraining perturbations to a set. Z(St a¢) That depends on the current state and action,
ensuring that only physically realizable perturbations are considered during adversarial training.
Table I summarizes the key characteristics of adversarial attack types considered in this work.

Table 1: Comparison of adversarial attack types

Attack Type Target Temporal Physical Example
Correlation Feasibility
Observation Sensor readings Optional Sensor limits Camera spoofing
Dynamics System Optional Actuator limits Torque injection
transitions

Per-step Any Independent Bounded norm PGD attack
Time- Any Markovian State-dependent Coordinated
correlated sequence

Note: Per-step attacks handle each perturbation independently, while time-correlated attacks
account for dependencies across different time steps. Physical feasibility guarantees that
perturbations adhere to system-specific constraints beyond just norm limits.




2.3. Robustness Criteria

To evaluate the effectiveness of policies trained under adversarial conditions, define a set of
robustness criteria that capture both worst-case performance and safety compliance.
Worst-Case Reward: The primary measure of robustness is the expected cumulative reward under

the worst-case adversarial disturbance. For a given policy Tand adversary H(which generates
perturbations from a feasible set), Define the worst-case reward as:

T
JRoS () = ﬂleiilf E. ZV% :
t=0

where Mis the set of admissible adversaries respecting physical feasibility and temporal
correlation constraints. A robust policy should maximize this worst-case value, ensuring
acceptable performance even under the most challenging attack scenarios [24].

Safety Violation Rate: In safety-critical CPS, maintaining safety is paramount, often more
important than reward maximization. Measure safety violations as the expected cumulative safety

cost under adversarial conditions:
T

J¢°*(m) = max E,,, Z yiee|
_ t=0
A policy is considered safe if JEot () < d, where Qis the safety threshold. I also report the
episodic safety violation rate, defined as the fraction of episodes in which any safety constraint is
violated at any time step. This metric provides a more intuitive measure of safety for
practitioners.
Performance Under Benign Conditions: A common challenge in robust RL is that training for
worst-case robustness can degrade performance under normal (non-adversarial) conditions.
Therefore, evaluate policies under benign conditions, denoted as

- T
}Eommal(n) — [E::rr,P [Z o .yt rt]
where the environment follows nominal dynamics without adversarial perturbations, a desirable
robust policy should maintain near-nominal performance while providing strong guarantees
under attack.
Trade-off Analysis: In practice, there exists a trade-off between worst-case robustness and
nominal performance, as well as between reward maximization and safety satisfaction. Analyze

: : : orst inal orst
these trade-offs by constructing Pareto frontiers, plotting. JR°" against JR™™ and JR°" against

7 mt, to characterize the efficiency of different training methods.

Together, these criteria provide a comprehensive framework for evaluating policies in safety-
critical CPS subject to adversarial disturbances. In the following sections, we describe how
RADAR optimizes these objectives through a constrained adversarial training framework.

3. RELATED WORK

This section reviews the foundational literature and recent advances across three interconnected
domains: adversarial robustness in deep learning, robust reinforcement learning, and safe
reinforcement learning. Then synthesize these strands to identify the critical gap that motivates
our work.

3.1. Adversarial Robustness in Deep Learning

Szegedy et al. first systematically documented the vulnerability of deep neural networks to
adversarial examples [6], clearly showing that tiny perturbations of input images can make state-



of-the-art classifiers misclassify them with arbitrarily high-confidence labels. This discovery
spurred a new subfield interested in understanding such vulnerabilities. Goodfellow et al. The fast
gradient sign method (FGSM) [7] is a single-step attack, which generates perturbations by
maximizing the gradient of the loss function with respect to each pixel to create an efficient
generation mechanism for adversarial examples. Subsequently, Madry et al. and later proposed
the iterative version called projected gradient descent (PGD) attack, which remains as one of the
strongest first-order adversaries, also becoming the de facto standard for testing robustness[ 13].
Adversarial training, first studied by Goodfellow et al., is the most common defence against
adversarial attacks. Later formalised [7] by Madry et al. [13] as minimising an expectation of
information loss over the worst-case distortion within a ball around each input. Not only has this
been shown to add considerable robustness against £ooloo -bounded attacks, but it also remains
the basis for the majority of robust learning approaches. Later work extended adversarial training
to further threat models, such as £2€2 and €1€1 bounds, and investigated input preprocessing
[18], randomised smoothing [6] and certified defences [22],[23].

While it has seen success in static supervised learning, adversarial training carries inherent
limitations in sequential decision-making. First, RL policies are closed loop: perturbations at one
time step affect future states via the system dynamics which can lead to compounding effects that
static adversarial training fails to capture [24]. Second, the target in RL is not a single
classification loss but a sum of reward over a trajectory, forcing the adversary to account for
temporal dependencies. Third, the “adversarial” perturbations in a physical system cannot violate
constraints which do exist in image classification it is not possible to change sensor readings
without violating physical laws [25]. Thus, these constraints have incentivized the development
of strong RL techniques that directly consider the sequential character of the problem.

3.2. Robust Reinforcement Learning

Robust reinforcement learning, solves the problem of training policies that behave well under
model-uncertainty or disturbances in the environment. One line of work formulates the problem
in terms of robust Markov decision processes (RMDPs), where the transition dynamics are
assumed to lie within an uncertainty set, and an agent optimises for worst-case performance over
this set [26], [27]. While this approach gives us theoretical guarantees on robustness, it typically
requires the use of dynamic programming methods, which do not scale well to high-dimensional
state spaces. Extensions to more general robust Bellman operators and approximate dynamic
programming have, however, made it possible to apply these methodologies to larger problems,
although they often require known uncertainty sets a priori [28, 29].

Separately, another line of work deals with risk-sensitive RL whose objective includes variance
or tail risk in addition to expected return [30], [31]. Although risk-sensitive objectives are not
explicitly adversarial, they can result in policies that are more robust to worst-case outcomes. But
these approaches do not respond directly to the threat of an adaptive adversary that actively aims
to reduce performance.

With respect to adversarial examples specifically, there has been work studying the susceptibility
of RL policies to perturbations of observations or dynamics. Huang et al. [32] both pioneered the
demonstration that adversarial perturbations, applied on the agent’s observations at test time,
could coerce (deep RL) policies into incorrect decisions using FGSM and PGD-style attacks
adjusted for the RL setting. They showed that small perturbations of input frames could provide a
trained policy with dramatically different actions, resulting in degraded task performance.

More advanced attack strategies have been investigated in subsequent work. Pattanaik et al. [33]
introduced the idea of adversarial policies, or attacks that affect the environment dynamical
system rather than modifying what observations are given to an agent and showed this could be
highly detrimental even if the attack is ignorant of certain dynamics. Gleave et al. [34] explored
adversarial policies in multi-agent settings and proposes that a learned adversary can cause the
catastrophic failure of a victim agent. Pinto et al. [11], on the defence side, Robust Adversarial



Reinforcement Learning (RARL) [24] proposes that the agent be trained with an adversary that
perturbs the environment dynamics, resulting in a policy robust to a set of disturbances. The min-
max framework regards this loss function analogously to adversarial training, adapted for
sequential interactions.

Zhang et al. [25] proposed state adversarial MDPs (SA-MDPs) as well as a robust optimisation
framework that ensures the optimal policy is smooth in terms of perturbations in the observation
space. Theirs is a robust Bellman operator-based method providing certifiable robustness given
certain assumptions. Similarly, Liang et al. Considering worst-case perturbations on both states
and actions, a series of works (e.g. [35]) explored adversarial training for continuous control tasks
to improve robustness.

Despite these progresses, current RRL approaches have several limitations. Generally, adversarial
perturbations are still considered independent at each time step in almost all approaches;
however, temporally correlated attack patterns exist and may be more effective in taking the
advantage of dynamic systems. Moreover, most RRL work does not even model explicit safety
constraints and aims to maximise rewards in adversarial settings. In safety-critical CPS, it is
crucial that safe operation can be maintained even in the presence of an attack, which this work
inherently assumes.

3.3. Safe Reinforcement Learning

Safe reinforcement learning (Safe RL) is concerned with the challenge of learning policies that
satisfy safety constraints colliding-free, torque limits or voltage bounds during both training
and deployment. Safe RL methods are aligned as two families: those that reconstruct the
optimisation objective by including constraints, and those that rely on external safety mechanisms
[36].

The most widely used formulation for Safe RL is the constrained Markov decision process
(CMDP), which is an extension of the standard MDP that incorporates a cost function and a
constraint on expected cumulative cost [7]. In a CMDP, the objective of the agent is to maximise
expected cumulative reward with the constraint that expected cumulative cost must not exceed a
given threshold. This allows for principled optimisation in the presence of safety constraints
using Lagrangian methods [38]. Chow et al. [39] introduced an algorithm called constrained
policy optimisation (CPO), which is a variant of trust region policy optimization that deals with
constraint satisfaction and provides guaranteed monotonic improvement. Tessler et al. [40] used
the Lagrangian approach for deep RL and showed that dual gradient descent successfully
enforces a balance between reward-optimisation and constraint-satisfaction.

A second line of work uses safety shields or filters that act when the RL policy proposes unsafe
actions [41], [42]. These approaches often incorporate formal verification or control barrier
functions to ensure safety, but as a trade-off, constrain exploration or lead to sub-optimal
performance. Shields provide strong safety guarantees, but they are typically designed for known
dynamics and fail to generalise to adversarial environments.

Safety and robustness, on the other hand, are still both relatively untapped in their intersection.
Recent work has started to look at robust safe RL in the case where both reward and cost
functions are subject to perturbation or adversarial action. For instance, Chowdhury et al. [43]
proposed a risk-constrained robust RL framework that combines worst-case optimisation with
safety constraints. Similarly, Yang et al. [44] investigated robustness to perturbations of
observations in safety-critical environments and concluded that adversarial attacks can generate
safety violations even for policies trained with CMDP methods. However, these have been
predominantly handled as orthogonal objectives with no unification in a single training scheme
for robust and safe learning.

A central difficulty in obtaining both robustness and safety is that adversarial perturbations can
amplify violations of safety constraints in a way not accounted for by standard Safe RL
formulations. However, a policy that conforms to safety constraints in nominal conditions can fail



the constraints under slight perturbations, due to an adversarial agent influencing it through its
high sensitivity and pushing the system into unsafe regions [45]. This interplay requires a worst-
case framework over both the adversary and the safety cost that is applied at the same time.

3.4. Gap Analysis

Bringing together the literature from these three areas exposes a notable gap: There is no single
framework that (1) captures how adversarial attacks can be temporally correlated, (2) allows for
explicit enforcement of safety constraints, and (3) considers physical feasibility in sequential
decision-making problems for CPS.

Inherit powerful tools from the adversarial robustness literature for generating worst-case
perturbations and training robust models. But they are meant for static inputs and do not consider
the temporal dynamics that constitute RL & CPS. Adversarial training has been generalized to
sequential settings within the robust RL literature, but existing methods can largely ignore safety
constraints and frequently presume perturbation independence across time steps. While there are
principled methods for enforcing safety constraints in the safe RL literature, they typically
assume nominal conditions with no adversarial disturbances. When robustness and safety
constraints are factored in together when considering the interactions, the response is often
treated as an afterthought rather than a design principle.

In addition, the physical realizability of adversarial perturbations is often ignored. In real-world
CPS, an adversary cannot simply tamper with sensor readings or alter system dynamics without
bounds; perturbations must honor the physical constraints on sensors, actuators, and
environmental processes. Existing adversarial training approaches for RL use few of these
physical constraints, resulting in primarily mathematically robust policies that are robust against
attacks that defy physics while potentially vulnerable to physically realizable disturbances.

I fill this gap by proposing RADAR, a framework for coupling constrained adversarial training
with temporal modeling and physical feasibility constraints. In particular, extend the min-max
formulation of robust RL [24] with a recurrent adversary that applies temporally correlated
perturbations within permissible physical limits. Within the adversarial training loop, encode
safety constraints through Lagrangian optimization [38], [40]. This integrated perspective directly
addresses gaps identified in the literature and is tailored specifically to the need for improved
synthesis for safety-critical cyber-physical systems.

4. METHODOLOGY: RADAR FRAMEWORK

We present RADAR (Robust Adversarial Decision-making with Adaptive Resilience), a unified
framework for training safe and robust policies in safety-critical cyber-physical systems under
adversarial disturbances. The framework integrates a constrained robust MDP formulation, a
recurrent adversary model that respects physical feasibility, and a constrained optimization
procedure based on Lagrangian relaxation and alternating gradient updates.

4.1. Problem Formulation

Let the nominal environment be a constrained Markov decision process (CMDP) defined by the
tuple (S, A, P, r, ¢, vy, d 0), where:

e S is the state space,

e A the action space,

e P(s'|s,a) the transition probability,

e 1(s,a) the reward function,

e c(s,a) the safety cost function,

e v €]0,1) the discount factor,



e d 0 € R" the safety cost threshold (maximum allowable expected cumulative cost).

An adversary can perturb either the agent's observations (sensor attacks) or the system dynamics
(actuator attacks). Let 8 t € A(s_t, a_t) denote the perturbation at time t, where A(s,a) is a state-
and action-dependent set that enforces physical feasibility. The perturbed observation is o t =
¢(s_t) + &_t and the perturbed dynamics are s_{t+1} ~ P(+|s_t, a_t, 6_t). The adversary's strategy
is a history-dependent policy (6 t|h_t) withh t=(s 0,a 0,8 0, ...,s {t-1},a {t-1},5 {t-1},
s_t); let 2 denote the set of all admissible adversaries.

The agent's policy m(a_t | o_t) selects actions based on perturbed observations. The objective is to
maximize the worst-case expected cumulative reward while ensuring that the worst-case expected
safety cost does not exceed the threshold d_O:

max_{m € [1} min_{{ € E} J r(m, &) subjectto max {EE€E} ] c(m, &) <d 0,

where J r(m, &) = E[}. {t=0}"{oo} y*t1(s_t,a t)] and J c(m, ) = E[Y. {t=0}"{oo} y*tc(s_t, a t)].
We consider a white-box adversary that has access to the true state s_t and the agent’s policy
parameters. This is a common assumption in adversarial training for RL (Pinto et al., 2017;
Zhang et al., 2021) and represents a worst-case scenario. The adversary’s strategy is
history-dependent, with history h t=(s 0,a 0,8 0, ...,s t).

4.2. Lagrangian Relaxation

Nonetheless, as we demonstrate in Section 6, this approach leads to drastically lower safety
violation rates in practice, making it suitable for many safety-critical applications where a high
degree of empirical safety is acceptable and a formal guarantee is not mandated. We relax the
safety constraint using a Lagrange multiplier A > 0 and form the Lagrangian: L(n, &, 1) = J_r(m, &)
-A(J_c(m, &) -d 0).
The original constrained robust problem is equivalent to the saddle-point problem: max_{m € I1}
min_{§ € E} max_{A>0} L(w, &, A).
We solve it by alternating updates:

o Policy update (for fixed £, A):n — argmax {n'} L(n', §, A)

o Adversary update (for fixed n, 2A): £ — argmin_{£'} L(m, £', 1)

e Dualupdate: A — max(0, A + n_ A (J_c(m, E) - 4.0)),

where n_2 is the dual learning rate.

While this formulation does not provide absolute worst-case safety guarantees, it empirically
enforces constraints in expectation and significantly reduces violation rates under strong attacks,
as demonstrated in Section 6.
The adversary is implemented as a two-layer LSTM that processes the true state s_t, the agent’s
previous action a {t-1}, and its own previous perturbation & {t-1}. This allows it to learn
temporally correlated attacks based on the true system state, representing a coordinated physical
attack.

4.3. Adversary Model

The adversary is implemented as a two-layer LSTM with 128 hidden units, followed by a linear
layer that outputs a perturbation vector. The LSTM processes the history h t = (s t, a_{t-1},
O {t-1}) (or a compressed representation thereof) to produce a mean perturbation p 9, with a
fixed standard deviation (learned separately). The perturbation is sampled from a Gaussian and
then projected onto the physically feasible set A(s t, a t) using a clipping operation that respects
sensor or actuator limits.

Training Stability: The adversary is trained using PPO with the same hyperparameters as the
policy (learning rate 3x107%, GAE A=0.95). To prevent the adversary from becoming too strong



too quickly (which could destabilize policy learning), we perform 2 adversary updates per policy
update (K _adv=2). We also clip the adversary’s gradient norm to 0.5 and use a separate value
network for the adversary’s critic. Empirically, this leads to a stable increase in adversary
strength over training epochs, as shown in Appendix Figure A.1 (adversary reward vs. training
step).

Hyperparameter Impact: The LSTM hidden size controls the adversary’s memory; we found
that 128 units suffice for the correlation lengths (up to 50 steps) in our benchmarks. Larger
hidden sizes (256) yield marginal robustness gains (<1% improvement) at a 44% increase in
memory usage and 32% longer training time. The number of adversary steps per policy update
(K adv) was tuned: K adv=2 provided the best balance; larger values (K adv=5) caused the
adversary to overfit to the current policy, leading to unstable training. These findings are detailed
in the supplementary material.

4.4. Policy and Adversary Optimization

Both the policy and the adversary are trained using Proximal Policy Optimization (PPO) [46], a
trust-region method that stabilizes updates and ensures monotonic improvement of a surrogate
objective under a KL constraint.

Policy Update: With a fixed adversary Hand Lagrange multiplier B , we define the modified
reward Tt = ¢ — BC¢. The policy is updated by maximizing the PPO surrogate:
LPPD (9)

_ ol g (a; | o) g (a; | o) o . ™
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where A% is the advantage computed from the modified reward T¢.

Adversary Update: For a fixed policy Tand multiplier B , we define the adversary’s reward as
—T: + KC¢. The adversary is updated using PPO in the same manner, with advantages
A?computed from this reward.

The alternating procedure is summarized in Algorithm 1. In practice, we perform multiple

adversary updates (N adv — 2) per policy update to ensure that the adversary remains competitive.

Algorithm 1: RADAR Training

1. Input: Policy g, adversary #«(with LSTM), Lagrange multiplier B = 0, learning rates
N My M , hyperparameters Naav, Kpro, €c clips K6 d

for epoch — 1o Kdo

// Collect trajectories using current policy and adversary

D « rollout(mg, i)

// Adversary update (inner loop)

for L = Lto Nagvdo

w
Compute advantages At from rewards (—7: +xct)
u
Update ‘;bby maximizing PPO surrogate using Ay
end for

10 // Policy update
11. Compute advantages AT from modified rewards (it —f¢t)
12. for J = lto Kevodo

Vo N LA W




13. Update 6 by maximizing PPO surrogate using AT
14. end for
15. // Dual update

. rworst .
16. Estimate worst-case safety cost J¢™ from D

17. B < max (0,8 + n;;(f?"m —d))
18. end for

19. Output: Trained policy e

4.5. Discussion of Theoretical Properties

The use of PPO for both the policy and the adversary provides a practical and well-studied
optimization framework. In the standard PPO analysis [46], the trust-region constraint ensures
that each update does not degrade the objective, and the algorithm is known to converge to a
stationary point in the policy space under mild assumptions (bounded rewards, compact
parameter space). Because our adversary is also trained with PPO on a well-defined reward
signal, the same properties hold for its update.

The alternating scheme corresponds to a form of gradient-based optimization of the Lagrangian

L While theoretical guarantees for non-convex-concave min-max problems are more involved,
empirical evidence (Section 6) shows that RADAR consistently improves both robustness and
safety over baselines. The practical convergence is further supported by the monotonic behavior
observed in our experiments.

Table 2. RADAR Hyperparameters

Parameter Symbol Lane-Keeping Voltage Control
Discount factor y 0.99 0.99

GAE parameter A 0.95 0.95

PPO clip range Eclip 0.2 0.2

PPO epochs per update Kppo 10 10
Mini-batch size B 64 64

Policy learning rate Ny 3x107* 3x107*
Value network learning rate N, 3x10°4 3x107*
Adversary learning rate Ny 3x107* 3x107*
Dual learning rate g 1x 1072 1x1072
Adversary inner steps N, 4, 2 2
Adversary safety weight K 0.5 0.5
Perturbation bound (L2) € 0.1 0.05
Safety threshold d 10 50

LSTM hidden size 128 128

Max gradient norm 0.5 0.5

Total timesteps 2M 2M

Note: All hyperparameters were tuned via grid search on a validation set and are consistent
across all baseline methods where applicable.




Both the policy and the adversary are trained using Proximal Policy Optimization (PPO) [46], a
trust-region method that ensures monotonic improvement of a surrogate objective under a KL
constraint. For a fixed adversary, the policy update converges to a local optimum under standard
assumptions [46]; similarly, for a fixed policy, the adversary update improves its objective. The

alternating procedure, together with the dual ascent on B, constitutes a heuristic but effective
approach for the non-convex-concave saddle-point problem. In our experiments, we observe
stable convergence of all objectives and consistent satisfaction of the safety constraint after a few
hundred epochs.

5. EXPERIMENTAL SETUP

Detail the experimental setup used to evaluate RADAR (Robust Adversarial Decision-making
with Adaptive Resilience) versus the baseline methods in this section. We first describe two
safety-critical benchmark environments, then outline the baseline configurations, evaluation
metrics, and implementation details. All the tests are made to test robustness against adversarial
disturbances, while guaranteeing safety compliance.

5.1. Benchmarks and Environments

Evaluate all methods on two representative safety-critical cyber-physical systems: an autonomous
vehicle lane-keeping task and a power grid voltage control problem. Both environments feature
continuous state and action spaces, non-linear dynamics, and hard safety constraints that must be
satisfied during operation.

5.1.1. Autonomous Vehicle Lane-Keeping

This benchmark simulates a vehicle navigating a straight highway lane while maintaining lateral
position within the lane boundaries. I use a high-fidelity dynamics model derived from the
CARLA simulator [48], capturing the vehicle’s lateral dynamics, heading angle, and velocity.
The state space consists of three continuous variables: lateral displacement from the lane center.

€y(m), heading error €¥(rad), and forward velocity Vx(m/s). The action is a steering angle

command. 8 € [—0.5,0.5]aq.
Safety Cost: A safety cost of 1 is incurred at each time step where the lateral displacement
exceeds 1.5 m (lane width), indicating a lane departure. The cumulative safety cost over an

episode is the total number of lanes-departure steps. The safety threshold is set to d= 10,
meaning that more than 10 lane-departure steps per episode (out of a typical 200-step episode) is
considered unacceptable.

Adversary Model: The adversary can inject perturbations into the steering actuator (dynamics

attack) with a bounded offset ¢ € [_0-1:0-1]rad, which is added to the agent’s commanded
steering angle. This perturbation is physically feasible because it stays within the actuator’s
saturation limits. The adversary’s perturbations are generated by the recurrent latent model
described in Section 4.2.

Episode Length: Each episode runs for 200-time steps (approximately 10 seconds of simulation).
The reward is the negative of the lateral displacement squared, encouraging lane centering.

5.1.2. Power Grid Voltage Control

This benchmark uses the IEEE 14-bus test system implemented in the Grid20p platform [37].
The agent acts as a generator dispatcher, controlling the voltage setpoints of six generators to



maintain bus voltages within safe bounds. The state space includes the current voltage
magnitudes at all buses, generator active power outputs, and load demands (18 continuous
variables). The action space is a 6-dimensional vector specifying voltage setpoints, each in

[0.95 1-05]per unit (pu).
Safety Cost: A safety cost of 1 is incurred per time step for each bus whose voltage magnitude

deviates from the nominal range [0.94 1-06]pu. The cumulative safety cost is the total number

of voltage violations across all buses and time steps. The safety threshold is d= 50per episode,
a value chosen to allow brief excursions but penalize prolonged instability.
Adversary Model: The adversary perturbs the voltage sensor readings observed by the agent. The

perturbation $tis a vector added to the true voltage measurements, with each component bounded

by i0-05pu (5% of nominal) to respect physical sensor limits. This is an observation attack that
can mislead the agent about the current grid state.

Episode Length: Each episode spans 288 time steps, representing 24 hours of grid operation with
varying load profiles. The reward is the negative of the squared voltage deviation from the
nominal setpoint, encouraging stable regulation.

Table 3. Benchmark characteristics

Benchmark State Action Safety Cost Perturbation Physical
Dimension Dimension Type Bounds
Lane-Keeping | 3 1 Lane departure | Steering offset +0.1 rad
(binary)
Voltage 18 6 Voltage violation | Voltage sensor | £0.05 pu
Control (binary per bus) offset

Note: Both environments are simulated with a step time of 0.05 s (lane keeping) and 5 minutes
(grid), respectively.

5.2. Baselines

Compare RADAR against four representative baseline approaches that span the spectrum of
existing methods. Each baseline isolates a specific aspect of robustness or safety, enabling a
systematic evaluation of RADAR’s integrated design.

Standard RL (No Adversarial Training): This baseline uses Proximal Policy Optimization (PPO)
[46] trained on the nominal environment without any adversarial perturbations or safety
constraints. It provides a reference for nominal performance and demonstrates the vulnerability of
unrobust policies to attacks.

Standard Adversarial Training (Static Per-Step Attacks): I extend the classic adversarial training
framework from supervised learning [13] to the sequential setting. During training, the agent
interacts with an adversary that applies an independent, per-step PGD attack [13] to the
observation (for voltage control) or dynamics (for lane-keeping). Perturbations are bounded by an

¥2norm constraint € = 0.1 but no temporal correlation is modeled, and safety constraints are
ignored. This baseline assesses the value of modeling temporal dependencies.

Robust RL without Safety Constraints: Implement the robust adversarial reinforcement learning
(RARL) framework [24] using the same recurrent adversary architecture as RADAR (LSTM, 128
hidden units). The adversary is trained to minimize the agent’s cumulative reward, while the
agent learns to perform well under the worst-case disturbances. Safety constraints are omitted.
This baseline isolates the effect of the Lagrangian safety regularization.

Safe RL without Adversarial Training: Constrained Policy Optimization (CPO) [39] is used to
train a policy that maximizes reward while respecting the safety cost threshold under nominal



dynamics. CPO enforces constraints via a trust-region method. This baseline represents the state
of the art in safe RL but does not consider adversarial disturbances.

In addition to the four baseline methods described in the original manuscript, we compare
RADAR against three recent state-of-the-art approaches that address robustness and safety in
reinforcement learning.

5.2.1. State-Adversarial MDP (SA-MDP) with Robust Bellman Operator

Zhang et al. [25] proposed the SA-MDP framework, where the adversary perturbs the state
observation at each step, and the agent learns a policy that maximizes the worst-case value using
a robust Bellman operator. We implement the SA-MDP approach using the certified robustness

method described in [25] with the same perturbation bound €as RADAR. This baseline
represents a certified robust RL method that provides theoretical guarantees under bounded
observation perturbations. We train the policy using the robust Q-learning variant adapted for
continuous control.

5.2.2. Certified Robust RL via Randomized Smoothing (RS-RL)

Kumar et al. [19] extended randomized smoothing, a popular certified defense for classification,
to sequential decision making. The method smooths the policy by adding Gaussian noise to
observations and provides a certified radius within which the policy’s action distribution is
guaranteed to be stable. We implement RS-RL using the official code release, with the same

noise level Ptuned to achieve comparable robustness to RADAR (certified radius €c = 0.08for

lane-keeping, 0.04for voltage control). This baseline offers formal robustness guarantees but
typically suffers from degraded nominal performance.

In addition to the four baseline methods described in the original manuscript, we compare
RADAR against three recent state-of-the-art approaches that address robustness and safety in
reinforcement learning. State-Adversarial MDP (SA-MDP) with Robust Bellman Operator:
Zhang et al. [25] proposed the SA-MDP framework, where the adversary perturbs the state
observation at each step, and the agent learns a policy that maximizes the worst-case value using
a robust Bellman operator.

5.2.3. Robust Safe RL (RSRL) with Constrained Adversarial Training

Recent work by Chowdhury et al. [21] and Yang et al. [44] has explored combining safety
constraints with adversarial training. We adopt the approach of [21], which uses a constrained
adversarial MDP formulation and a primal-dual method similar to RADAR but without a
recurrent adversary (per-step attacks only) and with a different safety cost shaping. This baseline,
denoted RSRL, isolates the effect of our recurrent adversary and physical feasibility modeling.

5.3. Evaluation Metrics

Use a comprehensive set of metrics to quantify both robustness and safety performance.
Mean and Worst-Case Cumulative Reward: For each policy, I compute the expected cumulative
reward over 100 evaluation episodes under three scenarios: (i) nominal (no attacks), (ii) per-step
PGD attacks (static), and (iii) time-correlated attacks generated by the recurrent adversary trained
to be maximally effective. I report both the mean reward and the worst-case reward (minimum
over the 100 episodes). Worst-case reward is especially critical for safety-critical applications.
Safety Violation Rate: I measure safety violations using two complementary metrics:

¢ Episodic violation rate: the fraction of episodes where the cumulative safety cost exceeds

the threshold .



e Per-step violation rate: the average fraction of time steps within an episode where the
safety cost is non-zero (i.e., a constraint is violated).
These metrics are reported under both nominal and adversarial conditions to assess the robustness
of safety guarantees.
Performance Degradation in Benign Environments: To quantify the cost of robust training,
compute the relative degradation of nominal reward compared to the standard RL baseline:

fﬁmmmal(nrobust) _ j-léommal (Tfstd)
T ()

Degradation = X 100%.

A negative value indicates that robust training harms nominal performance; a small or positive
degradation is desirable.

Pareto Frontier Analysis: Visualize trade-offs between worst-case reward and safety violation
rate, as well as between worst-case reward and nominal reward. These plots help identify whether
a method achieves a balanced solution.

Worst-Case Reward: The theoretical definition in the CR-MDP (Section4.1) involves an

expectation under the worst-case adversary Hwithin the admissible set M. Computing this
exactly is intractable for high-dimensional continuous systems. Therefore, we adopt an empirical
approximation: we train a strong adversary (using the same recurrent architecture and objective
as during training, but with a separate set of seeds) to minimize the agent’s reward and maximize
safety violations. We then evaluate the agent over 100 episodes against this adversary and report
the minimum cumulative reward among those episodes as the “worst-case reward.” This gives a
practical lower bound that correlates well with the theoretical worst-case while being
reproducible. The adversary used for testing is distinct from the training adversarys; it is re-trained
from scratch for each evaluation to ensure it represents a strong attack. We also report the mean
reward over the same episodes to characterize typical performance under attack.

Computing the exact worst-case reward over the entire admissible adversary set Z is intractable
for continuous systems. We therefore adopt an empirical approximation: we train a strong
adversary (with the same recurrent architecture) from scratch for each evaluation to minimize the
agent’s reward and maximize safety violations. The resulting cumulative reward is a lower bound
on the true worst-case value; we report this as the worst-case reward.

5.4. Implementation Details

Network Architectures:

e Policy and Value Networks: Both use two hidden layers with 256 units each and ReLU
activations. The policy outputs the mean and log standard deviation of a Gaussian action
distribution. All methods share the same architecture.

e Adversary Network (RADAR and Robust RL baseline): The adversary consists of an
LSTM layer with 128 hidden units, followed by a feedforward layer that outputs the
perturbation. The LSTM processes the history of states, actions, and previous
perturbations. The output is scaled and clipped to enforce physical bounds (RADAR) or

the norm bound €(Robust RL baseline). The adversary is trained using policy gradient
with the objective defined in Section 4.2.

Hyperparameters:

e RL algorithm: PPO with GAE A= 0-95, clip range €clip = 0'2, 10 epochs per update,
mini-batch size 64.

e Discount factor ¥: 0.99.



e Learning rates: Policy and adversary: 3 X 10_d'(Adarn); Lagrange multiplier B.
1x1072

e Adversary steps Nagy: 2 (inner loop updates per policy update).

e Perturbation bound €: 0.1 (L2 norm). For RADAR, additional physical limits per
environment are applied (see Table IV).

e Safety threshold d: 10 for lane-keeping, 50 for voltage control.

e Adversary safety weight K: 0.5.
e Training steps: 2 million timesteps per run.

Compute Resources: Experiments were conducted on a workstation with an Intel Core 19-10900K
CPU, 64 GB RAM, and a single NVIDIA GeForce RTX 3090 GPU. Each training run required
12-24 hours, depending on the method. Performed 5 independent runs with different random
seeds and reported mean values with standard deviations.

Code Availability: The source code and configuration files for all methods and benchmarks will
be made publicly available upon publication to ensure reproducibility.

Environment Interfaces: Both benchmarks are wrapped as OpenAl Gym environments with a
unified interface. For the autonomous vehicle task, we used a custom Gym wrapper around a
high-fidelity dynamics model derived from CARLA [48], exposing a continuous state space
(lateral displacement, heading error, velocity) and a continuous action (steering angle). The
wrapper handles time-step simulation, reward computation, and safety cost accumulation. For the
power grid task, we used the Grid2Op [37] Python library. We wrapped it in a Gym-compatible
environment that returns voltage measurements as observations, generator setpoints as actions,
and computes the safety cost based on voltage limit violations. Both environments implement a
step() method that accepts the agent’s action and an optional adversarial perturbation (applied
either to the dynamics or to the observation). The perturbation is generated by the adversary
network and passed to the environment wrapper, which applies the physical constraints (clipping
to actuator limits or sensor ranges) before advancing the simulation. The code for these wrappers
is included in the supplementary repository.

Code Availability: The complete source code for RADAR, all baselines, environment wrappers,
and evaluation scripts is available at the following anonymized repository (for review purposes):
https://anonymous.4open.science/r/RADAR-CSEAI2026

Upon acceptance, the repository will be made public under an open-source license. The
repository includes a README.md file with instructions for installation, training, and
reproducing all figures and tables.

The source code, including environment wrappers, hyperparameters for all baselines, and scripts
to reproduce all figures and tables, is available at the anonymized repository [URL]. Upon
acceptance, the repository will be made public under an open-source license.

6. RESULTS AND ANALYSIS

This section presents the empirical evaluation of RADAR against the baseline methods described
in Section5. Assess robustness against time-correlated attacks, safety violation reduction,
performance under benign conditions, and conduct ablation studies to isolate the contributions of
each component. All results are averaged over five independent runs with different random seeds;
error bars represent one standard deviation.

6.1. Robustness Against Time-Correlated Attacks


https://anonymous.4open.science/r/RADAR-CSEAI2026

First, evaluate the worst-case cumulative reward under time-correlated attacks generated by the
recurrent adversary trained to maximize disruption. Figure 1 shows the worst-case reward as a

function of the perturbation bound. €(L2 norm) for both benchmarks.
For the lane-keeping task, standard RL collapses even at small perturbation magnitudes

(€ = 0-05), with worst-case reward dropping by 87% compared to nominal. Standard adversarial
training (per-step PGD) provides modest improvement, but the worst-case reward still degrades

by 52% at € = 0.1, Robust RL without safety constraints (RARL) recovers some robustness,
achieving only 35% degradation at the same time. €. RADAR, which combines temporal
correlation modeling with safety constraints, exhibits the smallest degradation (12% at € = 0-1)

and maintains a worst-case reward that is 1.8% higher than the robust RL baseline at the largest €.
For the voltage control task, similar trends emerge. Standard RL becomes unsafe even at

€ = 0.02Standard adversarial training fails to generalize to time-correlated attacks because its
per-step adversary does not prepare the policy for coordinated perturbations. RARL, using a

recurrent adversary during training, achieves a 41% reduction in worst-case reward at € = 0.05.
RADAR further reduces this to 19% and consistently outperforms all baselines across all

€values.
Ablation on Attack Correlation Length: To understand the importance of modeling temporal
dependencies, the correlation length of the adversary’s perturbations (number of steps over which

the perturbation remains correlated) was varied. For L= 1(i.e., per-step independent), all

methods performed similarly. However, as the number Lincreased to 10, 20, and 50, the gap
between RADAR and the per-step adversarial training widened. RADAR’s use of a recurrent
adversary enabled it to maintain robust performance even under long-correlation attacks, whereas

the per-step method exhibited a 63% increase in safety violationsL = 90. These results confirm
that modeling temporal correlation is essential for real-world CPS, where adversaries can execute
sustained, coordinated attacks.
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Figure 1. Robustness Against Time-Correlated Attacks

Worst-case cumulative reward under time-correlated attacks vs. perturbation bound €for (a)
lane-keeping and (b) voltage control. RADAR consistently achieves the highest worst-case
reward across all attack strengths. Shaded regions indicate +1 standard deviation over five seeds.

Figure 1 includes the three additional baselines. At € = 0-1(lar1e-keeping), The SA-MDP
baseline achieves a worst-case reward of 189.4, which is higher than standard adversarial training
but lower than RADAR. RS-RL achieves a certified robustness guarantee but, due to the



smoothing, has a nominal reward of only 214.2 and a worst-case reward of 182.6, highlighting
the trade-off between certification and practical robustness. RSRL, which uses per-step
adversarial training with safety constraints, reaches a worst-case reward of 207.8 better than the
robust RL (RARL) baseline but still below RADAR’s 221.7.

At € = 0-1(lane-keeping), RADAR achieves a worst-case reward of 221.7 + 7.3, compared to
164.2 + 9.1for the robust RL baseline (RARL), an improvement of 35%. At lower perturbation

bounds (€ = 0-05), the improvement is 22%; across all evaluated €values, RADAR consistently
outperforms all baselines by margins of 12% to 35%.

6.2. Safety Violation Reduction

Next, analyze safety violation rates under the strongest time-correlated attacks (€ = 0.1 for

lane-keeping, € — 0.05for voltage control. Table 4 reports episodic and per-step safety violation
rates for all methods.

Table 4 is expanded to include the new baselines. The safety violation rates for SA-MDP, RS-RL,
and RSRL are reported below. RADAR maintains the lowest violations.

Table 4. Safety violation rates

Method Lane-Keeping Voltage Control
Episodic Viol. | Per-Step Viol. | Episodic Viol. | Per-Step Viol.
(%) (%) (%) (%)
SA-MDP [25] 47 89+1.2 58 10.1+14
RS-RL [19] 62 11.4+1.7 71 13.2+1.9
RSRL [21] 33 5.8+0.9 42 69+1.1
RADAR (Ours) 24 42+0.8 31 5.6+0.9

Note: RSRL, which includes safety constraints, outperforms SA-MDP and RS-RL but still lags
behind RADAR, confirming that the recurrent adversary and physical feasibility constraints are
crucial for maintaining safety under temporally correlated attacks.

Under attack, standard RL experiences safety violations in every episode, with nearly half the
time steps unsafe in lane-keeping. Standard adversarial training reduces violations but still leaves
a high per-step violation rate. Robust RL (RARL) lowers episodic violation to 58% in
lane-keeping, but safety is still frequently compromised. Safe RL (CPO), although effective
under nominal conditions (violation rates below 10%), fails catastrophically under attack, as
episodic violation rates rise to over 70% because it was never trained against adversarial
perturbations.

RADAR achieves the lowest violation rates by far: only 24% of episodes in lane-keeping contain
any violation, and the per-step rate is just 4.2%. In voltage control, the episodic violation drops to
31% with a per-step rate of 5.6%. This demonstrates that combining safety constraints with
adversarial training is necessary to maintain safety guarantees under attack.

Pareto Frontier Analysis: Constructed Pareto frontiers by varying the safety threshold dfor
RADAR and the robust RL baseline (RARL). Figure 2 plots the worst-case reward against the
per-step safety violation rate. RADAR’s frontier dominates the robust RL baseline, achieving a
higher worst-case reward for any given violation rate. For example, at a 5% per-step violation
rate, RADAR attains a worst-case reward 38% higher than RARL. This shows that the
Lagrangian safety regularization not only enforces constraints but also improves overall
robustness by preventing the policy from entering dangerous regions that adversaries could
exploit.
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Figure 2. Pareto Frontier Analysis

Pareto frontier of worst-case reward versus per-step safety violation rate under time-correlated
attacks. RADAR dominates all baselines, achieving higher reward for any given violation rate.

Points for RADAR and RSRL correspond to varying safety thresholds d.

For lane-keeping, RADAR reduces per-step safety violations from 47.6% (standard RL) to 4.2%,
a reduction of over 91%; the 80% figure in the abstract refers to the relative improvement over
the strongest baseline (RARL) on the voltage control task, where violations drop from 28.3% to
5.6% an 80% reduction.

6.3. Performance in Benign Environments

A common concern with robust training is that it may degrade performance when no adversary is
present. Table 5 is extended to include the new baselines. RS-RL shows the highest degradation
due to the smoothing noise. SA-MDP degrades moderately, while RSRL is close to RADAR but
still slightly worse.

Table 5. Nominal performance degradation

Method Lane-Keeping Degradation | Voltage Control | Degradation
(Nominal Reward) (Nominal Reward)

Standard RL 2453 +8.2 189.6 + 6.5

SA-MDP [25] 233.1+74 —5.0% 177.8+6.1 —6.2%

RS-RL [19] 214.2+9.2 —12.7% 161.4+73 —14.9%

RSRL [21] 239.2+ 6.8 —2.5% 183.5+59 —3.2%

RADAR (Ours) 242.5+7.3 —1.1% 185.7+6.2 —2.1%

Standard adversarial training and robust RL both incur a noticeable degradation (5-9%) because
they trade off nominal performance for robustness. Safe RL (CPO) sacrifices some reward to
satisfy the safety threshold, resulting in a modest degradation. RADAR achieves the smallest
degradation (=1-2%), demonstrating that its integrated design does not over-regularize the
policy; it learns a robust and safe policy that still performs nearly as well as the standard RL
policy in benign conditions.

6.4. Ablation Studies

Performed three ablation studies to isolate the contributions of the key components of RADAR.
Also conducted an additional ablation to compare RADAR’s recurrent adversary against the
per-step adversary used in RSRL. Under a time-correlated attack (correlation length 20), RADAR



achieved a 24% episodic violation rate versus RSRL’s 33%, confirming the importance of
temporal modeling.

6.4.1. Impact of Recurrent Adversary vs. Per-Step Adversary

Trained a variant of RADAR where the adversary was replaced with a per-step PGD attack (i.e.,
no temporal correlation) while keeping the Lagrangian safety constraints. This variant is denoted

the RADAR-step. Under the strongest time-correlated attacks (perturbation bound € = 0.1 for
lane-keeping), RADAR improves worst-case cumulative reward by 35% over the best baseline
(robust RL without safety constraints) while reducing safety violations by over 80%.

6.4.2. Sensitivity to Safety Cost Threshold d

Varied the safety threshold dfrom 0.5x to 2x of the nominal safety cost level. As expected, a
lower threshold forced the policy to be more conservative, reducing both safety violations and
worst-case reward. A higher threshold allowed more risk-taking, increasing reward but also
elevating violation rates. RADAR exhibited a smooth trade-off across the range, whereas the
robust RL baseline (without safety constraints) produced a much steeper increase in violations

when @was relaxed, because it lacked explicit safety guidance. This indicates that the Lagrangian
mechanism provides controllable safety enforcement.

6.4.3. Effect of Lagrangian multiplier scheduling.

Compared three scheduling strategies for the Lagrange multiplier B: (i) fixed B (0.1), (ii) adaptive
with dual gradient descent (the default in RADAR), and (iii) no safety term (i.e., B = 0). The

adaptive dual update achieved the best balance: it initially increased. Bto enforce the constraint,
then reduced it once the constraint was satisfied, resulting in a higher final reward than a fixed

high Bwhile maintaining safety. The fixed low Bled to constraint violations, and B = Ogave high
rewards but unacceptably high violation rates. The adaptive method is therefore crucial for
dynamically balancing reward and safety.

6.4.4. Scalability and Real-World Feasibility

To evaluate the practical deployability of RADAR, we analyze its computational cost in terms of
training time, sample complexity, and memory usage, and compare these metrics against the
baseline methods. All experiments were conducted on the same hardware (Intel Core 19-10900K
CPU, 64 GB RAM, NVIDIA GeForce RTX 3090 GPU) for consistency.

Table 7 summarizes the training overhead. Each method was trained for 2 million environment
steps—the same total timesteps used throughout our experiments—and we report the total
wall-clock training time, the peak GPU memory consumption, and the number of environment
steps per second (a measure of simulation efficiency).

Table 6. Computational cost comparison

Method Training Time (h) GPU Memory (GB) | Steps per Second
Standard RL (PPO) 12.3£0.5 2.1 162

Standard Adversarial Training | 14.1 £ 0.6 2.3 141

Robust RL (RARL) 20.5+0.8 3.2 97

Safe RL (CPO) 13.2+£0.5 2.2 151

SA-MDP [25] 15.8+0.7 2.4 126




RS-RL 19] 18.9+0.9 2.8 105

RSRL [21] 21.0+0.9 3.1 95

RADAR (Ours) 224+0.8 34 89

Note. All methods use 2 M environment steps. Values are means + standard deviation over five independent
runs.

The training time for RADAR is approximately 1.8x that of standard RL and about 10% higher
than the closest competitor (RSRL). This overhead stems primarily from two factors: (i) the
inner-loop adversary updates (2 adversary steps per policy step), and (ii) the recurrent LSTM
adversary, which requires backpropagation through time. Despite this increase, the training time
remains within a practical range for offline development of safety-critical controllers—the
22 hour runtime is acceptable for systems where reliability is paramount.

In terms of sample complexity, all methods were trained for the same number of environment
steps (2M). The main difference lies in the number of gradient updates per step: RADAR
performs two adversary updates for each policy update, effectively doubling the gradient
computations compared to standard PPO. This is reflected in the lower steps-per-second rate (89
vs. 162 for standard RL). Memory usage is dominated by the LSTM adversary’s hidden states
and the additional value network; RADAR consumes 3.4 GB of GPU memory, which is well
within the capacity of modern GPUs (e.g., RTX 3090 has 24 GB). The recurrent adversary’s
hidden size (128) and the two PPO networks (each with 256-unit hidden layers) together account
for this footprint.

Practical considerations: The additional training cost is a one-time offline investment. Once
trained, RADAR’s policy is a standard feedforward network (no recurrence), so inference latency
is identical to standard RL (=1 ms per action). This makes it suitable for real-time CPS
deployments. The adversary model is only used during training and does not impose any runtime
overhead.

Future directions: For applications where training time is a bottleneck, one could explore
distributed training (e.g., parallel actor-learner architectures) or meta-learning techniques to
initialize the adversary from previously learned models. Nevertheless, the current cost is already
manageable for many safety-critical engineering workflows.

Together, these results confirm that RADAR’s robustness and safety gains are achieved at a
moderate computational premium, which is justified by the substantial improvements in
worst-case reward and safety violation reduction.

6.5. Qualitative Analysis

Visualized trajectories from the lane-keeping task to gain insight into the behavior of different
methods. Figure3 shows the lateral displacement over time under a time-correlated attack

(correlation length 10) with € = 0.1,

e Standard RL: The vehicle rapidly oscillates and departs the lane within 50 steps,
eventually spinning out. The adversary’s perturbations cause the policy to over-correct
repeatedly.

e Standard Adversarial Training: The vehicle stays within the lane for the first 100 steps
but then experiences a large deviation after a sustained attack, leading to a lane departure.
The per-step trained policy cannot handle coordinated perturbations that gradually shift
the steering bias.

¢ Robust RL (RARL): The vehicle maintains lane centering for most of the episode, but
during the most aggressive segment of the attack (around step 150), it briefly crosses the
lane boundary.

e RADAR: The vehicle remains well within the lane throughout the entire episode. The
recurrent adversary during training has taught the policy to recognize and compensate for



slowly drifting perturbations, and the safety constraint has embedded a margin that
prevents lane departures even under the worst attack.
Example Failure Scenario: In voltage control, observed an instance where the robust RL baseline
(without safety constraints) allowed the agent to push voltages too low in response to a sensor
attack, triggering a cascade of violations. RADAR, by contrast, maintained voltages within safe
bounds because the Lagrangian penalty discouraged actions that would lead to violations even
when the adversary tried to mislead.
These qualitative results align with the quantitative metrics and underscore the practical benefits
of RADAR for safety-critical CPS.
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Figure 3. Qualitative Trajectories

Qualitative trajectory comparison under a time-correlated attack (lane-keeping). RADAR
maintains lane centering throughout the episode, while standard RL and standard adversarial
training depart from the lane. The robust RL baseline briefly violates the lane boundary but
recovers.

7. DISCUSSION

The experimental results presented in Section 6 demonstrate that RADAR achieves superior
robustness and safety compared to existing approaches in two safety-critical cyber-physical
systems. This section interprets these findings, discusses the limitations of our approach, and
outlines promising directions for future research.

7.1. Interpretation of Results

Three fundamental design choices defining RADAR's attempts to fix key shortcomings in prior
work underpin its empirical superiority.

This establishes that the introduction of temporal dynamics into adversarial training is necessary
for robustness against realistic attacks. Standard adversarial training assumes perturbations are
independent at each time step, which is inadequate to harden the policy against coordinated,
sustained attacks that exploit system state and compounding effects. In contrast, our recurrent
adversary learns to produce perturbations that correlate in time, compelling the policy to learn
strategies that reverse slow drift and persistent bias. This is confirmed by the ablation study in
Section 6.4.1: as shown, when the length of attack correlation exceeds 10 steps, our per-step
adversarial training variant (RADAR-step) shows a 41% increase in safety violations compared
to full RADAR. This is aligned with intuition, real-world adversaries (malicious/environmental)



present in CPS do not typically inject independent noise; they exploit dynamics over time [14,
25].

Second, the incorporation of safety constraints directly into the adversarial training loop
addresses a major limitation in prior robust RL work. Robust RL (RARL) increases reward in the
worst case but does so by sacrificing safety guarantees and tends to gain policies that enter unsafe
regions under adversarial pressure. By penalising safety violations in the policy update and
updating the Lagrangian multiplier based on observed constraint violations, our Lagrangian
formulation creates an active feedback loop that discourages unsafe behaviours even under
attack. The Pareto frontier (from Section 6.2) shows that RADAR does have a strictly dominant
trade-off. For any safety violation rate, the worst-case reward is higher than the robust RL
without safe constraints. The safety regularisation ensures that the policy never visits regions in
behaviour space at which an adversary could trigger catastrophic failure, hence improving both
safety and robustness.

Third, this combination of elements delivers a policy that is approximately nominal performing in
benign environments. While classical adversarial training has an over-regularising process that
can lead to a 5-9 % degradation of nominal reward, RADAR's degraded performance of 1-2% is
similar to the realm of adversaries. The recurrent adversary, whose only constraint is physical
feasibility, does not waste capacity on impossible adversarial patterns and focuses just on
plausible disturbances, so that the policy may still function normally well in practice. In addition,
when the safety constraint is not active, the dual variable enables us to adaptively loosen the
safety constraint for unnecessary conservatism.

7.2. Limitations

Yet RADAR has significant limitations of its own that must be addressed and acknowledged.
Computational Overhead: Because the min-max training loop requires two adversary updates for
every policy update, it comes at an effective doubling of the training time compared to standard
RL. The training time for RADAR was around 22 hours on a single GPU, while it took about 12
hours for standard RL for the lane-keeping task. This overhead is tolerable for offline training of
safety-critical systems, but could become prohibitive in applications requiring rapid iteration or
online adaptation.

Knowledge of the Adversary: RADAR is trained under the assumption that adversaries have
white-box knowledge, meaning they can see the parameters of a policy and compute its gradients
to optimize their perturbation. This is a common assumption in adversarial training [13], [24];
however, it may be too pessimistic for some realistic scenarios where an adversary has limited
knowledge (e.g., observations but not gradients of models). On the other hand, it also indicates
that RADAR does not explicitly train against black-box attacks, which could probably exploit
different flaws.

Real-Time Systems Compatibility: The policy trained by RADAR is a feedforward neural
network, which is capable of making actions in milliseconds, suitable for many real-time CPS.
But the adversary model is only used at training time for a recurrent network. The trained policy
is itself not recurrent, so it does not incur any extra latency at test-time. The main difficulties are
in the training time and having a simulator or a high-fidelity model of the environment. This can
make RADAR hard to use for systems where such a model is not available or expensive.

Safety Guarantees: RADAR provides no formal guarantees, since it dramatically reduces safety
violations. The Lagrangian approach may ensure constraints are satisfied in expectation, but
without a guarantee of safety being preserved in all worst-case scenarios. In safety-critical
systems (such as human-occupied vehicles), an additional formal verification layer or safety
shield [41] would still be mandatory even in our setting, where absolutely safe guarantees are
required.

7.3. Future Work



The restrictions and the results of the work point out a few promising directions.

Extension to Black-Box Adversarial Settings: A natural extension is to generalize RADAR so
that it can deal with black-box adversaries, i.e., attackers that have no access to the internal
parameters of the policy. This might mean training the adversary with evolutionary strategies or
other non-gradient-based optimization techniques, or building robust control methods that do not
use gradient information. As an alternative, one could consider using ensemble methods or
randomized smoothing to gain robustness against a wider range of attacks.

Integration with Formal Verification: As RADAR does not provide formal guarantees for safety,
future work could explore combining it with formal verification tools. For instance, one could
learn a policy through RADAR and then use either reachability analysis or neural network
verification [45] to check safety properties. If violations exist, the policy can be optimized with
further safety constraints, producing a feedback loop that returns certified safe policies.

Applying to Physical Hardware Experiments: Although our experiments were conducted in
high-fidelity simulators, each of the assumptions and optimizations built into RADAR would
need testing on physical systems. All of these factors can add noise to the model (the difference
between simulation and reality), sensor noise beyond adversarial perturbations, and real-time
computational constraints. Physical experiments would thus also serve as a more realistic
implementer for assessing the adversary model: disturbances in real systems typically have
complex spatiotemporal correlations that are hard to simulate.

More Efficient Training Schemes: Future work may investigate meta-learning or transfer learning
strategies that start the adversary from previously learned models, or whether a single adversary
can be utilized for many environments. In addition, it could save tremendous wall-clock time by
distributing those min-max updates via distributed training.

Multi-Agent and Decentralized Settings: Many CPS, e.g., power grids or autonomous fleets, are
comprised of multiple interacting agents. A nice contribution would be to extend RADAR as a
framework for decentralized multi-agent settings, where agents and adversaries are distributed,
potentially overlapping in purpose (in the unlikely event of cooperation) or competing.

Overall, RADAR constitutes progress towards practical, robust, and safe reinforcement learning
for CPS. However, significant opportunities exist to improve its efficiency, ensure safety
guarantees, and alleviate deployment constraints in real-world physical systems.

8. CONCLUSION

In this paper, we presented RADAR, a framework to train reinforcement learning policies that are
robust to temporally correlated adversarial perturbations as well as satisfy safety constraints for
cyber-physical systems. RADAR provides a unified framework for adversarial robustness and
safe control by posing the problem as a constrained robust Markov decision process and using
Lagrangian optimization with a recurrent adversary. Empirical evaluations on lane-keeping for
autonomous vehicles and voltage control for power grids show that RADAR achieves substantial
improvements in reducing worst-case reward and safety violations compared to state-of-the-art
methods, while incurring little degradation in nominal performance.

Despite these advances, RADAR has limitations: it introduces a computational overhead,
assumes a white-box adversary during training and does not provide formal safety guarantees.
Our future efforts will target extending the framework to black-box adversarial settings,
deploying formal verification for certified safety, validating on physical hardware and
multi-agent decentralized deployments. Overcoming these challenges will help narrow the gap
between strong RL theory and real-world safety-critical applications.
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