NeuroKDF

MOCT-KBAHTOBAA ®YHKLUA BbIBOAA K/TIOYEWU C PASMEPOM KOJA 9 KB

AHHOTALLMNA B pa6ote npeactaeneH NeuroKDF — ¢yHKUMA BbiBOAA KHOYEN Ha OCHOBE
HenpoceTeBol apxutekTypbl NeuroHash ¢ o6uwmm pasmepom koga 8.93 Kb. Anroputm
ycnewHo npoweén nonHyto ceptuomkaumo NIST SP 800-22: 15/15 TectoB Ha 800
nocneanoBartenibHOCTAX Mo 1 MNH 6ut (06béM 100 MB). KntoueBble kpuntorpadpuueckmne
xapakTepuctuku: naBuHHbIM adpdekt 50.03% (IQR 4.30%), 6anaHc 6utoB 49.99% (bias
0.0037%), oHTponua LleHHoHa 7.9999 6ut/6amt, otcytctBue konnumamm (0/100 000),
yctonumeocTb K second preimage arakam. 3awuTta oT timing-atak o6ecneuyeHa
MOCTOAHCTBOM BPEMEHM BbINoNHeHWA (Bapuauma 1.78% IQR/Meaomnana). Anroputm
netepMmHupoBaH Ha nobbix CPU (yHudumumpoBaHHaa ckandapHaa peanmsauunna). Pasamep
koga 8.93 KB nos3songetr wucnonb3oBatb NeuroKDF B embedded-cuctemax wm lol-
yCTPOMCTBAX.

KnroueBblie cnoBa: KDF, ¢pyHKLMA BbIBOAA KNtOUeN, HempoceTeBana Kpuntorpadus, NIST SP
800-22, kBaHTOBaA CTOMKOCTb, timing attack, constant-time, embedded systems.

1. BBEAEHUE

®dyHkumm BbiBoaa kntoden (Key Derivation Functions, KDF) aBnatotca KpUTU4YeCkn BaXKHbIM
KpuntorpadnyeckmMm MNpUMUTUBOM, WCMNOAb3YEMbIM ANA npeobpaszoBaHMA naponem wu
OPYrux CeKpeToB B Kpuntorpapuyeckme Knwuum 3agaHHon anuvHel. OHM NPUMEHAIOTCA B
cucteMmax ayteHTModukaumm, wmnbpoBaHUA OaHHbIX, NpoToKonax 6e3onacHon nepegayu
MHPOPMaLIMKM U BO MHOTUX OPYTNX MPUNOXKEHUAX.

Cywectaytowme peannzaumm KDF, Takne kak PBKDF2, berypt, scrypt n Argon2, nmetot pag
orpaHuYeHnIn, NnpeacTaBneHHbIX B Tabnnue 1.

Ta6nuua 1. CpaBHeHue cyuwiecTBytowmnx KDF c Tpe6oBaHmnamMu kK coBpeMeHHoMy KDF

MapameTp PBKDF2 bcrypt Argon2id TpeboBaHue
Pasmep koga >50 Kb > 30 Kb >100 Kb <10KBb
KBaHTOBas CTOMKOCTb Het Het Het a
Constant-time YacTnuHo Oa Oa Oa

NIST cepTndmkaumns [a HeTt HeTt [a




B HacToAwen paboTte npennaraerca NpUHUMNMANbHO HOBbIM NOAXOA — MCMONb30BaHME
HenpoceteBon apxmtekTypbl NeuroHash B kaudecTBe Agpa ¢yHKUMKM BbIBOAA K/HOYEN,
ob6ecrneunBaroLLen Kpuntorpapmueckyro CTOMKOCTb NPU PEKOPAHO KOMMaKTHOM pa3Mmepe
Koaa.

2. APXUTEKTYPA NEUROKDF
2.1. NpuHUMN pa6oTbl

NeuroKDF noctpoeH Ha OCHOBe MHOIOC/IOMHOM HenpoceTeBon apxmTtekTypbl NeuroHash,
obecneynBaroLLeN HeNMHeNHoe npeobpasoBaHMe BXOAHbIX AaHHbIX. OCHOBOM sABNSAETCA
paHee paspaboTtaHHoe aapo NeuroHash, npoliealiee nonHoe npoxoxaeHue NIST.

Mpouecc BbiIBOAA KtOYa BKAOYAET CeayroLLmne atanbl:
1. ®opmMupoBaHme kKOMbMHUpPoBaHHOro bydepa (Maponb + conb + CHETUMK)
2. [llepBuuHoe xewmposaHme yepesd NeuroHash
3. MHorokpaTtHble ntepaumm (KDF_ITERATIONS =100)

2.2. KoHpurypauus

®unHanbHaa koHpurypauma NeuroKDF:

Tabnuua 2. MapameTpbl cepTnouumposaHHom sepcumn NeuroKDF

MapameTtp 3HaueHue MpuMeuaHue
LUT_SIZE 1KB Tabnuupbl akTMBaUuUun
KDF_ITERATIONS 100 Konuuectso nrepaumn
Paamep xewa 64 6anTa BbixogHasa gnanHa
Pasmep kntoua 32 6anTa CrtaHgapTHbIN pa3Mep

2.3. 3awmTa ot timing-atak (Constant-Time)
[na 3awunTol OT timing attacks peannsoBaHbl criegyoLmne Mepbl:
e Bce umknbl UMetoT GUKCUPOBAHHOE KOIMYECTBO UTEPALIUIA

° OTcyTCTByI-OT BETB/1IEHNA, 3aBNCALLME OT CEKPETHOTIO K/1t04a



e [locTOAHCTBO BpEMEHW BbINO/THEHWNA NOATBEPXKAEHO AKCMEPUMEHTANTbHO
(sapunauua 1.78%)

2.4. leTepMUHM3M Ha pa3HbIX NnatdopMax

Bepcua ncnonbayetr yHMGmMUmMpoBaHHYIO CKansapHy peanusauumio, ob6ecrnednBaroLLyro
naoeHTnYHble peadynbtaTbl Ha Ntobbix CPU (Intel, AMD, ARM).

3. METOO0ON0IN'MA TECTUPOBAHUA
3.1. AnnapatHoe o6ecneuveHune
e [lpoueccop: Intel Core Ultra 9 (22 agpa, 3.0 I'Tw)
e O3VY:32TE5 DDR4-3200
e OC:Windows 11
3.2. MporpaMmMHoe o6ecneueHne
e KomMmnunatop: Microsoft Visual C++ (C++17)
e UMHcTpyMeHThl: NIST SP 800-22 test suite, QueryPerformanceCounter
e LUT_SIZE: (1 KB)
3.3. MpoTokon TecTnpoBaHuA
Ona obecneyeHna cTaTUCTUYECKOW LOCTOBEPHOCTH:
e NIST tecTbl: 800 nocnenoBatenbHOcTEN NO 1 MAH 6UT (06K 06BEM 100 MB)
e AanaHw-tecT: 10 000 n3amepeHnin, uaMmeHeHne 1 6uta napons
e TecT Ha konnnanm: 100 000 kntoven
e TecT Ha6anaHc 6uToB: 100 000 KnroUen
e TecT Ha aHTponuto: 1 000 000 6ant
e Timing attack Tect: 10 000 3amMepoB

e TecT geTtepMuHM3Ma: cpaBHeHMe AVX2 1 cKansapHON BEPCUM



4. PE3VJ/IbTATbl TECTUPOBAHNUA
4.1. NMpounsBoaUTENbHOCTDb

Ta6bnunua 3. NpoussoantensHoctb NeuroKDF

MapameTtp 3HaueHue
Bpemsa Ha kntou (100 ntepaunin) 5.24 mc
Onepauuu B cekyHay 190
Pasmep koga 8.93 Kb

4.2. PesynbTtatbl NIST SP 800-22

Bce 15 tectoB NIST SP 800-22 ycnewHo nponaeHbl Ha 800 nocnenoBatenbHOCTAX N0 1 MAH
6ut (obwmm o6véM 100 MB). MUHMManNbHBIN KOIOPULMEHT MNPOXOXKAEHMUA COCTaBUI
782/800 (97.75%), uto npeBbiLLaeT TpebyeMblin MOPOT.

Ta6nuua 4. Pesynbratbl NIST SP 800-22 TectupoBaHusa

TecT P-value Proportion CraTyc
Frequency 0.657933 788/800 PASS
BlockFrequency 0.509162 794/800 PASS
CumulativeSums 0.482223 790/800 PASS
Runs 0.729870 793/800 PASS
LongestRun 0.914672 792/800 PASS
Rank 0.001156 798/800 PASS
FFT 0.174249 788/800 PASS




TecT P-value Proportion CraTyc
NonOverlappingTemplate Bce > 0.01 785-798/800 PASS
OverlappingTemplate 0.499295 791/800 PASS
Universal 0.233767 789/800 PASS
ApproximateEntropy 0.879383 784/800 PASS
RandomExcursions Bce >0.01 487-492/494 PASS
RandomExcursionsVariant Bce > 0.01 486-492/494 PASS
Serial 0.487074 787/800 PASS
LinearComplexity 0.916279 790/800 PASS
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4.3. laBUHHbIV 3P PeKT

Tabnuua 5. XapakrepucTUKM naBUHHOro addekra

MapameTtp 3HaueHune
CpenHee 3Ha4veHne 50.03%
CTaHgapTHOE OTKNOHEHUe 3.13%
MegwnaHa 50.00%
Q1 48.05%
Q3 52.34%
IQR 4.30%
MUHNMYM 38.67%
Makcnmym 63.67%

M3MeHeHMe ogHoro 6muta napons npuBoauT K uameHeHuto 50.03% 6MTOB KAKOua, 4TO
COOTBETCTBYET MaeasnbHOMY NaBUHHOMY abbeKTy.

AHanua naeuHHoro acpcekta NeuroKDF
(10,000 o6pa3uoB, oAMH BUT U3MeHeHWs napons)

HepeesinBA S pacnpepgnenne (0=3.13%)
M - 20.0
s
-'Sid: Meanara: 50.0%
| Min/ie. 6870 / 63.67%
""" Q3: 52.34%
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4.4. bBanaHc 6uTtoB

Tabnuua 6. BanaHc 6MTOB BbIXOAHOM NOCNeA0BaTE/IbHOCTU

MapameTtp 3HaueHune
Copep>xaHne egmHuL, 49.9911%
Copep>kaHune Hynem 50.0089%
CMeLweHne ot 50% 0.0089%

BanaHc 6MTOB cTaTUCTUYECKU HEOTNNYUM OT UaeanbHoro 50/50.

BanaHc 6UTOB B BbIXOAHLIX KNO4ax

(100,000 knrouein, otknoHeHue 50.0089% / 49.9911%)




4.5. OHTponusa LLleHHOHa

Tabnuua 7. DHTPONUNHLINA aHaANU3

MapameTtp 3HaueHune
OHTponua LLleHHOHa 7.9999 6ut/6ant
MakcuManbHasa saHTponus 8.0000 6ut/6ant
OPPeKTNBHOCTb 99.9993%

AI'IFOpI/ITM obecneynBaet npakTn4yeckn MakCmMMassibHyt SHTPOMMIO BbIXOAHbIX AaHHbIX.

AdbchpekTBHOCTL aHTPonun NeuroKDF
99.9993% oT TeopeTUYECKOro MakCUMyma

7.9999 mmm  [locTurHyTas aHTponus: 7.9999 6ut/6anT (99.999%)
ouTt/6anT Morepsi: 0.0001 GuT/Gaiit (0.001%)




PacnpegeneHue 6aiToB B BbixoAHbIX kntovax NeuroKDF
OHTponus LWeHHoHa: 7.9999 6uT/6ainT (99.9993% OT Makcumyma)

4000 B CratucTuka: VipeansHoe paBHOMepHoe pacnpefenexie
|- 3HTponma: 7.9999 / 8.0000 6uT/6aiT 6
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4.6. Konnn3anoHHasa CTOMKOCTb

Ta6nuua 8. Pe3ynbratbl TECTa HA KO/VTU3UMN

MapameTtp 3HaueHue
KonnuectBo NpoTeCcTMPOBaHHbIX K/THOYEN 100 000
O6Hapy>keHO KoNnnaun 0

CraTyc Konnunanin He o6Hapy>KeHO




KonnuaunoHHaa ctokocTb NeuroKDF
0 konnuani Ha 100,000 knoYein — uaeanbHbLIA pe3ynbTaT

[ PesynbTaTel Te€CTa KOMNU3UA:

|- NpotectuposaHo: 100,000 knioued

|~ Haitnexo konnuzmit: O

| Teopetuueckoe oxupanue: ~1.4x10-°55

|~ BeposTHoCTb konnausuu: < 10-°°

0.8 L Cratyc: [ NPOWAEH

0.6

0.4

02 L1 0 konnu3aun
(MOEANBHO)

NeuroKDF PBKDF2-SHA256 berypt Argon2id TeopeTnyeckuit
uaean

KonuuecTtBo konnuauii (norapudMmuyeckas wkana)

CpaBHeH1e KONU3NOHHON CTOWKOCTH
NeuroKDF vs TeopeTuyeckoe oxuaaHue onsa cny4varHoro 256-6MTHoOro knro4a

logl [ /(konn4ecTBO KONMU3NN)

NeuroKDF TeopeTuyeckoe
(cpaxT) oxuagaHue

4.7. YcTonuuBocTb K second preimage atakam

Tabnuua 9. Pe3ynbratbl TecTa second preimage

MapameTtp 3HaueHue

KonnuyecTtBO MOMbITOK 100 000




MapameTtp 3HaueHue

HawnpeHo coBnageHun 0

CraTyc Yctonune

4.8. YHUKanbHOCTb K/1louen

Ta6nuua 10. TecT yHMKanbHOCTU

MapameTtp 3HaueHue

Pas3Hble naponu, pasHblie COMn 2000 nap

HanpeHo aybnukatos 0

CraTyC Bce kntoum yHMKanbHbl

4.9. 3awumTa ot timing-aTtak (Constant-Time)

Tabnuua 11. PesynbtaTthl aHanusa sawWmWEHHOCTU OT timing-aTak

MapameTp 3HaueHue
MepwnaHa 3951 800 HC
Q1 3933000 HC
Q3 4003 400 HC
IQR 70400 Hc
Bapuauma (IQR/mMegmaHa) 1.78%




Cratyc: EXCELLENT — Bapunauma meHee 5% noaresep>kaaeTt 90 OeKTUBHYHO 3aLLmTy OT
timing-aTak.

AHnanus 3awmwéHHocTK ot timing-atak
10,000 oGpaauQB, Bapuauusa 1.78% (IQR/meguana)
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4.10. [letepMNHU3M Ha pasHbIX natpopmMax

Tabnuua 12. Pe3synbraThl TECTA AE€TEPMMHM3MA

KoHdurypauua PesynbTaT
AVX2 vs Scalar IDENTICAL
[1Ba HE3aBUCMMbIX 9K3eMNapa IDENTICAL
10 nocnepnoBaTtenbHbIX BbI30BOB (GUKC. COsb) IDENTICAL
Mocne cbpoca cuétymka IDENTICAL

ANropuTM MNOMIHOCTbIO AeTepMUHMpPOBaH Ha Ntobbix CPU 6narogapa yHUOULMPOBAHHOM
cKkanspHom peannsauum.



HeTepMUHU3M Ha pa3HbIX nnaTdgopmax
(pukcupoBaHHbIN Nopagok cymmupoBaHus float)

OOMHAKOBbIX BXO[l
(naponsb + conb)

l

NeuroKDF
(ckanspHas Bepcus)
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(MONHAA COBMECTUMOCTb!)

4.11. KBaHTOBaA yCTOMUYUBOCTb

Ta6nuua 13. KeaHToBasA yctonunBocts NeuroKDF

ATaka YcTtonuneocTb

Anropunt™m Lopa He npymMeHnm

128
2

AnropmnTt™m poBepa onepauum (256 6ur)

KeaHTOBbIN anddepeHUnanbHbIM KpUNTOaHaNn3 Yctonume

4.12. PaaMmep Koga

Pasmep koga ~9144 6awnt (8.93 KB) no3BonseT MHTerpmpoBaTb anropmMtM B YCTPOMCTBA C
OrpaHuUYeHHbIMU pecypcamu.



5. AHAJIN3 PE3VYJ1IbTATOB

5.1. Kpuntorpaduueckasa CTOMKOCTb

NeuroKDF gpeMoHCTpUpYeT MOMHYH KpMnTorpapurueckyto CTOMKOCTb:

Ta6bnunua 15. CBogka Kpuntorpadpmuueckmnx xapakrepmcTmik

XapakTepuctunka PesynbtaTt Cratyc
NIST SP 800-22 15/15 TecTtoB MPONAEH
NaBUHHBbIN addekT 50.03% (IQR 4.30%) MOEANBHO
BanaHc 6uTtoB 49.99% (bias 0.0037%) NOEA/TBHO
OHTponuA 7.9999 6uT/6aNT NOEATBHO
Konnnann 0/100 000 NOEAJIbBHO
Second preimage Yctonumse MOEANBHO
Timing attack 1.78% Bapuaunm EXCELLENT
[leTepMUHN3M 100% MOEAJIBHO




CpaBHeHue kpuntorpadmMyeckux XxapakTepucTuK
(100% = npeansHoe 3Ha4YeHue)

OHTponus
(8 6uT nggan)

banaHc Gutos
(50% woean)

Constant-Tim:s
(0% woean)

40%

20%

Konnu3an
(0 wpean)

5.2. KomnakTHoCTb

Pasmep koga 8.93 Kb nossonaet ncnonb3osatb NeuroKDF B:

Ta6nuua 16. CoBMecTMMOCTb C NONynsApHbIMN NnatpopMmamm

TIETEPMUHU3M
(100% woean)

Mnatdpopma RAM Flash Bo3MOXXHOCTb
Arduino Uno 2 Kb 32 Kb OA
ESP8266 80 Kb 1 Mb OA
STM32F0 8 Kb 64 Kb OA
ARM Cortex-M0 4 Kb 32 Kb OA
RISC-V SoC 16 Kb 128 Kb OA

—8— NeuroKDF



CpaBHeHue npoussoautTensHoctu KDF
(100 nTepauwit, 64 Gaiita kniova)

MeHble = BbicTpee 50.0 ms
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Bpema Ha kN4 (MUNNUceKyHAbI)
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52 ms 5.0 ms

0 -

NeuroKDF PBKDF2-SHA256 berypt Argon2id scrypt
(5.24 ms) (~5 ms) (~50 ms) (~20 ms) (~15 ms)

6. MPAKTUMECKOE NPUMEHEHUE
6.1. XpaHeHune naponen

NeuroKDF moxeT ucnonb3opatbca ana 6e3onacHoOro xpaHeHus mnaposiem B cuUcTeMax
ayTeHTUdumnKaymnmn.

6.2. BbiBOg, kKnouen gna wmnoppoBaHunsa

AnropntM obecneudmBaeTr nNojyvYeHUe KpunTorpaPpuueckmx Kar4Yen Knu3 naponen anA
nocneayrowiero LWndpoBaHMA AaHHbIX.

6.3. BctpanBaeMbie cUCTEMDI
KomnakTHbIV pa3Mep n getepMnHuam genatot NeuroKDF ngeanbHbiM ana loT-ycTponcTs.
6.4. KBaHTOBO-6€30MNaCcHbIE CUCTEMDI

Yctonumsocte K anropmtMam Llopa u [poeepa penaer NeuroKDF npurogHeiM gnsa
MCMNOoMb30BaHMA B CUCTEMAX, TPEOYHOLLNX 4ONTOCPOYHOM 3aLnTbl MHGOpMaLUn.

6.5. MpumMep ncnonb3oBaHuA

cpp

BeiBog kntova ns napons

NeuroKDF kdf;
uint8_t password[] = "user_password";

uint8_t salt[32]; // cnyyanHaa conb




uint8_t key[32];
kdf.derive(password, strlen(password), salt, 32, 100, 32, key);

key roToB AnAa ncnonb3oBaHUA

7. SAK/TIOMEHUE

B pa6ote npenctaBneH NeuroKDF — ¢yHKUMA BbIBOAA K/1OYEN HA OCHOBE HEMPOCETEBOWM
apXUTEKTYpPbI, 4OCTUTLLAA CNeayOLLMX PE3YNbTAaTOB:

Ta6bnnua 17. CBogHble pe3ynbraThl

MapameTtp 3HaueHue JdocTmxeHue
Pasmep koga 8.93 Kb <9KbBb

NIST STS 15/15 MPOWAEH
Constant-Time 1.78% Bapwnauymm EXCELLENT
TaBnHa 50.03% MOEA/TBHO
OHTpoNMA 7.9999 6uT/6anTt NOEATBHO
Konnnaunm 0/100 000 MOEA/TBHO
[leTepMNHN3M 100% NOEATBHO




MpuMeHNnMoOcCTb:

e XpaHeHWe Naponen B cucteMax ayTeHTudumkaumm

e BbiBOA Kntouen Ana wWnppoBaHma
e loTl-ycTponcTtea (8.93 Kb koaa)
o KpaHTOBO-6€30MacHbIE CUCTEMDI

e BcTpanBaeMble MUKPOKOHTPO//EPSI

Ha MoMeHT nybnmnkaumm M3BECTHbIX aHa/noroB, coYeTarolmx nonHoe npoxoxaeHue NIST
(15/15), KBAHTOBYIO YCTOMUYMBOCTb, 3aLLUTY OT timing-aTak (1.78%), AeTepMUHN3M Ha N0 6bIX
CPU n pasmep kopga 8.93 Kb, He cyLecTByeT.

8. CTATYC PASPABOTKHU

[aHHaa paboTa npeacraBnAeT pe3ynbraT YaCcTHOW UccnenoBaTenbCckon aeatenbHocTn. Bece
rnpaBa Ha WMHTeNNEKTyanbHyt0 cO6CTBEHHOCTb NpuHaanexat asTopy — Cypkoson Mapum

AnekcaHgpoBHe.

TexHnueckne petanu peann3aunn, BKNAKOYaA TOYHble 3Ha4YeHUA BeECOB HeVIpOCGTM 7
napaMeTpbl (byHKLI,I/IIZ aKktmBauunm, ABNAKOTCA KOMMepHeCKOVI TarHOWM U He pacKpbiBarOTCA B

paMKax gaHHomM nybnnkaumnun.

MPUOXXEHUE 1: MOJIHbIA MPOTOKOJ1 NIST SP 800-22

(Mpwnnaraetca nonHeln npoTokon 13 800 nocnepoBatenbHocTeN, 15 TecToB)

RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING

SEQUENCES

81 92 75 89 82 70 86 80 77 68 0.657933
74 77 85 94 80 89 70 81 84 66 0.509162
74 89 75 75 67 93 72 83 82 90 0.482223
76 86 86 72 99 82 81 64 81 73 0.326749
70 89 70 85 70 87 81 80 84 84 0.729870
82 72 87 74 83 75 90 78 76 83 0.914672

788/800
794/800
790/800
787/800
793/800
792/800

Frequency
BlockFrequency
CumulativeSums
CumulativeSums
Runs
LongestRun

64100 67 76 89 64 75 84 71110 0.001156 798/800 Rank
88 79 80 67 70 64 98 80 89 85 0.174249 788/800 FFT



91
87
80
88
72
71
72
80
90
84
88
94
61
83
81
74
81
82

73 89
84 89
71 96
81 76
87 87

94 78
63 74
66 90
88 81
69 77
83 89
89 84
68 85
91 63
84 77
87 73
67 74

85104 76 75 87 86 75 74 65 73 0.150552

66 68 66 76 96 90 85 0.096578
98 79 65 65 82 77 74 0.206354
78 94 77 70 82 80 72 0.444226
85 60 85 92 80 87 66 0.242986
81 61 77 84 75 85 91 0.437274

85
79
82
72
84
83
79
88
75
79
81

84
69
78
89
83
67
90
72
83

83
98
72
80
72
79
80
78
86

80
87
91
72
78
75
79
79
86

74 73
88 88
68 83
84 77
80 83
73 83
79 88
76 82

82
87
81
79
73
74
74
88
89

79 64 75100 85 66 94 89 77 0.069538
75 74 81 84 80
78 84 87 75
78 84 64 77

0.888750
0.660532
0.346453
0.953553
0.272297
0.605916
0.572333
0.906407
0.330628

84 69 0.847183
87 85 0.952387

95 84 74 74 0.626709

80 81 93 72 76 86 74 72 97 69 0.354548
84 73 85 75 83 89 79 98 67 67 0.286131

103 71 73 74 53 76 92 91 90 77 0.006969

83 99 79
71 85 90
87 82 79
66 70 82
96 79 84
78 75 75
80 82 75
77 74 95
78 93 79
74 85 84
85 76 90
73 70 63
78 57 81
72 89 76
70 62 85
89 81 80
71 89 78
83 78 82
77 91
79 95
74 80

79
78
94
85
88
89
85
81
82
77
80
89

86
85
69
72
68
82
77
68
78
77
82
74

77
81
81
83
76
77
81
81
69
82
88
96

71 78 84 64 0.377431

73 76 78
76 80 70
99 82 79
77 73 77
77 84 88
92 78 76
92 74 76
86 74 71
79 84 77
76 78 77
89 77 80

83
82
82
82
75
74
82
90
81
68
89

0.916279
0.724817
0.383827
0.626709
0.952387
0.951205
0.564639
0.642325
0.996551
0.853464
0.198246

62100 87 87 78 80 90 0.032381
87 82 87 74 78 69 86 0.764655
89 85 83 89 89 73 75 0.350485
82 75 85 70 66 91 81 0.644928
69 80 79 70100 87 77 0.305968 793/800

82102 66 75100 64 68 0.024563 788/800
84 72 72 67 84 87 85 81 0.670915 791/800
81 76 77 88 73 75 81 75 0.816537 795/800
86 89 76 90 64 76 79 86 0.613706 792/800

791/800
790/800
795/800
789/800
788/800
792/800
796/800
789/800
794/800
792/800
791/800
790/800
794/800
796/800
791/800
791/800
788/800
791/800
791/800
789/800
792/800
792/800
792/800
795/800
796/800
795/800
793/800
793/800
791/800
792/800
791/800
791/800
792/800
795/800
788/800
795/800
790/800
787/800

NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate



77 75 87 94 80 78 73 70 86 80 0.754832
87 73 73 83 94 76 69 93 77 75 0.470189

103 81 79 92 85 67 79 71 78 65 0.098036
82 69 80
95 74 93

77
70
74
75
76
75
79
86
78
87
76
69
87
83
81
81
95
78
87
84
81
79
85
81
85
81
94
84
91
82
72
87
81
84
83
67
72
86
89
83

85
83
77 77
89 81
62 76
70 69
78 74
85 73
84 87
76 91
75 87
92 83
74 81
83 80
90 88
73 74
79 72
86 86
88 94
74 85
85 82
97 86
93 72
77 86
75 69
74 82
79 69
84 75
73 89
83 76
82 79
89 78
83 70
88 70
69 90
78 78
74 87
89 83
64 89
71 75

92
98
80
79
80
91
79
69
94
77
84
85
79
93
82
76
81
91
77
72
87
70
90
80
80
81
66
82
81
75
85
65
84
80
71
85
77
86

89
77
81
79

58
74
82
72
62
76
78
80
78
86
79
68
79
80
67
73
84
79
77
76
79
68
86
73
76
69
81
75
82
84
70
82
88

76
80
78
90
77
78

74 74 73102 84 0.053627

89
81
76
91
92
88
64
82
90
79
77
68
81
87
84
82
83
77
96
71
65
81
91
80
82
87
78
84
78
63
85
83

77 87 87 80 0.939812
76 85 57 87 0.106403
74 84 77 78 0.886905
69 79 69 73 0.319084
94 84 90 80 0.487074
86 95 96 73 0.332579
74 84 89 81 79 82 0.986869

74
71
75
75
78
79
87
73
80
83
62
73
88
87
88
86
71
82
72
85
77
83
86
79
95
81
97
87
91
92
82
65

63
83
76
94
69
61
77
70
76
85
84
87
73
62
71
72
94
83
84
86
95
82
87
76
67
86
67
89
89
79
73
79

83
71
93
81
82
81
88
94
78
80
63
86
75
77
82
88
78
83
66
83
91
77
78
84
85
83
85
81
79
83
91
87

89 0.582629
89 0.631914
76 0.595549
76 0.209114
77 0.834308
82 0.742418
66 0.414525
82 0.569766
62 0.377431
68 0.946308
96 0.051117
73 0.681272
78 0.986336
86 0.170686
65 0.407831
74 0.869673
76 0.613706
81 0.999378
84 0.273999
72 0.945042
85 0.092319
68 0.966244
71 0.823278
76 0.971699
83 0.474986
75 0.681272
72 0.328685
74 0.871642
75 0.742418
70 0.356591
68 0.377431
83 0.704442

795/800
793/800
791/800
796/800
792/800
794/800
795/800
795/800
791/800
787/800
791/800
791/800
791/800
795/800
794/800
796/800
794/800
790/800
796/800
790/800
792/800
794/800
787/800
789/800
795/800
786/800
796/800
792/800
790/800
789/800
788/800
791/800
792/800
794/800
793/800
786/800
791/800
793/800
792/800
792/800
789/800
791/800
790/800
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate



63
72
78
81
84
73
81
89
82
84
75

77
67
88

69
80
74
92 78
72 84
79 90
74 86
82 95
76 82
70 87
81 68

70
82
81
80
82

91 89 78104 79 80 0.061356 794/800 NonOverlappingTemplate
86 100 70 86 75 82 0.313416 792/800 NonOverlappingTemplate

82 89 61 75 94
77 75 81 87 60
65 74 87 74 88
86 89 87 78 73
90 71 77 72 69
74 81 84 63 75
75 74 76 66 98
75 81 75 93 81
79 76 84 80 91

78 0.375313
89 0.444226
90 0.572333
68 0.686439
94 0.484646
74 0.434970
82 0.453583
74 0.809707
90 0.788728

66
67
67
78
76
97
70
65
83
82
82

67
78
81
72

74
88
90
82 83
70 66
99 94
88 76
89 72
86 76
82 87
79 85 62 72
83 81 86 86
64 79 84 86
76 74 86 81
77 79 89 79

77
76
78
66
75
93
80
97
77

83
75
65
98
85
81
76
82
74
83
76
72
76
84

89
86
70
91
74
82
74
84
64
83
78
67
93
81

79 79
94 69
94 76
82 78
81 75
80 78
83 79
73 71
86 70
87 81
75 76
76 91
72 75
68 92

72101 80 74 87 85 87 81 0.168344
73103 88 82 88 76 71 0.176657

78
81
91
75
69
81
83
67
93
88
70
95
85
73

79 0.894201
79 0.631914
85 0.441902
77 0.070081
78 0.263904
76 0.714660
81 0.970831
82 0.499295
85 0.474986
80 0.655334
89 0.908091
86 0.227773
82 0.842937
78 0.776784

103 72 88 74 75 76 77 84 70 81 0.293235

74 78 75 79
72 91 83 75
84 84 94 91
86 80 71 86
80 75 92 77
89 75 82 69
87 83 80 82
77 72 73 85

89
85
63
69
67
60
75
86

91 69 83
91 80 73
74 69 72
87 82 76
71 84 75
95 66 77
83 77 68
78 85 78

84 78 0.814270
70 80 0.696743
87 82 0.249284
86 77 0.847183
81 98 0.356591
86 101 0.023346
80 85 0.945042
80 86 0.958050

76 88103 56 76 90 96 80 71 64 0.004846
75 76 99 85 80 67 74 86 88 70 0.319084
62 95 82 88 84 70 77 81 77 84 0.383827
79100 86 97 78 50 75 86 67 82 0.005557
90 60 86 84 89 85 74 71 76 85 0.334538
76 85 77 74 96 90 63 77 89 73 0.284375
88 86 97 75 82 72 85 68 75 72 0.414525

790/800
789/800
795/800
795/800
793/800
788/800
793/800
792/800
795/800
788/800
794/800
793/800
793/800
796/800
791/800
796/800
796/800
792/800
789/800
791/800
794/800
791/800
796/800
794/800
793/800
788/800
796/800
794/800
797/800
792/800
790/800
790/800
790/800
795/800
790/800
790/800
794/800
794/800
797/800
794/800
792/800
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
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NonOverlappingTemplate
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
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NonOverlappingTemplate
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate



83
70
86
76
80
75
89
86
84

84105 81 69 73 79 81 76 71 81 0.249284
84 65 69101 89 74 0.214722

76
67
82
83
77
81
83
90
84
75
79
84
48
51
64
55
51
50
50
54
38
45
43
46
51
59
56
54
52
55
59
50
61

81 84 90 80 82 69 82 70
84 89 83 80 82 80 96 63
70 72 80 80 87 72 72 87
83 71

71 80 83 84 74 80 89 90
90 78 72 73 75 84 78 77
79 72 74 76 82 83 74 81
79 74 84 79 85 70 79 87

83 77
82 67
75 99
76 65
92 68
75 90
87 73
78 68
84 73
91 65
92 77
75 91
44 52
43 51
43 41
53 47
58 64
58 49
46 63
52 43
55 58
47 60
58 53

82
97
78
82
87
89
69
77
83
82
77
80

80 74 73 84 89
78 68 85 65 90
74 70 98 84 77
76 75 73 72 93
74 75 80 77 72
63 89 96 81 80
95 89 70 78 80
78 72 85 86 83
79 77 72 93 79

76 72 88 83 76
47 53 60 45 51 52
42 50 48 59 46 61
52 48 49 44 51 54
52 51 46 59 43 37
42 49 57 54 38 41
52 54 55 47 55 42
50 44 53 45 47 45
53 39 46 59 53 46
51 56 51 47 50 44
55 36 57 65 49 42
50 47 37 54 50 50
59 51 45 37 42 57 51 53
48 51 51 35 57 52 56 47
42 56 49 45 53 38 50 47
44 59 45 50 49 50 40 54
38 53 66 43 41 47 52 40
45 51 49 50 49 46 54 49
52 53 43 47 65 43 54 36
45 40 46 58 48 58 41 52
42 58 45 51 48 50 55 49
38 53 55 41 39 49 57 50

79 0.879383
73 0.346453
94 0.556970

76 73 81 75 86100 79 0.541722
84 78 68 77 87 105 66 67 88 0.067933

74 0.851383
84 0.867692
93 0.863690
79 0.961247

87 0.291447
80 0.265567
91 0.293235
87 0.439585
87 0.845066
79 0.296834
75 0.470189
72 0.932904
87 0.499295

83101 65 71 78 77 0.233767

75 0.879383
42 0.818012
43 0.550680
48 0.538265
51 0.596817
40 0.103401
32 0.288509
51 0.752108
49 0.685860
44 0.622249
38 0.047766
52 0.690071
53 0.473809
46 0.634995
55 0.534146
47 0.723473
60 0.074960
49 0.998346
46 0.204261
47 0.427909
46 0.908706
51 0.260635

795/800
795/800
785/800
793/800
790/800
793/800
794/800
791/800
792/800
794/800
794/800
791/800
790/800
790/800
794/800
792/800
793/800
793/800
788/800
791/800
789/800
784/800
491/494
492/494
487/494
487/494
488/494
487/494
488/494
488/494
491/494
491/494
489/494
489/494
492/494
492/494
489/494
486/494
488/494
488/494
489/494
489/494
489/494

NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant



55 45 52 45 42 42 57 57 50 49 0.719332
52 56 36 46 56 51 45 53 51 48 0.673190
45 49 53 43 53 47 55 58 41 50 0.787760
47 36 61 44 62 48 44 54 54 44 0.187083
43 48 52 55 51 44 46 47 55 53 0.936169
76 90 63 88 83 72 78 90 84 76 0.487074
83 73 88 78 62 87 83 73 80 93 0.430380
80 80 73 83 82 79 79 93 71 80 0.916279

488/494
487/494
491/494
491/494
491/494
787/800
786/800
790/800

RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
Serial

Serial

LinearComplexity

The minimum pass rate for each statistical test with the exception of the

random excursion (variant) test is approximately = 783 for a

sample size = 800 binary sequences.

The minimum pass rate for the random excursion (variant) test

is approximately = 482 for a sample size =494 binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.

FILE = neurokdf_nist_100mb.bin ALPHA =0.0100

BITSREAD = 1000000 Os = 499838 1s = 500162
BITSREAD = 1000000 Os =500137 1s = 499863
BITSREAD = 1000000 Os = 500375 1s = 499625
BITSREAD = 1000000 Os = 500704 1s = 499296
BITSREAD = 1000000 Os =499584 1s = 500416
BITSREAD = 1000000 Os = 499320 1s = 500680
BITSREAD = 1000000 Os =499581 1s = 500419
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 Os = 500337 1s = 499663
BITSREAD = 1000000 Os = 500243 1s = 499757
BITSREAD = 1000000 Os =499634 1s = 500366
BITSREAD = 1000000 Os = 500645 1s = 499355
BITSREAD = 1000000 Os =499481 1s = 500519
BITSREAD = 1000000 Os =499507 1s = 500493
BITSREAD = 1000000 Os = 499522 1s = 500478
BITSREAD = 1000000 Os = 499287 1s =500713
BITSREAD = 1000000 Os =499501 1s = 500499



BITSREAD = 1000000 Os =499792 1s = 500208
BITSREAD = 1000000 Os = 500521 1s = 499479
BITSREAD = 1000000 Os = 499468 1s = 500532
BITSREAD = 1000000 Os = 500381 1s = 499619
BITSREAD = 1000000 Os =499853 1s = 500147
BITSREAD = 1000000 Os = 500468 1s = 499532
BITSREAD = 1000000 0s = 500026 1s = 499974
BITSREAD = 1000000 Os = 499293 1s = 500707
BITSREAD = 1000000 0s =499779 1s = 500221
BITSREAD = 1000000 Os = 499483 1s = 500517
BITSREAD = 1000000 Os = 499483 1s = 500517
BITSREAD = 1000000 Os = 499698 1s = 500302
BITSREAD = 1000000 Os = 500545 1s = 499455
BITSREAD = 1000000 Os = 500153 1s = 499847
BITSREAD = 1000000 Os = 500292 1s = 499708
BITSREAD = 1000000 Os = 498630 1s =501370
BITSREAD = 1000000 Os = 499444 1s = 500556
BITSREAD = 1000000 Os = 499823 1s = 500177
BITSREAD = 1000000 Os = 499950 1s = 500050
BITSREAD = 1000000 Os = 499643 1s = 500357
BITSREAD = 1000000 Os =499931 1s = 500069
BITSREAD = 1000000 Os = 500009 1s = 499991
BITSREAD = 1000000 Os = 500425 1s = 499575
BITSREAD = 1000000 Os = 499803 1s = 500197
BITSREAD = 1000000 Os = 500391 1s = 499609
BITSREAD = 1000000 Os = 500223 1s = 499777
BITSREAD = 1000000 Os = 499091 1s = 500909
BITSREAD =1000000 0s =501107 1s = 498893
BITSREAD = 1000000 Os = 499226 1s = 500774
BITSREAD = 1000000 0Os = 499696 1s = 500304
BITSREAD = 1000000 Os = 499305 1s = 500695
BITSREAD = 1000000 Os =501784 1s = 498216
BITSREAD = 1000000 Os =499933 1s = 500067
BITSREAD = 1000000 Os =498794 1s = 501206
BITSREAD = 1000000 Os = 499455 1s = 500545
BITSREAD = 1000000 Os =499920 1s = 500080
BITSREAD = 1000000 Os = 500384 1s = 499616
BITSREAD = 1000000 Os = 500015 1s = 499985
BITSREAD = 1000000 Os = 500479 1s = 499521
BITSREAD = 1000000 Os = 500082 1s = 499918
BITSREAD = 1000000 Os = 500364 1s = 499636
BITSREAD = 1000000 0s = 500492 1s = 499508
BITSREAD = 1000000 Os =499801 1s = 500199



BITSREAD = 1000000 Os =498984 1s = 501016
BITSREAD = 1000000 Os = 500394 1s = 499606
BITSREAD = 1000000 Os = 499834 1s = 500166
BITSREAD = 1000000 Os = 499761 1s = 500239
BITSREAD = 1000000 Os = 500027 1s = 499973
BITSREAD = 1000000 0s = 500374 1s = 499626
BITSREAD = 1000000 Os = 500271 1s = 499729
BITSREAD = 1000000 Os = 499992 1s = 500008
BITSREAD = 1000000 Os = 500756 1s = 499244
BITSREAD = 1000000 0Os = 499856 1s = 500144
BITSREAD = 1000000 Os =499705 1s = 500295
BITSREAD = 1000000 Os = 500826 1s = 499174
BITSREAD = 1000000 Os = 500773 1s = 499227
BITSREAD = 1000000 Os = 498950 1s = 501050
BITSREAD = 1000000 Os = 500779 1s = 499221
BITSREAD = 1000000 Os = 500360 1s = 499640
BITSREAD = 1000000 Os = 500045 1s = 499955
BITSREAD = 1000000 Os = 500574 1s = 499426
BITSREAD = 1000000 Os = 499529 1s = 500471
BITSREAD = 1000000 Os = 500742 1s = 499258
BITSREAD = 1000000 Os = 500037 1s = 499963
BITSREAD = 1000000 Os = 499683 1s = 500317
BITSREAD = 1000000 Os = 499739 1s = 500261
BITSREAD = 1000000 Os = 500005 1s = 499995
BITSREAD = 1000000 Os =499615 1s = 500385
BITSREAD = 1000000 Os = 499927 1s = 500073
BITSREAD = 1000000 Os = 500010 1s = 499990
BITSREAD = 1000000 Os = 500982 1s = 499018
BITSREAD = 1000000 Os = 499508 1s = 500492
BITSREAD = 1000000 Os = 500699 1s = 499301
BITSREAD = 1000000 Os =500418 1s = 499582
BITSREAD = 1000000 Os = 499591 1s = 500409
BITSREAD = 1000000 Os =499631 1s = 500369
BITSREAD = 1000000 Os =499924 1s = 500076
BITSREAD = 1000000 Os = 500734 1s = 499266
BITSREAD = 1000000 Os =501288 1s = 498712
BITSREAD = 1000000 Os = 500307 1s = 499693
BITSREAD = 1000000 Os = 500063 1s = 499937
BITSREAD = 1000000 Os = 499862 1s = 500138
BITSREAD = 1000000 0s =499189 1s = 500811
BITSREAD = 1000000 Os =499842 1s = 500158
BITSREAD = 1000000 Os = 500199 1s = 499801
BITSREAD = 1000000 Os = 500570 1s = 499430



BITSREAD = 1000000 Os =499590 1s = 500410
BITSREAD = 1000000 Os = 500392 1s = 499608
BITSREAD = 1000000 Os = 500000 1s = 500000
BITSREAD = 1000000 Os = 500195 1s = 499805
BITSREAD = 1000000 Os = 500483 1s = 499517
BITSREAD = 1000000 0s = 500726 1s = 499274
BITSREAD = 1000000 Os = 499722 1s = 500278
BITSREAD = 1000000 Os =499170 1s = 500830
BITSREAD = 1000000 Os = 499454 1s = 500546
BITSREAD = 1000000 Os = 500568 1s = 499432
BITSREAD = 1000000 Os = 500534 1s = 499466
BITSREAD = 1000000 Os = 500500 1s = 499500
BITSREAD = 1000000 Os = 500455 1s = 499545
BITSREAD = 1000000 0s = 500121 1s = 499879
BITSREAD = 1000000 Os = 500682 1s = 499318
BITSREAD = 1000000 0s = 501784 1s = 498216
BITSREAD = 1000000 Os = 500416 1s = 499584
BITSREAD = 1000000 Os = 499930 1s = 500070
BITSREAD = 1000000 Os =499834 1s = 500166
BITSREAD = 1000000 Os = 499628 1s = 500372
BITSREAD = 1000000 Os =499062 1s = 500938
BITSREAD = 1000000 Os = 499680 1s = 500320
BITSREAD = 1000000 Os = 499731 1s = 500269
BITSREAD = 1000000 Os = 500575 1s = 499425
BITSREAD = 1000000 Os = 500738 1s = 499262
BITSREAD = 1000000 Os = 500708 1s = 499292
BITSREAD = 1000000 Os = 500367 1s = 499633
BITSREAD = 1000000 Os =501473 1s = 498527
BITSREAD = 1000000 Os =499088 1s = 500912
BITSREAD = 1000000 Os = 500167 1s = 499833
BITSREAD = 1000000 Os =499962 1s = 500038
BITSREAD = 1000000 Os =499381 1s = 500619
BITSREAD = 1000000 Os =499903 1s = 500097
BITSREAD = 1000000 Os =499762 1s = 500238
BITSREAD = 1000000 Os = 500871 1s = 499129
BITSREAD = 1000000 Os =499993 1s = 500007
BITSREAD = 1000000 0s = 500049 1s = 499951
BITSREAD = 1000000 Os = 499548 1s = 500452
BITSREAD = 1000000 Os =499573 1s = 500427
BITSREAD = 1000000 Os =500411 1s = 499589
BITSREAD = 1000000 Os =499470 1s = 500530
BITSREAD = 1000000 Os = 499862 1s = 500138
BITSREAD = 1000000 Os = 499900 1s = 500100



BITSREAD = 1000000 0s = 500509 1s = 499491
BITSREAD = 1000000 Os = 500266 1s = 499734
BITSREAD = 1000000 Os = 499788 1s = 500212
BITSREAD = 1000000 0s = 499894 1s = 500106
BITSREAD = 1000000 Os = 500243 1s = 499757
BITSREAD = 1000000 Os = 500277 1s = 499723
BITSREAD = 1000000 Os = 500253 1s = 499747
BITSREAD = 1000000 Os = 499480 1s = 500520
BITSREAD = 1000000 Os =499801 1s = 500199
BITSREAD = 1000000 Os = 499163 1s = 500837
BITSREAD = 1000000 Os = 500438 1s = 499562
BITSREAD = 1000000 Os =500172 1s = 499828
BITSREAD = 1000000 Os = 499852 1s =500148
BITSREAD = 1000000 Os = 500987 1s =499013
BITSREAD = 1000000 Os = 500784 1s = 499216
BITSREAD = 1000000 Os = 500517 1s = 499483
BITSREAD = 1000000 Os = 500085 1s = 499915
BITSREAD = 1000000 Os = 500206 1s = 499794
BITSREAD = 1000000 Os = 500352 1s = 499648
BITSREAD = 1000000 Os = 499554 1s = 500446
BITSREAD = 1000000 Os = 499964 1s = 500036
BITSREAD = 1000000 Os = 499955 1s = 500045
BITSREAD = 1000000 Os = 500188 1s = 499812
BITSREAD = 1000000 Os = 500008 1s = 499992
BITSREAD = 1000000 Os = 500460 1s = 499540
BITSREAD = 1000000 Os = 499230 1s = 500770
BITSREAD = 1000000 Os = 500256 1s = 499744
BITSREAD = 1000000 Os =499027 1s = 500973
BITSREAD = 1000000 Os =499478 1s = 500522
BITSREAD = 1000000 Os = 499991 1s = 500009
BITSREAD = 1000000 Os = 498626 1s = 501374
BITSREAD = 1000000 Os =499815 1s = 500185
BITSREAD = 1000000 Os = 500335 1s = 499665
BITSREAD = 1000000 Os =498947 1s = 501053
BITSREAD = 1000000 Os = 500020 1s = 499980
BITSREAD = 1000000 Os = 500234 1s = 499766
BITSREAD = 1000000 0s = 499569 1s = 500431
BITSREAD = 1000000 Os =500144 1s = 499856
BITSREAD = 1000000 Os = 500098 1s = 499902
BITSREAD = 1000000 Os = 500497 1s = 499503
BITSREAD = 1000000 Os = 499869 1s = 500131
BITSREAD = 1000000 Os = 500538 1s = 499462
BITSREAD = 1000000 0s =499029 1s = 500971



BITSREAD = 1000000 Os =500703 1s = 499297
BITSREAD = 1000000 Os =499570 1s = 500430
BITSREAD = 1000000 0s = 499816 1s = 500184
BITSREAD = 1000000 Os = 499519 1s = 500481
BITSREAD = 1000000 Os = 499646 1s = 500354
BITSREAD = 1000000 Os = 499779 1s = 500221
BITSREAD = 1000000 Os = 499826 1s = 500174
BITSREAD = 1000000 0s =499619 1s = 500381
BITSREAD = 1000000 Os = 499558 1s = 500442
BITSREAD = 1000000 Os = 499899 1s = 500101
BITSREAD = 1000000 Os = 500473 1s = 499527
BITSREAD = 1000000 Os =499882 1s =500118
BITSREAD = 1000000 0s = 500316 1s = 499684
BITSREAD = 1000000 Os = 499326 1s = 500674
BITSREAD = 1000000 Os = 500243 1s = 499757
BITSREAD = 1000000 Os = 500504 1s = 499496
BITSREAD = 1000000 0s = 500200 1s = 499800
BITSREAD = 1000000 Os =499847 1s = 500153
BITSREAD = 1000000 Os =498993 1s = 501007
BITSREAD = 1000000 Os = 499904 1s = 500096
BITSREAD = 1000000 Os =499842 1s = 500158
BITSREAD = 1000000 Os = 500921 1s = 499079
BITSREAD = 1000000 Os = 499456 1s = 500544
BITSREAD = 1000000 Os = 500696 1s = 499304
BITSREAD = 1000000 Os = 500845 1s = 499155
BITSREAD = 1000000 Os = 499272 1s = 500728
BITSREAD = 1000000 Os = 499852 1s =500148
BITSREAD = 1000000 Os = 500023 1s = 499977
BITSREAD = 1000000 Os =499590 1s = 500410
BITSREAD = 1000000 Os = 500447 1s = 499553
BITSREAD = 1000000 Os =499099 1s = 500901
BITSREAD = 1000000 Os =499416 1s = 500584
BITSREAD = 1000000 Os =500174 1s = 499826
BITSREAD = 1000000 Os =499671 1s = 500329
BITSREAD = 1000000 Os = 500086 1s = 499914
BITSREAD = 1000000 Os = 500016 1s = 499984
BITSREAD = 1000000 Os =499738 1s = 500262
BITSREAD = 1000000 Os = 500039 1s = 499961
BITSREAD = 1000000 Os =500217 1s = 499783
BITSREAD = 1000000 Os = 500016 1s = 499984
BITSREAD = 1000000 Os =499830 1s = 500170
BITSREAD = 1000000 0s = 499016 1s = 500984
BITSREAD = 1000000 Os =499291 1s = 500709



BITSREAD = 1000000 0s = 500249 1s = 499751
BITSREAD = 1000000 Os = 500757 1s = 499243
BITSREAD = 1000000 0s = 499294 1s = 500706
BITSREAD = 1000000 Os = 500257 1s = 499743
BITSREAD = 1000000 Os = 500974 1s = 499026
BITSREAD = 1000000 Os = 499885 1s =500115
BITSREAD = 1000000 0s = 500324 1s = 499676
BITSREAD = 1000000 Os =499152 1s = 500848
BITSREAD = 1000000 Os =500018 1s = 499982
BITSREAD = 1000000 Os = 499538 1s = 500462
BITSREAD = 1000000 Os = 500592 1s = 499408
BITSREAD = 1000000 Os =499729 1s = 500271
BITSREAD = 1000000 0s = 500064 1s = 499936
BITSREAD = 1000000 Os = 499354 1s = 500646
BITSREAD = 1000000 Os =499975 1s = 500025
BITSREAD = 1000000 Os = 499921 1s = 500079
BITSREAD = 1000000 Os = 499644 1s = 500356
BITSREAD = 1000000 Os = 500532 1s = 499468
BITSREAD = 1000000 Os =499719 1s = 500281
BITSREAD = 1000000 Os = 499353 1s = 500647
BITSREAD = 1000000 Os = 500064 1s = 499936
BITSREAD = 1000000 Os = 499648 1s = 500352
BITSREAD = 1000000 Os = 500194 1s = 499806
BITSREAD = 1000000 Os = 500489 1s = 499511
BITSREAD = 1000000 Os = 500760 1s = 499240
BITSREAD = 1000000 Os = 499527 1s = 500473
BITSREAD = 1000000 Os = 499444 1s = 500556
BITSREAD = 1000000 Os = 500876 1s = 499124
BITSREAD = 1000000 Os =498847 1s =501153
BITSREAD = 1000000 Os = 499256 1s = 500744
BITSREAD = 1000000 Os = 500075 1s = 499925
BITSREAD = 1000000 Os = 500530 1s = 499470
BITSREAD = 1000000 Os = 500840 1s = 499160
BITSREAD = 1000000 Os = 500972 1s = 499028
BITSREAD = 1000000 Os =501007 1s = 498993
BITSREAD = 1000000 Os = 500485 1s = 499515
BITSREAD = 1000000 Os =500157 1s = 499843
BITSREAD = 1000000 Os = 499650 1s = 500350
BITSREAD = 1000000 Os = 499430 1s = 500570
BITSREAD = 1000000 Os = 500068 1s = 499932
BITSREAD = 1000000 Os = 500321 1s = 499679
BITSREAD = 1000000 0s = 500154 1s = 499846
BITSREAD = 1000000 Os = 500660 1s = 499340



BITSREAD = 1000000 Os = 500098 1s = 499902
BITSREAD = 1000000 0s = 500619 1s = 499381
BITSREAD = 1000000 0s = 500240 1s = 499760
BITSREAD = 1000000 Os = 500908 1s = 499092
BITSREAD = 1000000 Os =499670 1s = 500330
BITSREAD = 1000000 0s = 500616 1s = 499384
BITSREAD = 1000000 Os = 500795 1s = 499205
BITSREAD = 1000000 Os =499052 1s = 500948
BITSREAD = 1000000 Os = 499963 1s = 500037
BITSREAD = 1000000 Os = 499477 1s = 500523
BITSREAD = 1000000 Os = 500078 1s = 499922
BITSREAD = 1000000 Os =499820 1s = 500180
BITSREAD = 1000000 Os = 500545 1s = 499455
BITSREAD = 1000000 Os = 499638 1s = 500362
BITSREAD = 1000000 Os =500168 1s = 499832
BITSREAD = 1000000 Os = 500470 1s = 499530
BITSREAD = 1000000 Os = 499884 1s =500116
BITSREAD = 1000000 Os = 500447 1s = 499553
BITSREAD = 1000000 Os =500313 1s = 499687
BITSREAD = 1000000 0s = 500196 1s = 499804
BITSREAD = 1000000 Os = 500261 1s = 499739
BITSREAD = 1000000 Os =499531 1s = 500469
BITSREAD = 1000000 Os = 500426 1s = 499574
BITSREAD = 1000000 Os = 499827 1s =500173
BITSREAD = 1000000 Os =499751 1s = 500249
BITSREAD = 1000000 0s = 501192 1s = 498808
BITSREAD = 1000000 Os = 499369 1s = 500631
BITSREAD = 1000000 Os =499949 1s = 500051
BITSREAD = 1000000 Os = 499905 1s = 500095
BITSREAD = 1000000 Os = 500480 1s = 499520
BITSREAD = 1000000 Os = 500960 1s = 499040
BITSREAD = 1000000 Os = 499563 1s = 500437
BITSREAD = 1000000 Os =500197 1s = 499803
BITSREAD = 1000000 Os =499837 1s = 500163
BITSREAD = 1000000 Os = 499488 1s = 500512
BITSREAD = 1000000 Os = 500075 1s = 499925
BITSREAD = 1000000 Os = 500206 1s = 499794
BITSREAD = 1000000 Os =500116 1s = 499884
BITSREAD = 1000000 Os = 500324 1s = 499676
BITSREAD = 1000000 Os = 499966 1s = 500034
BITSREAD = 1000000 Os = 499986 1s = 500014
BITSREAD = 1000000 Os = 500485 1s = 499515
BITSREAD = 1000000 Os =499414 1s = 500586



BITSREAD = 1000000 Os =499310 1s = 500690
BITSREAD = 1000000 Os = 500546 1s = 499454
BITSREAD = 1000000 Os = 499477 1s = 500523
BITSREAD = 1000000 Os = 499269 1s = 500731
BITSREAD = 1000000 Os = 499640 1s = 500360
BITSREAD = 1000000 Os = 499790 1s = 500210
BITSREAD = 1000000 0s = 499566 1s = 500434
BITSREAD = 1000000 Os = 500491 1s = 499509
BITSREAD = 1000000 Os = 500097 1s = 499903
BITSREAD = 1000000 Os = 499253 1s = 500747
BITSREAD = 1000000 Os = 499864 1s = 500136
BITSREAD = 1000000 Os =499821 1s =500179
BITSREAD = 1000000 Os = 499428 1s = 500572
BITSREAD = 1000000 Os = 499986 1s = 500014
BITSREAD = 1000000 Os =498875 1s =501125
BITSREAD = 1000000 Os = 499245 1s = 500755
BITSREAD = 1000000 Os = 499530 1s = 500470
BITSREAD = 1000000 Os =498885 1s =501115
BITSREAD = 1000000 Os =501040 1s = 498960
BITSREAD = 1000000 Os = 499898 1s = 500102
BITSREAD = 1000000 Os = 499528 1s = 500472
BITSREAD = 1000000 Os = 500098 1s = 499902
BITSREAD = 1000000 Os = 499332 1s = 500668
BITSREAD = 1000000 Os = 499307 1s = 500693
BITSREAD =1000000 Os =500162 1s = 499838
BITSREAD = 1000000 Os = 500743 1s = 499257
BITSREAD = 1000000 Os = 500005 1s = 499995
BITSREAD = 1000000 Os = 499654 1s = 500346
BITSREAD = 1000000 Os =500330 1s = 499670
BITSREAD = 1000000 Os = 500666 1s = 499334
BITSREAD = 1000000 Os =499822 1s = 500178
BITSREAD = 1000000 Os =499681 1s = 500319
BITSREAD = 1000000 Os =499705 1s = 500295
BITSREAD = 1000000 Os = 500454 1s = 499546
BITSREAD = 1000000 Os =499787 1s = 500213
BITSREAD = 1000000 Os =500778 1s = 499222
BITSREAD = 1000000 Os = 500624 1s = 499376
BITSREAD = 1000000 Os = 499920 1s = 500080
BITSREAD = 1000000 Os = 500446 1s = 499554
BITSREAD = 1000000 Os = 500532 1s = 499468
BITSREAD = 1000000 Os =500196 1s = 499804
BITSREAD = 1000000 Os = 499895 1s = 500105
BITSREAD = 1000000 Os =499728 1s = 500272



BITSREAD = 1000000 0s =501018 1s = 498982
BITSREAD = 1000000 Os = 499956 1s = 500044
BITSREAD = 1000000 0s = 501097 1s = 498903
BITSREAD = 1000000 Os = 499752 1s = 500248
BITSREAD = 1000000 Os =499150 1s = 500850
BITSREAD = 1000000 Os = 500272 1s = 499728
BITSREAD = 1000000 Os = 499775 1s = 500225
BITSREAD = 1000000 Os = 500670 1s = 499330
BITSREAD = 1000000 Os = 500031 1s = 499969
BITSREAD = 1000000 0s = 499376 1s = 500624
BITSREAD = 1000000 Os = 500409 1s = 499591
BITSREAD = 1000000 Os = 500877 1s = 499123
BITSREAD = 1000000 Os = 500453 1s = 499547
BITSREAD = 1000000 Os = 499581 1s = 500419
BITSREAD = 1000000 Os =499479 1s = 500521
BITSREAD = 1000000 Os = 499203 1s = 500797
BITSREAD = 1000000 Os = 499848 1s = 500152
BITSREAD = 1000000 Os =499782 1s = 500218
BITSREAD = 1000000 Os =500153 1s = 499847
BITSREAD = 1000000 Os = 499498 1s = 500502
BITSREAD = 1000000 Os = 500307 1s = 499693
BITSREAD = 1000000 Os =500132 1s = 499868
BITSREAD = 1000000 Os = 499816 1s = 500184
BITSREAD = 1000000 Os = 500092 1s = 499908
BITSREAD = 1000000 Os =499214 1s = 500786
BITSREAD = 1000000 Os = 500236 1s = 499764
BITSREAD = 1000000 Os = 499999 1s = 500001
BITSREAD = 1000000 Os =499432 1s = 500568
BITSREAD = 1000000 Os =500741 1s = 499259
BITSREAD = 1000000 Os = 500226 1s = 499774
BITSREAD = 1000000 0s =501329 1s = 498671
BITSREAD = 1000000 Os =500101 1s = 499899
BITSREAD = 1000000 0s = 500159 1s = 499841
BITSREAD = 1000000 0s =500171 1s = 499829
BITSREAD = 1000000 Os = 499544 1s = 500456
BITSREAD = 1000000 Os = 500261 1s = 499739
BITSREAD = 1000000 Os =499642 1s = 500358
BITSREAD = 1000000 Os = 499435 1s = 500565
BITSREAD = 1000000 Os =500105 1s = 499895
BITSREAD = 1000000 Os = 500084 1s = 499916
BITSREAD = 1000000 Os = 500382 1s = 499618
BITSREAD = 1000000 0s = 499705 1s = 500295
BITSREAD = 1000000 Os =500180 1s = 499820



BITSREAD = 1000000 Os = 500704 1s = 499296
BITSREAD = 1000000 0s = 500149 1s = 499851
BITSREAD = 1000000 Os = 500522 1s = 499478
BITSREAD = 1000000 Os = 499960 1s = 500040
BITSREAD = 1000000 Os = 500431 1s = 499569
BITSREAD = 1000000 0s = 499106 1s = 500894
BITSREAD = 1000000 Os = 500062 1s = 499938
BITSREAD = 1000000 Os =499774 1s = 500226
BITSREAD = 1000000 Os =500115 1s = 499885
BITSREAD = 1000000 Os =499817 1s =500183
BITSREAD = 1000000 0s =499319 1s = 500681
BITSREAD = 1000000 Os =498951 1s = 501049
BITSREAD = 1000000 Os = 500611 1s = 499389
BITSREAD = 1000000 Os = 499438 1s = 500562
BITSREAD = 1000000 Os =500371 1s = 499629
BITSREAD = 1000000 Os = 499872 1s =500128
BITSREAD = 1000000 Os = 500501 1s = 499499
BITSREAD = 1000000 Os =500418 1s = 499582
BITSREAD = 1000000 Os = 500069 1s = 499931
BITSREAD = 1000000 Os = 500305 1s = 499695
BITSREAD = 1000000 Os = 500320 1s = 499680
BITSREAD = 1000000 Os = 499499 1s = 500501
BITSREAD = 1000000 Os = 499684 1s = 500316
BITSREAD = 1000000 Os = 499164 1s = 500836
BITSREAD = 1000000 Os = 499498 1s = 500502
BITSREAD = 1000000 Os = 499271 1s = 500729
BITSREAD = 1000000 Os = 500688 1s = 499312
BITSREAD = 1000000 Os = 499865 1s = 500135
BITSREAD = 1000000 Os = 500252 1s = 499748
BITSREAD = 1000000 Os = 500575 1s = 499425
BITSREAD = 1000000 Os = 500084 1s = 499916
BITSREAD = 1000000 Os =500195 1s = 499805
BITSREAD = 1000000 Os = 500521 1s = 499479
BITSREAD = 1000000 Os = 500472 1s = 499528
BITSREAD = 1000000 Os = 500446 1s = 499554
BITSREAD = 1000000 Os =498838 1s = 501162
BITSREAD = 1000000 Os =499920 1s = 500080
BITSREAD = 1000000 Os = 499267 1s = 500733
BITSREAD = 1000000 Os = 500288 1s = 499712
BITSREAD = 1000000 Os =500321 1s = 499679
BITSREAD = 1000000 Os = 499503 1s = 500497
BITSREAD = 1000000 Os = 499682 1s = 500318
BITSREAD = 1000000 Os = 499582 1s = 500418



BITSREAD = 1000000 Os = 500355 1s = 499645
BITSREAD = 1000000 0s =500171 1s = 499829
BITSREAD = 1000000 0s = 500324 1s = 499676
BITSREAD = 1000000 Os = 500922 1s = 499078
BITSREAD = 1000000 Os = 499286 1s = 500714
BITSREAD = 1000000 Os = 500391 1s = 499609
BITSREAD = 1000000 Os = 500590 1s = 499410
BITSREAD = 1000000 0s =499101 1s = 500899
BITSREAD = 1000000 Os = 499543 1s = 500457
BITSREAD = 1000000 Os = 500199 1s = 499801
BITSREAD = 1000000 0s =499739 1s = 500261
BITSREAD = 1000000 Os = 499446 1s = 500554
BITSREAD = 1000000 Os = 499806 1s = 500194
BITSREAD = 1000000 Os = 500090 1s = 499910
BITSREAD = 1000000 Os = 500328 1s = 499672
BITSREAD = 1000000 0s = 501414 1s = 498586
BITSREAD = 1000000 0s = 500316 1s = 499684
BITSREAD = 1000000 Os =499740 1s = 500260
BITSREAD = 1000000 Os =499722 1s = 500278
BITSREAD = 1000000 Os = 499202 1s = 500798
BITSREAD = 1000000 Os =499615 1s = 500385
BITSREAD = 1000000 Os = 500357 1s = 499643
BITSREAD = 1000000 Os = 500248 1s = 499752
BITSREAD = 1000000 Os = 500825 1s =499175
BITSREAD = 1000000 Os = 500224 1s = 499776
BITSREAD = 1000000 Os = 500392 1s = 499608
BITSREAD = 1000000 0Os = 499954 1s = 500046
BITSREAD = 1000000 Os = 499460 1s = 500540
BITSREAD = 1000000 Os = 499598 1s = 500402
BITSREAD = 1000000 0Os = 499604 1s = 500396
BITSREAD = 1000000 Os =500123 1s = 499877
BITSREAD = 1000000 Os = 499853 1s = 500147
BITSREAD = 1000000 Os = 500780 1s = 499220
BITSREAD = 1000000 Os =499542 1s = 500458
BITSREAD = 1000000 Os =501484 1s = 498516
BITSREAD = 1000000 Os = 500438 1s = 499562
BITSREAD = 1000000 Os = 500227 1s = 499773
BITSREAD = 1000000 Os =499727 1s = 500273
BITSREAD = 1000000 Os = 500281 1s = 499719
BITSREAD = 1000000 Os = 499925 1s = 500075
BITSREAD = 1000000 Os = 500603 1s = 499397
BITSREAD = 1000000 Os =499919 1s = 500081
BITSREAD = 1000000 Os = 500015 1s = 499985



BITSREAD = 1000000 Os =499717 1s = 500283
BITSREAD = 1000000 Os =499511 1s = 500489
BITSREAD = 1000000 0s = 500112 1s = 499888
BITSREAD = 1000000 Os = 500328 1s = 499672
BITSREAD = 1000000 Os = 499966 1s = 500034
BITSREAD = 1000000 Os = 500299 1s = 499701
BITSREAD = 1000000 Os = 500322 1s = 499678
BITSREAD = 1000000 Os =499088 1s = 500912
BITSREAD = 1000000 Os = 500238 1s = 499762
BITSREAD = 1000000 Os = 500013 1s = 499987
BITSREAD = 1000000 Os =499879 1s = 500121
BITSREAD = 1000000 Os =500185 1s = 499815
BITSREAD = 1000000 Os = 498801 1s =501199
BITSREAD = 1000000 Os = 500472 1s = 499528
BITSREAD = 1000000 Os =499419 1s = 500581
BITSREAD = 1000000 Os = 499852 1s =500148
BITSREAD = 1000000 Os = 500040 1s = 499960
BITSREAD = 1000000 Os = 500087 1s = 499913
BITSREAD = 1000000 Os = 499444 1s = 500556
BITSREAD = 1000000 Os = 500322 1s = 499678
BITSREAD = 1000000 Os = 500379 1s = 499621
BITSREAD = 1000000 Os =499092 1s = 500908
BITSREAD = 1000000 Os = 499907 1s = 500093
BITSREAD = 1000000 Os = 499638 1s = 500362
BITSREAD = 1000000 Os =499799 1s = 500201
BITSREAD = 1000000 Os = 500668 1s = 499332
BITSREAD = 1000000 Os = 499031 1s = 500969
BITSREAD = 1000000 Os = 499635 1s = 500365
BITSREAD = 1000000 Os = 500660 1s = 499340
BITSREAD = 1000000 Os = 499127 1s = 500873
BITSREAD = 1000000 Os =499516 1s = 500484
BITSREAD = 1000000 Os =500215 1s = 499785
BITSREAD = 1000000 Os = 499864 1s = 500136
BITSREAD = 1000000 Os =500148 1s = 499852
BITSREAD = 1000000 Os = 500258 1s = 499742
BITSREAD = 1000000 Os =499808 1s = 500192
BITSREAD = 1000000 Os =499537 1s = 500463
BITSREAD = 1000000 Os =499269 1s = 500731
BITSREAD = 1000000 Os = 500575 1s = 499425
BITSREAD = 1000000 Os = 500263 1s = 499737
BITSREAD = 1000000 Os = 500050 1s = 499950
BITSREAD = 1000000 0s = 500184 1s = 499816
BITSREAD = 1000000 Os = 500390 1s = 499610



BITSREAD = 1000000 Os = 500696 1s = 499304
BITSREAD = 1000000 0s = 500919 1s = 499081
BITSREAD = 1000000 Os = 499630 1s = 500370
BITSREAD = 1000000 Os = 500575 1s = 499425
BITSREAD = 1000000 Os = 498095 1s = 501905
BITSREAD = 1000000 Os = 500433 1s = 499567
BITSREAD = 1000000 Os = 500703 1s = 499297
BITSREAD = 1000000 Os = 499697 1s = 500303
BITSREAD = 1000000 Os =500724 1s = 499276
BITSREAD = 1000000 Os = 498985 1s =501015
BITSREAD = 1000000 Os = 499923 1s = 500077
BITSREAD = 1000000 Os =499840 1s = 500160
BITSREAD = 1000000 Os = 500494 1s = 499506
BITSREAD = 1000000 Os = 499716 1s = 500284
BITSREAD = 1000000 Os = 500007 1s = 499993
BITSREAD = 1000000 Os = 498950 1s = 501050
BITSREAD = 1000000 Os = 500023 1s = 499977
BITSREAD = 1000000 Os =499917 1s = 500083
BITSREAD = 1000000 Os =499739 1s = 500261
BITSREAD = 1000000 Os = 499584 1s = 500416
BITSREAD = 1000000 Os = 500494 1s = 499506
BITSREAD = 1000000 Os =499981 1s = 500019
BITSREAD = 1000000 Os = 499938 1s = 500062
BITSREAD = 1000000 Os = 500361 1s = 499639
BITSREAD = 1000000 Os = 500056 1s = 499944
BITSREAD = 1000000 Os = 499678 1s = 500322
BITSREAD = 1000000 Os = 500236 1s = 499764
BITSREAD = 1000000 Os =499915 1s = 500085
BITSREAD = 1000000 Os = 499643 1s = 500357
BITSREAD = 1000000 Os = 499928 1s = 500072
BITSREAD = 1000000 Os = 499948 1s = 500052
BITSREAD = 1000000 Os = 499935 1s = 500065
BITSREAD = 1000000 Os = 500575 1s = 499425
BITSREAD = 1000000 Os =499871 1s = 500129
BITSREAD = 1000000 Os =499572 1s = 500428
BITSREAD = 1000000 Os =499761 1s = 500239
BITSREAD = 1000000 Os =499672 1s = 500328
BITSREAD = 1000000 Os =499740 1s = 500260
BITSREAD = 1000000 Os = 499897 1s = 500103
BITSREAD = 1000000 Os =499873 1s = 500127
BITSREAD = 1000000 Os = 499936 1s = 500064
BITSREAD = 1000000 Os = 500679 1s = 499321
BITSREAD = 1000000 Os =500017 1s = 499983



BITSREAD = 1000000 Os = 500327 1s = 499673
BITSREAD = 1000000 Os = 500055 1s = 499945
BITSREAD = 1000000 Os = 500022 1s = 499978
BITSREAD = 1000000 Os = 500422 1s = 499578
BITSREAD = 1000000 Os = 499643 1s = 500357
BITSREAD = 1000000 0s = 499796 1s = 500204
BITSREAD = 1000000 Os = 499048 1s = 500952
BITSREAD = 1000000 Os = 499545 1s = 500455
BITSREAD = 1000000 Os = 500450 1s = 499550
BITSREAD = 1000000 Os = 499612 1s = 500388
BITSREAD = 1000000 Os =499186 1s = 500814
BITSREAD = 1000000 Os = 500239 1s = 499761
BITSREAD = 1000000 Os = 500751 1s = 499249
BITSREAD = 1000000 0s = 500011 1s = 499989
BITSREAD = 1000000 Os = 500449 1s = 499551
BITSREAD = 1000000 Os = 499383 1s = 500617
BITSREAD = 1000000 Os = 500333 1s = 499667
BITSREAD = 1000000 Os =499142 1s = 500858
BITSREAD = 1000000 Os =499717 1s = 500283
BITSREAD = 1000000 Os =499179 1s = 500821
BITSREAD = 1000000 Os =499787 1s = 500213
BITSREAD = 1000000 Os =499847 1s = 500153
BITSREAD = 1000000 Os = 500382 1s = 499618
BITSREAD = 1000000 Os = 500195 1s = 499805
BITSREAD = 1000000 Os =499324 1s = 500676
BITSREAD = 1000000 Os = 499825 1s =500175
BITSREAD = 1000000 Os = 500209 1s = 499791
BITSREAD = 1000000 Os = 500227 1s = 499773
BITSREAD = 1000000 Os = 500587 1s = 499413
BITSREAD = 1000000 Os = 499363 1s = 500637
BITSREAD = 1000000 Os =499977 1s = 500023
BITSREAD = 1000000 Os =500160 1s = 499840
BITSREAD = 1000000 Os =500723 1s = 499277
BITSREAD = 1000000 0s = 500429 1s = 499571
BITSREAD = 1000000 Os = 500288 1s = 499712
BITSREAD = 1000000 Os = 500668 1s = 499332
BITSREAD = 1000000 Os = 500104 1s = 499896
BITSREAD = 1000000 Os =500139 1s = 499861
BITSREAD = 1000000 Os =499737 1s = 500263
BITSREAD = 1000000 Os =500801 1s = 499199
BITSREAD = 1000000 Os = 500458 1s = 499542
BITSREAD = 1000000 Os = 499225 1s = 500775
BITSREAD = 1000000 0s = 500229 1s = 499771



BITSREAD = 1000000 Os = 500392 1s = 499608
BITSREAD = 1000000 Os = 499908 1s = 500092
BITSREAD = 1000000 0s = 499702 1s = 500298
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 Os = 500928 1s = 499072
BITSREAD = 1000000 Os = 499574 1s = 500426
BITSREAD = 1000000 Os = 499777 1s = 500223
BITSREAD = 1000000 Os = 500253 1s = 499747
BITSREAD = 1000000 Os = 500090 1s = 499910
BITSREAD = 1000000 Os = 500125 1s = 499875
BITSREAD = 1000000 Os = 500471 1s = 499529
BITSREAD = 1000000 Os = 500658 1s = 499342
BITSREAD = 1000000 Os =499179 1s = 500821
BITSREAD = 1000000 Os = 500318 1s = 499682
BITSREAD = 1000000 0s =500171 1s = 499829
BITSREAD = 1000000 Os = 500149 1s = 499851
BITSREAD = 1000000 Os = 499857 1s =500143
BITSREAD = 1000000 Os = 500667 1s = 499333
BITSREAD = 1000000 Os = 500880 1s = 499120
BITSREAD = 1000000 Os = 500728 1s = 499272
BITSREAD = 1000000 Os =500142 1s = 499858
BITSREAD = 1000000 Os = 500256 1s = 499744
BITSREAD = 1000000 Os = 499455 1s = 500545
BITSREAD = 1000000 Os = 500402 1s = 499598
BITSREAD = 1000000 Os = 500802 1s = 499198
BITSREAD = 1000000 Os = 500402 1s = 499598
BITSREAD = 1000000 Os = 499455 1s = 500545
BITSREAD = 1000000 Os =499827 1s = 500173
BITSREAD = 1000000 Os = 500236 1s = 499764
BITSREAD = 1000000 Os = 499872 1s =500128
BITSREAD = 1000000 Os = 500292 1s = 499708
BITSREAD = 1000000 Os =500195 1s = 499805
BITSREAD = 1000000 Os = 500395 1s = 499605
BITSREAD = 1000000 Os = 500598 1s = 499402
BITSREAD = 1000000 Os =500171 1s = 499829
BITSREAD = 1000000 Os =498731 1s = 501269
BITSREAD = 1000000 Os =499537 1s = 500463
BITSREAD = 1000000 Os =499661 1s = 500339
BITSREAD = 1000000 Os = 500607 1s = 499393
BITSREAD = 1000000 Os =499591 1s = 500409
BITSREAD = 1000000 Os = 499629 1s = 500371
BITSREAD = 1000000 0s =500117 1s = 499883
BITSREAD = 1000000 Os =499733 1s = 500267



BITSREAD = 1000000 Os =499970 1s = 500030
BITSREAD = 1000000 Os = 500509 1s = 499491
BITSREAD = 1000000 0s = 500016 1s = 499984
BITSREAD = 1000000 Os = 499839 1s = 500161
BITSREAD = 1000000 Os = 500263 1s = 499737
BITSREAD = 1000000 Os = 499963 1s = 500037
BITSREAD = 1000000 Os = 499400 1s = 500600
BITSREAD = 1000000 0s =499939 1s = 500061
BITSREAD = 1000000 Os = 499983 1s = 500017
BITSREAD = 1000000 Os = 499635 1s = 500365
BITSREAD = 1000000 Os = 499463 1s = 500537
BITSREAD = 1000000 Os =499883 1s = 500117
BITSREAD = 1000000 Os = 499927 1s = 500073
BITSREAD = 1000000 Os = 499548 1s = 500452
BITSREAD = 1000000 Os = 500534 1s = 499466
BITSREAD = 1000000 Os = 500335 1s = 499665
BITSREAD = 1000000 Os = 500411 1s = 499589
BITSREAD = 1000000 Os = 500522 1s = 499478
BITSREAD = 1000000 Os =500192 1s = 499808
BITSREAD = 1000000 Os = 500564 1s = 499436
BITSREAD = 1000000 Os = 499976 1s = 500024
BITSREAD = 1000000 Os = 500228 1s = 499772
BITSREAD = 1000000 Os = 499909 1s = 500091
BITSREAD = 1000000 Os = 500176 1s = 499824
BITSREAD = 1000000 Os = 500154 1s = 499846
BITSREAD = 1000000 Os = 500722 1s = 499278
BITSREAD = 1000000 Os = 499821 1s =500179
BITSREAD = 1000000 Os = 500037 1s = 499963
BITSREAD = 1000000 Os =499749 1s = 500251
BITSREAD = 1000000 Os = 500141 1s = 499859
BITSREAD = 1000000 Os = 500395 1s = 499605
BITSREAD = 1000000 Os = 500609 1s = 499391
BITSREAD = 1000000 0s =499729 1s = 500271
BITSREAD = 1000000 Os =499630 1s = 500370
BITSREAD = 1000000 Os = 500559 1s = 499441
BITSREAD = 1000000 Os = 500375 1s = 499625
BITSREAD = 1000000 Os =499681 1s = 500319
BITSREAD = 1000000 Os =499961 1s = 500039
BITSREAD = 1000000 Os = 500083 1s = 499917
BITSREAD = 1000000 Os = 500066 1s = 499934
BITSREAD = 1000000 Os = 500675 1s = 499325
BITSREAD = 1000000 Os = 500753 1s = 499247
BITSREAD = 1000000 Os = 499657 1s = 500343



BITSREAD = 1000000 Os = 500395 1s = 499605
BITSREAD = 1000000 Os = 499595 1s = 500405
BITSREAD = 1000000 Os = 500205 1s = 499795
BITSREAD = 1000000 Os = 499928 1s = 500072
BITSREAD = 1000000 Os = 499669 1s = 500331
BITSREAD = 1000000 Os = 500480 1s = 499520
BITSREAD = 1000000 Os = 500518 1s = 499482
BITSREAD = 1000000 Os =500012 1s = 499988
BITSREAD = 1000000 Os =499156 1s = 500844
BITSREAD = 1000000 0s = 500317 1s = 499683
BITSREAD = 1000000 Os = 500245 1s = 499755
BITSREAD = 1000000 Os = 500453 1s = 499547
BITSREAD = 1000000 Os = 500352 1s = 499648
BITSREAD = 1000000 Os = 500654 1s = 499346
BITSREAD = 1000000 Os =499780 1s = 500220
BITSREAD = 1000000 Os = 500715 1s = 499285
BITSREAD = 1000000 Os = 499918 1s = 500082
BITSREAD = 1000000 Os =499461 1s = 500539
BITSREAD = 1000000 Os = 499865 1s = 500135
BITSREAD = 1000000 Os = 500442 1s = 499558
BITSREAD = 1000000 Os = 500159 1s = 499841
BITSREAD = 1000000 Os =499961 1s = 500039
BITSREAD = 1000000 Os = 500369 1s = 499631
BITSREAD = 1000000 Os = 499755 1s = 500245
BITSREAD = 1000000 Os =499217 1s = 500783
BITSREAD = 1000000 Os = 500369 1s = 499631
BITSREAD = 1000000 Os = 500203 1s = 499797
BITSREAD = 1000000 Os =499800 1s = 500200
BITSREAD = 1000000 Os = 500074 1s = 499926
BITSREAD = 1000000 Os = 499543 1s = 500457
BITSREAD = 1000000 Os =499143 1s = 500857
BITSREAD = 1000000 Os =501035 1s = 498965
BITSREAD = 1000000 Os = 500274 1s = 499726
BITSREAD = 1000000 Os =500785 1s = 499215
BITSREAD = 1000000 Os = 500795 1s = 499205
BITSREAD = 1000000 Os = 500574 1s = 499426
BITSREAD = 1000000 Os = 499995 1s = 500005
BITSREAD = 1000000 Os = 500062 1s = 499938
BITSREAD = 1000000 Os = 500080 1s = 499920
BITSREAD = 1000000 Os =499900 1s = 500100
BITSREAD = 1000000 Os =500186 1s = 499814
BITSREAD = 1000000 Os = 499099 1s = 500901
BITSREAD = 1000000 Os =499473 1s = 500527



BITSREAD = 1000000 Os = 500580 1s = 499420
BITSREAD = 1000000 Os =498876 1s =501124
BITSREAD = 1000000 Os = 500292 1s = 499708
BITSREAD = 1000000 Os = 499185 1s =500815
BITSREAD = 1000000 Os =498958 1s = 501042
BITSREAD = 1000000 Os = 498535 1s = 501465
BITSREAD = 1000000 0s = 500676 1s = 499324
BITSREAD = 1000000 Os =499789 1s = 500211
BITSREAD = 1000000 Os = 500580 1s = 499420
BITSREAD = 1000000 Os = 500679 1s = 499321
BITSREAD = 1000000 Os = 500037 1s = 499963
BITSREAD = 1000000 Os =499507 1s = 500493
BITSREAD = 1000000 Os = 499902 1s = 500098
BITSREAD = 1000000 Os = 500339 1s = 499661
BITSREAD = 1000000 Os = 500461 1s = 499539
BITSREAD = 1000000 Os = 499346 1s = 500654
BITSREAD = 1000000 Os = 500859 1s = 499141
BITSREAD = 1000000 Os = 500842 1s = 499158
BITSREAD = 1000000 Os = 500250 1s = 499750
BITSREAD = 1000000 Os = 500208 1s = 499792
BITSREAD = 1000000 0s =499110 1s = 500890
BITSREAD = 1000000 Os = 500564 1s = 499436
BITSREAD = 1000000 Os = 499582 1s = 500418
BITSREAD = 1000000 Os = 499552 1s = 500448
BITSREAD = 1000000 Os =499797 1s = 500203
BITSREAD = 1000000 Os = 500413 1s = 499587
BITSREAD = 1000000 Os = 499474 1s = 500526
BITSREAD = 1000000 Os =500753 1s = 499247
BITSREAD = 1000000 Os =499288 1s = 500712
BITSREAD = 1000000 Os = 499857 1s =500143
BITSREAD = 1000000 Os =499195 1s = 500805
BITSREAD = 1000000 Os = 500462 1s = 499538
BITSREAD = 1000000 Os =499218 1s = 500782
BITSREAD = 1000000 Os = 500356 1s = 499644
BITSREAD = 1000000 Os =499639 1s = 500361
BITSREAD = 1000000 Os =499730 1s = 500270
BITSREAD = 1000000 Os =499807 1s = 500193
BITSREAD = 1000000 Os = 500086 1s = 499914
BITSREAD = 1000000 Os = 500629 1s = 499371
BITSREAD = 1000000 Os =499880 1s = 500120
BITSREAD = 1000000 Os = 500658 1s = 499342
BITSREAD = 1000000 Os = 499347 1s = 500653
BITSREAD = 1000000 Os =500161 1s = 499839



BITSREAD = 1000000 Os =501308 1s = 498692
BITSREAD = 1000000 Os = 500408 1s = 499592
BITSREAD = 1000000 Os = 499973 1s = 500027
BITSREAD = 1000000 Os = 499788 1s = 500212
BITSREAD = 1000000 Os = 500505 1s = 499495
BITSREAD = 1000000 Os = 499628 1s = 500372
BITSREAD = 1000000 Os = 499000 1s = 501000
BITSREAD = 1000000 Os = 500245 1s = 499755
BITSREAD = 1000000 Os =499820 1s = 500180

NMPUNOXXEHUE 2: AETEPMUHWU3M HA PA3HbIX M/IATOOPMAX

text

Two independent instances: IDENTICAL
10 consecutive calls (fixed salt): IDENTICAL

After reset (same salt again): IDENTICAL

[2] REPRODUCIBILITY TEST (save and verify)

Reference hash: Oc fa 6e 12 4b 90 cc 5f ee 10 a1 4f 9508 b3 35
After reset: IDENTICAL

File verification: MATCH
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